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^ /he  Pn&dMetiti  JJett&L  .  ,  . 

Here  is  the  complete  record  of  our  second  annual 
seminar. 

For  those  who  could  not  attend  the  seminar  —  and 
many  were  prevented  by  the  airline  strike  —  reading  this 
issue  of  the  Journal  from  cover  to  cover  will  be  the  next 
best  thing  to  having  been  there  in  person.  Those  of  us 
who  were  there  in  person  will  find  that  seeing  it  all  in 
print  is  a  powerful  and  pleasant  reinforcement  of  a  key 
experience  in  our  professional  careers.  It  is,  of  course,  im¬ 
portant  to  our  Society  for  historical  reasons  to  compile 
the  record  of  our  seminar.  And  it  would  be  a  pity  in¬ 
deed  not  to  preserve  the  wise  and  perceptive  thoughts, 
both  in  the  formal  speeches  and  in  the  informal  give  and 
take  of  the  discussion  periods,  of  the  distinguished  peo¬ 
ple  who  were  our  guest  speakers  and  panel  participants. 

One  additional  thought  that  I  find  very  striking:  This 
issue  of  the  journal,  together  with  the  issue  containing 
the  1965  seminar  proceedings,  comprises  virtually  the  en¬ 
tire  body  of  published  information  on  the  professional 
aspects  of  classification  management. 

So  by  all  means  preserve  your  copies  of  the  Journal. 
They  are  valuable  now  and  will  continue  to  be  in  the 
years  to  come. 

The  national  officers  of  the  Society  earnestly  recom¬ 
mend  the  formation  of  new  local  chapters  wherever  there 
are  enough  potential  members.  This  seems  essential  to 
our  growth  and  continued  strength.  The  first  annual  re¬ 
ports  of  the  existing  chapters,  which  you  will  find  ;n  this 
issue,  are  useful  sources  for  ideas  on  how  lo  organize  and 
operate  new  chapters. 

While  pondering  the  record  and  results  of  our  last 
seminar,  we  should  all  be  anticipating  our  next  one, 
which  has  been  set  for  July  19-21  in  Washington.  D.C. 
Plan  to  attend.  If  you  have  any  thoughts  or  recommenda¬ 
tions  as  to  the  program,  please  send  them  along  to  Gene 
Suto  or  to  me. 


Richard  L.  Durham 


PROCEEDINGS  OF  SECOND  ANNUAL  SEMINAR 


Los  Angelos,  Californio 
July  13-15,  1966 


CALL  TO  ORDER 

RICHARD  J.  BOBERG:  Good 
morning,  ladies  and  gentlemen.  1  am 
Dick  Boberg  your  seminar  chainnan. 
It  is  a  great  pleasure  lor  me  to  wel¬ 
come  you  here  in  the  name  of  the 
Southern  California  Chapter  of  (he 
National  Classification  Management 
Society.  1l  gives  me,  personally,  a  feel¬ 
ing  of  great  optimism  to  see  so  many 
of  you  here  this  morning  in  light 
of  the  problems  vve  have  had  with 
the  airlines.  It  occurred  to  me  last 
night  it  might  he  a  nice  idea  to  award 
some  soil  of  a  prize  for  the  otic  who 
had  to  take  the  most  circuitous  route 
to  gel  to  Los  Angeles. 

The  first  National  Classification 
Management  Seminar  was  held  begin¬ 
ning  one  year  ago  today,  back  in 
Washington,  D.C.  1  recognize  a  great 
many  faces  that  were  there.  1  am  sure 
that  all  of  you  gathered  a  great  deal 
of  useful  information  last  year.  I  know 
that  I  did.  VVe  are  thankful  to  have 
you  back  this  year.  We  promise  you 
an  extremely  interesting  and  pro¬ 
vocative  program. 

Out  first  speaker  this  morning  is 
not  a  member  of  the  National  Classi- 
lication  Management  Society.  He  is 
one  of  our  guests.  We  are  most  hon¬ 
ored  to  have  him  with  us  today.  1  am 
speaking  of  Mr.  George  D.  Thomson. 
Mr.  Thomson  is  riirrciiily  First  Vice 
President  of  the  American  Society  of 
Industrial  Security  and  a  member  of 
the  National  Executive  Committee 
of  the  ASIS  Board  of  Directors.  He 


has  held  virtually  every  office  avail¬ 
able  in  that  society  Set  cun!  Vice 
President,  National  Secretary,  Chair¬ 
man  of  the  Steering  Committee,  West¬ 
ern  Regional  Vice  President,  Chair¬ 
man  of  the  Greater  l.os  Angeles  Chap¬ 
ter,  Charter  Member.  He  is  currently 
Director  ol  liulustiial  Security  at  the 
Eos  Angeles  Division  ol  North  Ameri¬ 
can  Aviation,  here  in  Lcs  Angeles.  He 
lias  a  B.A.  and  an  L.L.B.  from  the 
University  of  Michigan,  lie  is  a  for¬ 
mer  agent  of  the  E.B.I.,  formerly  Man¬ 
aging  Director  oi  the  Burbank  Cit¬ 
izens  Crime  Prevention  Committee  in 
Burbank,  Calilornia,  and  from  11)55 
to  this  date  he  has  been  Division  Di- 
rccloi  of  Industi  ial  Security  J'oi  N.A.A. 
His  professional  affiliations  arc*  many. 
He  is  a  member  of  the  California  Bar, 
t lie  Calilornia  Peace  Officers  Associ¬ 
ation,  Chief  Special  Agents  Associa¬ 
tion  in  Eos  Angeles,  the  Michigan  Bar, 
the  Peace  Officers  Association  of  Los 
Angeles  County,  the  Society  ol  For¬ 
mer  Special  Agents  of  the  F.B.I.,  and 
a  member  admitted  to  practice  in  the 
United  States  Supreme  Court.  Ladies 
and  gentlemen,  it  gives  me  great  plea¬ 
sure  and  I  hope  you  will  join  me  in 
welcoming  to  our  Second  National 
Classification  Management  S  o  c  i  e  t  y 
Seminar,  Mr.  George  Thomson. 


ADDRESS-GREETINGS  FROM 
ASIS 

by  George  D.  Thomson 

1  bring  you  warm  greetings  from 
the  American  Society  for  Industrial  Se¬ 
curity,  and  welcome  this  opportunity 
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Jo  speak  to  you  briefly  on  behalf  ol 
our  society  and  the  common  ground 
of  interest  that  exists  between  AS1S 
and  NCMS. 

We  concluded  loug  ago  that  pro¬ 
fessional  status  is  not  inherited  and 
cannot  be  bestowed,  ft  must  be 
earned.  It  was  interesting,  to  me, 
therefore,  to  note  that  many  of  the 
important  objectives  we  consider  es¬ 
sential  to  furthering  "lie  industrial 
security  profession,  have  attracted  the 
attention  and  effort  of  NCMS. 

Let’s  take  a  look  at  some  of  our 
common  bonds.  ASfS  publishes  the 
industrial  Security  magazine  bimonth¬ 
ly.  We  consider  the  publication  of  a 
professional  journal,  with  fully  re¬ 
searched  and  carefully  prepared  arti¬ 
cles  by  knowledgeable  people,  to  be 
essential  to  a  professional  organiza¬ 
tion.  Your  society  journal,  the  first 
issue  of  which  was  published  in  the 
Spring  of  1965,  establishes  your  jour¬ 
nal  as  one  important  avenue  of  com¬ 
munication  with  classification  man¬ 
agement  personnel. 

Our  society  has  from  its  inception 
considered  regular  chapter  meetings, 
with  qualified  speakers  providing  in¬ 
formation  of  a  professional  nature  on 
a  timely  subject,  to  be  a  keystone  for 
growth.  The  chapters  of  NCMS  in 
Northern  California,  Southern  Cali¬ 
fornia  and  Washington,  D.C.,  have 
adopted  similar  objectives. 

Perhaps  most,  important  of  all, 
AS1S  each  year  sponsors  an  annual 
national  seminar  for  the  purpose  of 
exchanging  ideas  concerning  indus¬ 
trial  security  and  providing  a  platform 
for  people  in  industry  and  govern¬ 
ment  thoroughly  knowledgeable  in 
industrial  security  to  present  new 


ideas,  the  results  of  individual  re¬ 
search,  and  unique  industrial  security 
activities  in  industry.  Our  first  annual 
seminar,  like  yours,  was  held  in  Wash¬ 
ington,  1).  C.;  ours  in  1555,  yours  in 
1965.  Certainly  a  national  seminar,  ol 
i he  type  that  you  are  beginning  here 
today,  is  an  extremely  important  pail 
ol  your  overall  program.  This  seminar 
provides  an  opportunity  for  key  peo¬ 
ple  in  classification  management,  both 
in  government  and  industry,  from  all 
parts  of  the*  country,  to  meet  and  be¬ 
come  acquainted,  and  to  discuss  spe¬ 
cial  areas  of  mutual  interest. 

The  theme  of  your  seminar,  Classi¬ 
fication  Management  in  Science  and 
Technology  Today,  and  the  program 
that,  you  will  present  here,  certainly 
should  open  new  channels  of  com¬ 
munication  between  the  scientific  and 
technical  community  and  people  re¬ 
sponsible  for  certain  classification  de¬ 
cisions. 

It  has  been  the  experience  of  ASIS 
that  the  publication  of  the  proceed¬ 
ings  of  annual  seminars,  as  well  as  the 
proceedings  of  regional  seminars,  is 
an  excellent  and  important  function 
in  order  to  bring  to  the  attention  of 
(lie  entire  membership  pertinent  in¬ 
formation  developed,  papers  present¬ 
ed,  challenging  ideas  proposed  and 
the  solution  of  problems  discussed. 

Our  society  regards  classification 
management  as  an  extremely  impor¬ 
tant  aspect  of  the  government’s  pro¬ 
tection  of  classified  information,  and 
currently  has  an  active  Classification 
Management  Committee. 

NCMS  bylaws  identify  your  inter¬ 
ests  in  “Practices  and  Methods  for 
Identifying  Company  Private  or  Pro¬ 
prietary  Information. ”  Our  soc  iety  has 
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established  a  Committee  lot  Safe¬ 
guarding  Proprietary  Information. 
This  is  an  area  of  considerable  con- 
tern  on  a  continuing  basis  to  almost 
every  company  in  the  United  States 
in  our  highly  competitive  business 
environment. 

Your  bylaws  establish  your  interests 
in  “methods  for  the  indoctrination 
and  training  of  personnel  in  the  ap¬ 
plication  of  classification  procedures, 
policies  and  requirements."  The  ASKS 
National  Security  Education  Commit¬ 
tee  is  currently  devoting  its  energies 
to  security  education.  It  recently  lias 
expanded  its  charter  to  provide  for 
security  education  concerning  the  pro¬ 
tection  of  proprietary  information,  as 
well  as  classified  information. 

J  specifically  mention  these  society 
national  committees  because  ASIS  will 
welcome  opportunity  to  interchange 
ideas  with  members  of  your  society  in 
these  important  areas  ol  mutual  con¬ 
cern. 

It  was  interesting  to  me  to  note  in 
reviewing  the  April  lfJOG  membership 
directory  of  NCMS  that  3G  of  your 
approximately  135  members  are  also 
members  of  ASIS.  Your  membership 
includes  one  member  of  our  society’s 
National  hoard  of  Directors  and  three 
NCMS  members  who  are  present  or 
past  chairtnfen  of  ASJS  national  com¬ 
mittees.  In  addition,  your  member¬ 
ship  includes  several  members  of  ASIS 
national  committees  and  one  current 
regional  society  vice  president.  Per¬ 
haps  more  by  chance  than  by  design, 
NCMS  and  ASIS  have  a  commonality, 
not  only  of  professionalism  but  in 
membership  as  well.  Of  over  -10 
industrial  corporations  represented 
among  your  membership,  35  also  have 


members  in  our  society.  Thus,  in  a 
number  of  ways,  professionalism, 
membership,  and  industrial  corpora 
tions  and  government  agencies  as  well, 
ASJS  and  NCMS  have  common  bonds 
and  mutual  imeicst. 

Your  society,  like  ours,  is  great  h 
interested  in  prompt  and  effective  im¬ 
plementation  of  the  new  Industrial 
Security  Manual  lor  the  Safeguarding 
of  Classified  Information  (DD-U  I 
Attachment)  .  The  new  manual  being 
issued  this  month  contains  a  number 
of  significant  changes  of  great  interest 
to  those  engaged  in  classification  man¬ 
agement.  and  of  particular  interest  are 
the  new  requirements  being  estab¬ 
lished  concerning  paragraph  marking. 
Ella  live  paragraph  marking  will  re¬ 
quire  more  detailed  guidance  than  is 
now  provided  in  the  Sec  urity  Require 
meats  Check  List  (DD-251)  currently 
being  issued  1"'  government  agencies. 
We  believe  that  it  is  essential  that  the 
DD-251  be  revised  to  identify  more 
specifically  that  information  which 
must,  be  protected  and  the  precise 
reason  why  protection  is  necessary.  I 
am  certain  that  people  in  government 
responsible  for  development  of  this 
guidance  are  fully  aware  of  tins  prob¬ 
lem.  YVc  hope  that  your  organization, 
like  ours,  through  appropriate  com¬ 
mittees  or  otherwise,  will  be  able  to 
work  with  concerned  government  rep¬ 
resentatives  in  establishing  better 
classification  guidance. 

Y’our  interest  in  classification  man¬ 
agement  in  the  computer  environment 
reminds  me  that  in  the  Los  Angeles 
Division  of  North  American  Aviation, 
we  have  recently  automated  our  cen¬ 
tral  document  control  of  accountable 
classified  information,  alter  reducing 
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I  Ik-  number  ol  classilicd  documents 
irotn  approximately  1 00,000  to  about 
17,000  dele  Uiilcllis.  This  a u lom.it ion 
Jia.s  established  new  coin  mis  so  we 
(  an  aeeui ately  and  immediately  identi¬ 
ty  accountable  clocumcins  that  may 
be  automatically  downgraded  or  de¬ 
classified  and  has  materially  assisted 
us  in  having  immediately  available 
lists  ol  accountable  documents  that 
we  desire  to  retain  upon  completion 
ol  contrac  t.  There  are  a  large  number 
ol  uses  lor  computer  technology  in 
classification  management.  At  North 
Alltel icau  Aw.itiun  v.e  are  currentl) 
using  automated  data  processing  to 
provide  users  with  lists  of  ch\ cements 
c  harged  to  them  and  ai\.  c  ut  t  e  nth 
studying  the  feasibility  ol  controlling 
the  automatic:  lime-phased  downgrad¬ 
ing  of  confidential  material  by  auto¬ 
mated  means. 

The  ASIS  Hoard  of  Directors,  mee  t¬ 
ing  at  Philadelphia  last  week,  asked 
that  1  bting  to  this  seminar  and  your 
membership  their  warm  greetings. 
Our  society  appreciates  this  oppor¬ 
tunity  to  participate  in  your  program. 

ANNUAL  BUSINESS  MEETING 

BOBERG:  The  next  order  ol  busi¬ 
ness  is  the  annual  business  meeting  for 
the  society.  Unfortunately,  our  out¬ 
going  Chairman  of  the  Hoard,  Hob 
Rushing,  was  unable  to  he  here  this 
morning.  I  would  like  to  introduce 
now  our  former  President  and  new 
Chairman  of  the  Hoard,  Mr.  Donald 
Wood  bridge.  I  think  Don,  as  we  know 
him,  needs  no  introduction  to  mans, 
most,  or  perhaps  all  of  of  you.  Don,  to 
give  a  little  bit  of  background  for 
those  who  do  not  know  him,  is  a  grad¬ 
uate  of  Amherst  College.  At  Columbia 


University  he  did  his  giaduate  work 
in  physics.  He:  taught  at  the  College 
oi  Charleston  in  South  Carolina,  lie 
taught  physics  at.  Brooklyn  College-  in 
Hrooklyn,  New  York,  lie  was  a  re¬ 
scan  h  physicist  with  she  SAM  labs 
in  New  York  from  IlM.f  to  ] D  Hi,  and 
.since  l!M(i  be  lias  been  with  Union 
Carbide  Nit  cleat  Company  at 
Oak  Ridge,  Tennessee,  lirst  as  a  re¬ 
search  and  development  engineer, 
then  as  Head  of  the  Mechanical  De¬ 
velopment  Department.  And  current¬ 
ly  at  the  Y-12  plant  in  Oak  Ridge,  he 
is  Development  Engineer,  Assistant 
Superintendent,  of  Special  Projects 
Department,  Plain  Classification  Ol- 
liccr,  and  Responsible  Revie, ver.  Don 
is  a  member  of  various  professional 
societies:  the  American  Physical  So 
ciety,  the  American  Association  of 
Physics  Teachers,  Phi  Beta  Kappa, 
and  Sigma  Phi.  Ladies  and  gentlemen, 
members,  and  our  honored  guests,  our 
new  Chairman  of  the  Hoard,  Mr.  Don 
Wood  bridge. 

WOODBRIDGL.;  Members  ol  NC- 
MS  and  guests:  1  bt  ing  you  this  report 
and  greetings  from  the  Hoard  of  Di¬ 
rectors  with  a  great  deal  of  pride  - 
pride  in  what  our  members  have  ac¬ 
complished,  pride  in  our  growth.  And 
1  am  proud  too,  personally,  to  be  as¬ 
sociated  with  the  remarkable  men 
that  this  society  lias  brought  together. 
It  is  a  little  hard  as  1  look  around 
this  throng  to  realize  how  short  a  time 
ago  it  all  started.  What  began  hardly 
three  yeais  ago  as  the  germ  of  an  idea 
in  a  small  meeting  of  AEG  contractor 
personnel  at  the  Bendix  plant  in  Kan 
sas  City  grew  rapidly  until  last  year 
we  had  88  members  and  today  we  have 
1.17  —  not  all  paid  up  unfortunately. 
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1  would  like  to  pause  here  a  moment 
and  acknowledge  out  debt  of  grati¬ 
tude  to  AS1S.  1  think  that  those  ol 
you  who  read  out  bylaws  and  have 
watched  our  proceedings  recognize 
how  much  we  owe  procedtirally  and 
inspirationally  to  that  most  effective 
organization. 

Our  current  assets  add  up  to 
ol  which  $1,71)1  *s  cash  in  the  bank 
and  $500  is  an  advance  to  the  Seminar 
Committee  lot  expenses.  That  is  an 
advance  that  will  he  returned  to  the 
treasury  alter  the  seminar  — -  maybe 
with  a  little  additional,  judging  Iron) 
the  excellent  attendance  here  today. 
The  latest  report  1  had  from  the  Com¬ 
mittee  was  that  our  registration  was 
about  150. 

Outside  the  classification  field  there 
is  a  tendenc  y  lor  people  to  use  words 
other  than  “remarkable”  in  desc  ribing 
classification  people.  But  I  soil  find 
it  a  suitable  adjective,  especially  when 
1  introduce,  or  reintroduce,  your 
Board  of  Directors. 

From  the  program  you  saw  that 
Bob  Rushing  was  supposed  to  be  here 
and  Dick  lias  told  you  that  he 
couldn’t  he.  This  is  a  great  dis¬ 
appointment  to  all  of  us  because  iie 
has,  as  you  know,  been  one  ol  the 
spark  plugs  in  animating  our  activ¬ 
ities.  You  will  remember  that  he  was 
one  of  the  early  organizers  of  NCMS. 
I  recall  very  vividly  the  day  in  the 
Autumn  of  11)6$  when  he  came  over 
from  Lockheed  in  Sunnyvale  and 
joined  the  meeting  we  were  holding 
in  Sandia  Laboratory  at  Livermore, 
and  what  an  encouraging  account  lie 
brought  of  the  strong  interests  the 
DoD  contractors  had  in  this  embryon¬ 
ic  society — an  interest,  1  need  scarcely 


point  out,  that  continues  to  exercise 
an  important  influence  on  the  char¬ 
acter  and  actions  of  NCMS. 

Our  new  President,  elected  Iasi 
night,  is  Dick  Durham.  1  will  ask,  as 
1  introduce  the  Board  that,  the  mem¬ 
bers  stand  up.  Dick  is  another  prime 
mover  in  activating  NCMS,  perhaps 
the  prime  mover.  He  has  also  been 
on  the  move  in  another  fashion.  A 
\ ear  ago,  when  he  did  such  an  out¬ 
standing  job  of  organizing  our  first 
national  seminar,  Dick  was  working 
for  the  Arms  Control  and  Disarma¬ 
ment  Agency,  where  he  somehow 
managed  to  keep  up  with  the  task 
of  advising  that  agency  on  the  in¬ 
tricacies  of  classification.  Not  long 
ago  we  saw  hint  busily  practicing  our 
profession  a.->  civilian  assistant  to  the 
Assistant  Secretary  of  Defense  lot 
Atomic  Energy. 

Lorry  McConnell,  our  program 
chairman,  who  has  somehow'  man¬ 
aged  to  keep  the  System  Develop¬ 
ment  Corporation  satisfied  and  secure 
while  he  conjured  up  all  the  speakers 
you  are  going  to  have  these  three 
days,  is  our  new  Vice  President,  sue 
ceeding  Frank  May,  who  was  elec  ted 
Secretary-Treasurer. 

Frank  will  have  to  work  hard  to 
maintain  the  pace  established  by 
Lorry.  Frank  is  —  here  is  another 
mouthful  —  Chief  of  the  Classifica¬ 
tion  Management  Brunch  in  the  Di¬ 
rectorate  of  Security  and  Law  En¬ 
forcement,  Headquarters,  L.  S.  Air 
Force. 

Newly  elected  to  the  Board  is  Don 
Garrett,  Deputy  Director  for  Classi¬ 
fication  Management  in  the  Office  of 
the  Assistant  Secretary  of  Defense  for 
Administration.  Don  also  chairs  the 
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Committee  for  Promoting  New  Chap 
tors,  so  many  of  you  should  be  hearing 
from  him  regularly. 

That  brings  us  to  Les  Redman,  who 
heads  the  Technical  Information  Of¬ 
fice  at  Los  Alamos.  We  missed  him 
last  year  at  Washington  but  Lorry 
snared  him  for  the  seminar  this  year 
and  this  afternoon  you  will  have  a 
chance  to  see  him  in  action. 

Last  year  I  made  my  opening-  re¬ 
marks  to  the  seminar  in  considerable 
trepidation,  uncertain  where  we  were 
heading.  But  it  soon  became  apparent 
that  in  NCMS  we  had  created  a  vi¬ 
able  organization.  It  was  exhilarating 
to  see  how  vigorously  everybody  en¬ 
tered  into  discussion,  how  we  as¬ 
saulted  problems  and  expanded  hori¬ 
zons,  while  seeing  one  another  for 
the  first  time  in  this  new  and  exciting 
mode  as  members  of  a  society  freely 
joined.  And  so  I  stand  before  you  to¬ 
day  still  feeling  that  triumph  as  I 
look  forward  to  the  program  that 
Dick  and  his  committee  have  organ¬ 
ized.  It  is  an  exciting  program.  First 
we  expose  ourselves  to  the  scientists 
and  face  the  question,  “How  bad  is 
classification  for  the  progress  of  sci¬ 
ence?’’  Then  we  give  the  forces  of 
Government  a  chance  to  reply.  And 
tomorrow  we  look  into  the  future 
and  try  to  see  what  the  computer 
world  does  and  can  mean  to  us. 

Speaking  before  the  American 
Philosophical  Society  not  long  ago, 
Dr.  Glenn  Seaborg  of  the  AEC  quoted 
C.  I*.  Snow,  the  eminent  British  writ¬ 
er,  scientist,  and  political  figure,  as 
saying,  “I  would  far  rather  have 
choices  made  by  wise  men  who  are 
not  scientifically  educated  than  by 
unwise  men  who  are."  A  very  pro¬ 


vocative  statement.  Lord  Snow  was 
talking  about  the  role  of  scientists  in 
society,  but  I  submit  that  his  remark 
epitomizes  one  of  the  dilemmas  we 
face  in  our  business.  Since  I  should 
not  be  anticipating  this  afternoon’s 
discussions,  I  leave  the  thought  there 
to  stimulate  you. 

Let  me  show  my  loyally  to  the  AEC 
and  quote  Dr.  Seaborg  again.  This 
time  he  is  talking  to  the  graduating 
seniors  at  San  Diego  College. 

“Looking  ahead  only  fifty  years  it 
is  predicted  that  in  the  United  States 
alone,  some  1,300,000  scientists  will  be 
publishing,  annually,  some  3,000,01)0 
articles  in  about  60,000  journals. 
Around  the  world,  a  total  of  about 
8,000.000  scientists  may  well  he  writ¬ 
ing  over  20,000,000  articles  in  some 
350,000  journals  if,  indeed,  writing  is 
still  a  major  form  of  recording  and 
communicating  knowledge.  Is  it  any 
wonder  that  such  importance,  almost 
reverence,  is  attached  to  the  work  and 
development  of  the  computer  today? 
If  any  one  invention  is  to  be  credited 
with  guiding  the  future  of  man  in  the 
decades  to  come  it  will  probably  be 
the  computer.  The  day  is  not  far  off 
when  almost  all  fields  of  human  en¬ 
deavor  will  be  in  some  way  influenced 
or  directly  controlled  by  the  computer 
. .  .  Today  the  computer  already  plays 
a  role  in  such  various  fields  as  medi¬ 
cine,  law,  meteorology,  humanistic 
studies,  freight  transport,  air  traffic 
controls  and  a  cross  section  of  re¬ 
search.  industry  and  business  too 
numerous  and  too  obvious  to  mention 
here.” 

I  think  we  all  agree  certainly  the 
computer  shows  up  everywhere  — ■ 
even  in  Esquire,  which  I  get  to  read 
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when  I  lide  airplanes.  This  month,  as 
you  may  have  observed,  Esquire  is 
featuring  the  revolution  in  automo¬ 
bile  design  and  merchandising  that 
has  overtaken  Detroit,  and  attributes 
it  largely  to  the  use  of  the  computer. 

Now  should  add  classification  to 
Dr.  Seaborg’s  lisu'  I  want  to  hear  what 
our  panelists  have  to  say  tomorrow. 
I  will  add  just  one  personal  note. 
Recently  the  Y-I2  plant  at  Oak  Ridge 
made  arrangements  for  on-line  access 
to  a  big  computer  in  Arlington,  Vir¬ 
ginia.  Our  end  of  the  business  is  just 
a  telephone  and  a  glorified  typewriter 
that  talks  back  to  the  human  who 
feeds  it  questions.  It.  is  a  sensitive 
creature  who  refuses  to  play  if  you 
are  not  polite  enough  to  start  off  with 
the  remark  “Hello.”  It  always  has  a 
snappy  comeback  for  any  stupidity  in 
the  questions.  Most  of  the  time  it 
says,  “Wait.”  But  at  the  end  of  a 
session  it  gets  cute  and  says,  “Good¬ 
bye  you  all.”  Perhaps  that  is  because 
we  are  way  down  South.  They  gave 
me  a  demonstration  on  Monday  be¬ 
fore  we  came  out  here  and  I  found 
myself  thinking,  as  I  walked  away, 
that  here  in  tins  shiny  little  gadget 
I  had  seen  both  the  threat  and  the 
promise  that  the  computer  offers  us. 

(At  this  point  annual  reports  were 
read  by  representatives  of  the  three 
chapters.  These  reports  are  repro¬ 
duced  starting  on  page  116) 


KOBERG:  Frank  I  homas,  who  is 
our  next  speaker,  and  our  keynote 
speaker,  has  been  involved  in  various 
aspects  of  the  nuclear  energy  field 
since  1952.  Mr.  Thomas  has  worked  in 
the  nuclear  weapons  progrant  in  the 
Advanced  Sytems  Area  for  Sandia 


Corporation  from  1952  to  1957.  He 
left  Sandia  to  return  to  school.  He 
received  his  advanced  degree  with 
honors  in  nuclear  engineering  at  the 
University  of  California  at  Berkeley. 
From  1957  to  1964  he  was  Engineer¬ 
ing  Envision  Manager  for  Aerojet 
General  Nucleonics.  In  1964  Mr. 
Thomas  left  Aerojet  for  the  Depart¬ 
ment  of  Defense,  where  he  served  as 
a  Staff  Assistant  in  Defense  Develop¬ 
ment  Research  and  Engineering,  Of¬ 
fice  of  the  Secretary  of  Defense.  In 
1965  he  was  appointed  assistant  di¬ 
rector  for  DDR&E  for  Nuclear  Pro¬ 
grams  of  the  Office  of  the  Secretary 
of  Defense.  He  is  a  member  of  the 
American  Nuclear  Society,  American 
Institute  of  Aeronautics.  He  is  a  reg¬ 
istered  professional  engineer  here  in 
California,  I  must  confess  that  his 
bibliography  is  one  of  the  most  im¬ 
pressive  I  have  seen.  I  told  Frank 
before  the  meeting  when  I  met  hiir, 
that  we  had  a  rule  that  the  introduc¬ 
tions  should  certainly  not  exceed  the 
speech  itself.  I  think  that  if  I  were 
to  read  ail  of  his  honors,  his  societies 
and  affiliations,  it  would  take  as  long 
as  his  presentation  Ladies  and  gentle¬ 
men,  it  gives  me  a  great  deal  of  per¬ 
sonal  pleasure  to  introduce,  and  I 
know  that  you  will  join  me  in  wel¬ 
coming  as  our  keynote  speaker,  Mr. 
Frank  Thomas. 

KEYNOTE  ADDRESS 
CLASSIFICATION  AND  TECHNO¬ 
LOGICAL  BREAKTHROUGHS 
by  Frank  Thomas 

It  is  indeed  a  privilege  to  speak 
before  this  group  on  the  important 
subject  of  “Classification  and  Tech¬ 
nological  Breakthroughs.” 
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]  have  selectee!  (his  topic  because  1 
consider  that  the  classification  of  new 
technology  can  have  a  strong  effect, 
a  feedback,  on  the  general  advance¬ 
ment,  and  this  relationship  is  not  al¬ 
ways  recog)  'zed.  As  1  have  reviewed 
my  talk,  I  discovered  that  perhaps 
most  of  what  1  will  say  today  will  be 
to  tell  you  some  of  the  difficulties  in 
arriving  at  a  proper  classification  for 
new  technology.  1  hope  1  will  be  able 
to  provide  some  new  perspective  to 
make  the  job  of  classification  a  little 
easier  and  perhaps  a  little  more  ef¬ 
fective. 

Within  the  Office  of  the  Secretary 
of  Defense  there  is  a  great  deal  of 
emphasis  placed  in  “quantifying”  tire 
information  required  to  make  any  de¬ 
cision.  The  first  step  in  any  major  de¬ 
cision  process  is  usually  to  quantify,  or 
place  numerical  values  on  all  param¬ 
eters  in  which  this  is  possible,  and 
to  reserve  for  judgment  only  those 
items  that  cannot  be  so  quantified. 
In  trying  to  apply  that  rationale  to 
the  subject  under  discussion  I  dis¬ 
covered  very  little  that  can  be  so 
quantified.  We  can  examine  past  ex¬ 
perience,  and,  with  reservations,  pro¬ 
ject  this  experience  into  (he  future. 
But  there  are  few  positive  statements 
that  one  can  make  with  confidence. 

Technological  progress  depends  up¬ 
on  the  creativity  of  individuals.  And 
the  creative  process  is  a  delicate  one. 
Except  on  a  statistical  basis  it  is  nearly 
impossible  to  predict  how  or  under 
what  conditions  new  technology  will 
be  developed,  when  it  will  be  de¬ 
veloped,  or  even  if  it  will  be  de¬ 
veloped  at  all.  I  will  disc  uss  some  of 
these  statistical  results  and  projections 
acquired  by  tfic  Department  of  De¬ 


fense  laier  in  my  talk.  Hut  we  know 
that  the  creative  process  does  dcjxuid 
heavily  upon  an  individual  being  able 
to  acquire,  examine,  question,  and 
evaluate  all  new  and  pertinent  in¬ 
formation,  and  classification  can  have 
a  major  impact  on  the  accessibility  of 
this  information. 

Before  discussing  the  development 
of  new  technology  in  any  detail,  1 
wouUl  like  to  make  a  point  on  the 
purpose  of  classification.  First,  try  to 
consider  and  to  outline  the  national 
objectives  or  national  goals  in  the 
broadest  possible  terms.  This  can  be 
and  has  been  done  in  a  number  of 
different  ways  —  by  political  groups 
and  politicians,  presidential  advisory 
committees,  philosophers,  and  others. 
But  for  purposes  of  illustration  let 
me  examine  briefly  the  national  goals 
as  outlined  in  the  Preamble  to  the 
Constitution.  If  you  will  permit  a 
certain  editorial  license  these  goals 
are:  1,  Form  a  more  perfect  union; 
2,  establish  justice;  3,  insure  domestic 
tranquility;  1,  provide  for  the  com¬ 
mon  defense;  5,  promote  the  general 
welfare;  and  6,  secure  liberty, 

If  one  accepts  that  the  national 
goal  is  (in  our  technical  jargon)  to 
optimize  or  maximize  these  six  indi¬ 
vidual  goals,  then  it  simple  cannot 
be  done.  Assume  for  a  moment  that 
we  could  quantify  these  goals,  and 
remove  the  largely  unknowable  lac- 
tors  of  complex  human  behavior. 
Even  then,  we  could  not  simultan¬ 
eously  maximize  all  six  goals.  We 
could  not  maximize  any  two  goals. 
Even  with  our  .simplifying  assump¬ 
tion,  mathematically  we  would  be 
able  to  maximize  only  one  of  the 
parameters  or  one  of  (he  goals  for 
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any  given  situation  or  set  of  input 
conditions. 

As  an  example  it  is  impossible  to 
simultaneously  achieve,  say,  maxi¬ 
mum  justice  (goal  2)  and  maximum 
defense  (goal  4) .  We  must  either 
select  only  one,  or  we  must  achieve 
a  balance  between  them. 

The  President  has  recently  estab¬ 
lished  a  group  to  examine  our  selec¬ 
tive  service  laws  in  order  to  achieve 
a  better  balance  between  these  two 
goals.  The  requirements  of  the  De¬ 
partment  of  Defense  cannot  be  met 
while  providing  absolute  fairness  or 
justice  to  all  draftees,  or  potential 
draftees,  or  citizens  in  general.  In¬ 
equalities  are  inevitable.  The  group 
will  try  to  achieve  the  proper  balance 
between  defense  and  justice,  but  it 
will  necessarily  be  less  than  optimum 
for  each. 

The  framers  of  the  Constitution, 
of  course,  realized  the  necessity  of 
arriving  at  a  balance  between  possibly 
conflicting  national  goals.  A  great 
deal  of  the  Federalist  Papers,  written 
by  Madison,  Hamilton,  and  Jay,  was 
devoted  to  this  subject.  As  an  ex¬ 
ample,  from  the  Federalist  Papers, 
Madison  stated:  “A  wise  nation  .  .  . 
whilst  it  does  not  rashly  preclude 
itself  from  any  resource  which  may 
become  essential  to  its  safety,  will 
exert  all  its  prudence  in  diminishing 
both  the  necessity  and  the  danger  of 
resorting  to  one  which  may  be  in¬ 
auspicious  to  its  liberties.”  Thus 
Madison,  in  this  case,  tries  to  give 
some  guidelines  for  establishing  a 
balance  between  defense  (goal  4)  and 
liberty  (goal  6) .  A  few  years  earlier, 
the  economist,  Adam  Smith,  observed 


that,  “defense  is  of  much  more  im¬ 
portance  than  opulence.” 

The  point  1  would  wish  to  make 
from  this  rather  long  digression  is 
this:  in  the  broadest  sense,  any  policy 
instituted  by  the  government,  includ¬ 
ing  the  classification  policy,  cannot 
consider  only  a  single  national  goal. 
Unless  we  are  willing  to  forego  all 
goals  except  one,  the  policy  must  con¬ 
sider  the  other  goals  and  make  at 
least  some  attempt  to  resolve  conflict 
between  competing  goals. 

The  rest  of  my  talk  will  deal  pri¬ 
marily  with  the  cause  and  effect  of 
technological  development,  methods 
to  enhance  defense,  and  comments 
on  achievinj  a  balance  between  de¬ 
fense  (goal  4)  and  general  welfare 
(goal  5). 

Under  present  world  conditions, 
the  Department  of  Defense  must  see 
to  it  that  the  United  States  is  in  the 
forefront  of  science  and  technology, 
to  protect  the  security  of  the  United 
States  against  technological  surprise, 
and  to  avoid  obsolescence.  Our  de¬ 
fense  must  not  be  outflanked  by  a 
new  scientific  advance  that  is  not 
part  of  our  own  arsenal. 

In  assuring  that  we  are  in  the  fore¬ 
front,  it  is  necessary  to  consider  the 
interdependence  of  current  technol¬ 
ogy  —  the  fact  that  any  modern  tech¬ 
nology,  particularly  those  associated 
with  complex  weapon,  space  or  nu¬ 
clear  systems,  benefits  from,  and  in¬ 
deed  requires,  technological  input 
from  diverse  sources. 

Early  in  1964  a  task  group  within 
DDR&E  started  to  attack  the  problem 
of  trying  to  assess  the  importance  and 
the  value  of  research  and  technology 
to  defense,  and  to  see  if  there  was  a 
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favored  way  to  produce  high  payoff, 
a  favored  way  to  achieve  the  proper 
environment.  In  order  to  avoid  the 
natural  bias  of  an  inventor  toward 
his  most  recent  invention,  the  group 
decided  to  focus  on  an  examination 
of  past  accomplishments  rather  than 
the  prediction  of  future  ones.  It  takes 
five  to  ten  years  for  discoveries  or 
inventions  to  be  applied  to  the  de¬ 
fense  inventory  and  thus  provide  an 
unbiased  assessment  of  their  utility. 
The  group  wanted  to  be  certain  that 
the  accomplishments  that  they  had 
focused  on  had  a  clearly  identifiable 
use.  The  study  objective  was  to  dis¬ 
cover  circumstances  which  the  De¬ 
partment  of  Defense  could  manipu¬ 
late  or  control,  and  which  favor  the 
initiation,  execution,  and  utilization 
of  research  and  development  pro¬ 
grams.  That  is,  find  what  techniques 
or  methods  have  been  succes  ."ul  in 
the  past,  on  the  average,  and  which 
had  been  unsuccessful,  and  to  make 
at  least  statistical  predictions  concern¬ 
ing  future  development.  For  each 
weapon  system  the  group  asked: 
“What  recent  scientific  knowledge  or 
new  technology  is  important  to  the 
increasing  of  the  performance  or  re¬ 
ducing  of  the  cost?”  “Where  was  the 
work  done?”  “What  motivated  the 
creators?”  and,  “How  was  the  research 
initially  financed?” 

In  nearly  all  cases,  technological  ad¬ 
vancement  occurred  only  when  the 
following  three  elements  were  pres¬ 
ent:  1,  an  explicitly  understood  need, 
goal,  or  mission:  2,  a  source  of  ideas, 
typically  a  pool  of  information  and 
experience  and  insight  in  the  minds 
of  the  people  who  could  apply  it;  and 
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3,  resources  —  usually  facilities,  ma¬ 
terials,  money  and  trained  men. 

The  results  of  the  study  to  date 
demonstrate  the  interdependence  of 
the  technologies  required  for  modern 
weapon  systems.  Technological  break¬ 
throughs,  single  quantum  jumps,  as 
one  might  suspect,  are  rare.  They  are 
the  kind  for  which  Nobel  prizes  are 
won.  Such  breakthroughs  might  in¬ 
clude  the  discovery  of  nuclear  fission, 
the  transistor,  the  maser.  To  go  from 
the  very  basic  breakthroughs,  how¬ 
ever,  to  a  piece  of  hardware  of  signifi¬ 
cance  to  national  defense  and  security, 
is  a  long  process  involving  hundreds 
of  less  spectacular  and  smaller  steps 
in  technology. 

The  study  showed  that  perhaps  50 
to  150  of  these  smaller  steps  are  needed 
to  make  the  quantum  jump  in  system 
capability.  A  number  of  these  steps 
are  made  by  organizations  and  re¬ 
search  personnel  directly  working  on 
a  particular  project.  Some  of  these 
are  in  the  nature  of  "scheduled  in¬ 
ventions”  —  advances  originated  and 
motivated  by  the  desire  to  find  a 
better  way  to  solve  a  pressing  prob¬ 
lem  for  the  project.  But  a  significant 
number  of  these  steps  had  their  origin 
with  the  persons  remote  in  space, 
and  perhaps  in  time,  from  the  groups 
working  on  the  specific  system.  A 
considerable  number  of  these  steps 
originated  in  research  institutions  or 
universities  which  provided  a  new' 
idea,  a  new  concept,  or  a  new  analyti¬ 
cal  method  which  was  readily  adapt 
able  to  the  problem  at  hand. 

Throughout  the  development  pro¬ 
cess,  free  communication  between 
technical  communities  and  between 
the  individual  scientists  and  engineers 
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is  important.  A  solution  cannot  be 
utilized  unless  the  person  who  has 
the  problem  is  made  aware  of  the 
solution  or  at  least  the  existence  ol 
the  solution.  A  case  in  point  occurred 
in  Germany  during  World  War  Two. 
The  German  submarines  were  being 
lly  defeated  because  they  were  un- 
*  to  counter  Briish  radar.  The 
nan  Air  Force  captured  some 
sh  radar  equipment,  but  because 
of  over  zealous  protection  of  the  in¬ 
formation,  the  German  submarine 
command  did  not  learn  of  this  for 
six  months.  Undoubtedly,  the  war  was 
significantly  affected  by  this  one  in¬ 
stance  of  short-sightedness  and  over¬ 
restriction. 

Another  point  brought  out  in  the 
DDR&E  study  that  may  bear  on  the 
topic  under  discussion  is  that  of  or¬ 
ganizational  flexibility’.  Informal  per¬ 
sonal  communications  are  an  impor¬ 
tant  factor  in  developing  new  tech¬ 
nology.  Very  often,  the  first  step  in 
approaching  a  new  problem  is  to  get 
on  the  telephone  with  a  colleague 
who  is  or  was  working  on  a  related 
problem.  This  colleague  may  be  in 
the  next  building  or  across  the  coun¬ 
try.  And  anything  that  impedes  this 
informal  communication  impedes  de¬ 
velopment.  Nearly  all  technological 
advancement  has  occurred  in  flexible 
organizations  in  which  strict  lines  of 
authority  do  not  operate  and  in  which 
there  is  relatively  uninhibited  com¬ 
munication  between  the  technical  per¬ 
sonnel  at  all  levels.  Apparently,  in 
such  an  organization  a  new  idea  can 
be  more  easily  received  and  evaluated 
on  its  merits,  and  the  inventor  is 
highly  motivated  to  bring  forth  new 
and  unique  ideas  which  aid  in  the 


solution  of  the  problem  being  ad¬ 
dressed  by  his  group.  By  and  large, 
new  technology  does  not  come  iron 
strict  and  authoritarian  organizations. 
New  technology  cannot  be  tightly 
restricted  or  compartmentalized. 

The  point  to  be  made  is  that  any 
classification  or  other  restriction  on 
th free  flow  of  technical  information 
will  necessarily  impede  the  develop¬ 
ment  process.  This  is  true  both  with¬ 
in  a  group  and  between  groups.  The 
solution  to  a  technical  problem  may 
come  from  a  number  of  sources.  In 
one  case  examined  in  the  DDR&E 
study,  a  mathematical  paper  written 
many  years  earlier  suggested  a  new 
solution.  In  other  cases  it  may  be 
from  another  individual  or  group 
working  in  a  technology  quite  remote. 
We  cannot  predict  solutions  to  tech¬ 
nical  problems.  We  cannot  predict 
the  origin  of  the  solutions.  And  often 
we  cannot  even  ask  the  proper  ques¬ 
tions  or  formulate  the  problem.  But 
we  can  predict  that  the  highest  prob¬ 
ability  of  achieving  a  technological 
advance  will  come  under  conditions 
in  which  people  are  highly  motivated 
and  have  free  access  to  all  available 
information,  and  have  free  and  un¬ 
inhibited  communication  within  their 
group  and  with  other  groups. 

I  am  not  suggesting  that  the  classi¬ 
fication  barriers  that  we  have  found 
necessary  in  this  country  should  be 
lowered.  Perhaps  barriers  should  be 
raised.  But  it  should  be  clearly  recog¬ 
nized  by  all  concerned  that  barriers 
of  any  kind  will  necessarily  impede 
the  development  process.  Solutions 
will  be  missed,  inventions  re-invented, 
and  less  satisfactory  means  accepted. 
This  is  true  in  the  development  of 
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hardware  ior  defense.  And  it  is  true 
in  the  development  of  hardware  that 
benefits  the  economy  as  a  whole. 

So  with  regard  to  classification,  I 
suggest  that  two  judgments  arc  re¬ 
quired.  First,  how  much  will  the 
classification  or  restriction  of  a 
particular  piece  of  new  technology 
restrict  the  development  of  other  de¬ 
fense  systems.  The  balance  here  is  one 
of  impeding  your  own  development 
as  well  as  that  of  your  potential  or 
actual  enemies  or  competitors.  Second, 
how  much  will  the  classification  or 
restriction  of  a  particular  piece  of 
new  technology  restrict  the  develop 
ment  of  the  general  economy.  The 
balance  here  bears  directly  on  my 
earlier  remarks  about  national  goals. 
There  will  necessarily  be  a  conflict 
between  what’s  best  for  defense  and 
what’s  best  for  the  general  welfare, 
or  the  general  economy.  Glassification 
of  particular  technology  may  be  best 
for  our  defense  posture  (relative  to 
other  nations) ,  but  may  be  bad  for 
the  general  economy. 

I  believe  that  within  this  country 
we  have  an  automatic  safety  valve. 
This  lies  in  the  high  mobility  of  the 
technical  community.  Even  when  spe¬ 
cific  design  information  is  highly  re¬ 
stricted,  the  techniques  and  methods 
used  to  develop  that  design  becomes 
diffused  throughout  the  technical 
community  in  a  relatively  short  time 
by  a  reasonably  efficient  method.  The 
technical  people  move,  change  jobs, 
and  adapt  the  new  method  to  solve 
their  new  problem.  If  a  new  large 
group  is  established  in  this  country 
to  solve  some  problem  or  design  some 
sophisticated  device,  you  will  general¬ 
ly  find  that  the  group  will  contain 


individuals  who  have  cxjxnicnce  at 
most  of  the  major  laboratories  and 
industrial  installations  in  the  counri  v. 

'  '  J 

To  some  degree,  the  collective  past 
experience  of  all  these  installations 
can  be  focused  on  the  new  problem. 
When  a  technical  man  quits  his  job 
and  moves  on,  we  may  consider  it  a 
loss.  But  to  sonic  extent  he  is  a  mis¬ 
sionary  carrying  with  him  the  tech¬ 
niques  and  knowledge  he  has  ac¬ 
quired.  This  diffusion  process  is 
noticeably  lacking  in  totalitarian  so¬ 
cieties,  and  I  believe  their  technology 
is  weaker  because  of  it. 

We  have  one  other  automatic  feed¬ 
back  mechanism.  A  great  deal  of  re¬ 
search  and  technology  in  this  country 
is  done  by  commercial  organizations 
whose  primary  goal  is  to  achieve  a 
profit  for  the  investors.  In  general, 
if  a  particular  new  technology  will 
perform  a  useful  function  that  could 
not  be  performed  before,  or  will  do 
St  more  effectively  than  it  could  be 
done  before,  then  it  will  aid  the 
nation  as  a  whole.  In  either  case,  there 
is  generally  an  economic  incentive  to 
utilize  the  technology  in  the  general 
economy,  a  profit  to  be  made  in  this 
utilization.  Management  of  a  com¬ 
mercial  organization  will  usually 
realize  this  potential  and  will  take 
some  action  to  see  that  the  new 
technology  or  at  least  portions  of  the 
new  technology  are  made  available 
for  tills  purpose.  I  expect  that  this 
mechanism  is  a  far  more  efficient  one 
than  negotiating  values  between  gov¬ 
ernment  bureaus  as  required  in  many 
nations. 

I  have  discussed  the  rate  of  tech¬ 
nical  development  as  being  a  signifi¬ 
cant  factor  in  today’s  national  de- 
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tense.  Today  a  nation  cannot  depend 
primarily  on  a  depth  of  defense  in 
space,  but  is  cieariy  compelled  to  de¬ 
velop  its  depth  of  defense  in  time  as 
well.  Technology  is  indeed  moving  at 
a  rapid  rate,  and  this  is  a  relatively 
new  factor  in  defense.  If  you  will  per¬ 
mit  me  to  go  back  600  yeais  J  can 
give  you  an  example  that  this  was 
not  always  so. 

The  English,  in  the  course  of  their 
Welsh  and  Scottish  wars,  developed 
a  new  instrument  of  warfare,  the  long¬ 
bow.  It  clearly  outranged  and  out¬ 
matched  the  crossbow  which  was  in 
general  use  on  the  Continent  at  that 
time.  In  the  course  of  these  wars  the 
English  had  also  developed  the  tactics 
which  made  good  use  of  their  new 
technology.  In  1346  King  Edward, 
with  an  English  army  of  20,000,  met 
a  French  army  of  40,000  at  Cr£cy  in 
France.  The  Fieri ch  army  was  vastly 
superior  in  mounted  men  and  armor, 
and  in  Continental  warfare  this  was 
about  all  that  counted.  With  the 
longbow,  however,  the  English  were 
able  fo  engage  the  enemy  at  a  great 
distance,  and  the  French,  under  the 
rain  of  arrows,  were  unable  to  as¬ 
semble  any  reasonable  charge  of  their 
armored  knights.  The  French  army 
was  practically  annihilated.  Sixty- 
nine  years  later  the  English  again  met 
the  French  at  Agincourt.  Again  the 
English  had  the  longbow  and  the 
proper  tactics  and  the  French  did  not. 
Again,  the  French  knights  were  vir¬ 
tually  annihilated.  In  69  years  the 
Ftench  had  neither  copied  nor  coun¬ 
tered  the  new  English  weapon.  It  re¬ 
quired  another  200  years  for  the  final 
defeat  of  the  armored  knight,  in  the 


person  of  Don  Quixote,  under  the 
pen  of  Cervantes. 

1  came  upon  another  example  a 
few  months  ago  while  touring  El 
Mono  Castle  in  San  Juan,  Puerto 
Rico.  King  diaries  of  Spain  author¬ 
ized  the  construction  of  tiic  castle  in 
1523.  Some  20  years  were  spent  in 
raising  funds  to  build  the  castle,  an 
other  10  or  15  years  designing  it,  so 
that  the  first  fortification  was  not 
completed  until  50  years  after  it  had 
been  authorized.  1  have  heard  com¬ 
ments  about  the  long  time  sometimes 
required  today  to  get  military  con¬ 
struction  authorization  and  appropri¬ 
ation,  but  I  think  no  one  can  argue 
that  the  pace  of  technology  has  not 
increased  at  least  a  little  since  F,1 
Morro  Castle  was  built. 

The  third  example  1  might  men¬ 
tion  was  told  by  Winston  Churchill 
Prior  to  World  War  Two  the  British 
were  acquiring  new  battleships  and 
Churchill  authorized  construction  of 
new  ships  based  on  a  new  large  gun 
which  had  not  yet  been  tested.  The 
new  gun,  as  I  remember,  was  a  rather 
modest  extrapolation  over  the  exist¬ 
ing  ones.  It  was  annarentlv  a  startling 

- o  - -  li  J  O 

innovation,  to  be  committed  to  a 
course  of  action  based  on  a  technology 
that  had  nor.  been  demonstrated.  I 
believe  this  is  fairly  common  today. 

Again,  the  pace  has  quickened  and 
technology  continues  to  move  at  an 
ever  increasing  rate.  If  we  postulate 
that  the  rate  of  technological  advance 
is  directly  related  to  the  technical  in¬ 
formation  and  qualified  people  avail¬ 
able,  then  the  absolute  rate  of  ad¬ 
vance  of  technology  will  continue  to 
increase  in  the  future.  Is  this  postula¬ 
tion  correct?  Note  that  the  segments 
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of  our  economy  that  are  increasing 
most  rapidly  ate  those  in  which  the 
most  technological  advance  is  occul¬ 
ting  —  electronics,  communications, 
and  chemicals.  The  segments  declin¬ 
ing  are  those  in  which  there  is  almost 
no  technological  advancement  — 
wooden  containers. 

Time  scales  will  be  further  .short¬ 
ened.  This  time  factor  in  itself  intro¬ 
duces  a  new  facet  in  defense  plan¬ 
ning.  It  suggests  that  a  nation  mighi 
assuie  its  security  simply  by  advancing 
more  rapidly  than  all  potential  en¬ 
emies.  It  is  a  facet  that  renders  op¬ 
posing  forces  obsolete  by  the  time 
they  are  deployed.  The  opposition  is 
outflanked  in  time,  rather  than  in 
space.  This  is  clearly  not  the  case  in 
all  fields  today,  but  it  is  a  strong 
factor  in  many  fields.  This  time  factor 
is  more  important  during  an  all-out 
war  than  it  is  at  a  time  like  the  pres¬ 
ent.  During  an  all-out  war  the  cycle 
time  between  offense  and  defense  is 
shortened.  There  is  rather  complete 
knowledge  of  the  weapons  being  used 
by  the  opposition  and  a  strong  in¬ 
centive  to  develop  techniques  to 
counter  these  new  weapons. 

In  reviewing  the  classification  prob¬ 
lem  under  wartime  conditions,  I 
would  like  to  quote  a  paragraph  from 
the  report  of  the  Office  of  Scientific 
Research  and  Development,  written 
in  1946  by  the  scientists  and  engineers 
who  were  engaged  in  this  race  during 
World  War  Two.  The  report  states 
that: 

“In  the  midst  of  war,  it  is  clear 
that  the  best  security  lies  in  speed, 
in  achievement,  rather  than  in  se¬ 
crecy.  That  this  secrecy  can  defeat 
its  own  purpose  is  shown  by  the  fre¬ 


quency  with  which  enemy  scientists 
independently  discovered  techniques 
zealously  guarded  by  us.  Our  secrecy 
merely  slowed  down  our  own  pro¬ 
duction  and  decreased  our  time  ad¬ 
vantage." 

I  should  point  out  that  the  fact  of 
independent  discovery  also  operates 
in  peacetime.  The  history  of  tech¬ 
nology  is  lull  of  examples  of  nearly 
simultaneous  discovery  by  two  inde¬ 
pendent  parties.  This  process  is  doubt¬ 
less  still  continuing  in  ccriaiu  areas. 

Again  referring  to  wartime  condi¬ 
tions,  the  OSRD  report  states  that; 

“Science,  in  its  military  applications 
as  well  as  in  its  basic  form,  must  be 
a  ‘free  science’  in  order  to  be  strong 
.  .  .  contributing  parties  must  be  ade¬ 
quately  informed  about  the  tactical 
and  technical  problems.  In  spite  of 
this  obvious  fact,  there  was  far  too 
much  indiscriminate*  blind  classifi¬ 
cation  of  military  information,  sci¬ 
entific  discoveries,  technical  equip¬ 
ment,  and  correspondence. 

“Not  only  were  our  civilian  sci¬ 
entists  given  too  little  access  to  mil¬ 
itary  planning,  but  they  were  also 
kept  in  mutual  ignorance  of  scientiiic 
advances  in  cognate  fields.  Discoveries 
made  in  radar  should  have  received 
much  wider  dissemination  to  those 
working  in  communications,  televi¬ 
sion,  underwater  sound,  and  other 
fields.  That  these  discoveries  were 
not  so  distributed  is  a  sad  reflection 
on  the  scientists  themselves  who  were 
temporarily  forgetful  of  the  very  es¬ 
sence  of  creative  thinking  —  freedom 
of  publication.  No  one  is  suggesting 
unrestricted  publication  in  the  public 
journals,  but  surely  there  could  have 
been  a  series  of  classified  journals. 
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available  to  all  cleared  scientists, 
which  would  have  broken  down  arti¬ 
ficial  and  highly  injurious  barriers. 
The  writer  lias  pcisonal  knowledge 
of  many  instances  where  greater  re¬ 
stricted  distribution  of  basic  scientific 
and  technological  data  would  have 
profoundly  increased  our  scientific 
strength.” 

Thus,  at  least  in  the  mind  of  some 
World  War  Two  scientists,  over- 
restriction  of  data  did  have  an  ad¬ 
verse  result. 

A  sustained  high  rate  of  growth 
also  enhances  national  security  by 
promoting  the  productive  and  eco¬ 
nomic  growth  of  the  country.  Thomas 
Paine  cnee  said:  ‘‘War  involves  in  its 
progress  such  a  train  of  unforeseen 
and  unsupposed  circumstances  that 
no  human  wisdom  can  calculate  the 
end.  It  has  but  one  thing  certain, 
and  chat  is  to  increase  taxes.”  How¬ 
ever,  in  the  past  year  the  United 
States  has  simultaneously  made  a 
large  increase  in  our  efforts  in  South¬ 
east  Asia,  has  cut  taxes,  and  has  just 
established  a  record  for  revenue  in  a 
single  year.  Perhaps  our  dramatic 
rate  of  growth  lias  contradicted  Tom 
Paine. 

National  security  is  indeed  related 
to  overall  national  strength.  And  con¬ 
tinued  growth  in  overall  national 
strength  is  heavily  dependent  on  con¬ 
tinued  rapid  advances  in  technology 
—  better  transportation,  better  com¬ 
munication,  a  technology  that  per¬ 
mits  increased  output  for  every  person 
in  the  labor  force  and  from  every  bit 
of  our  natural  resources  expended. 
This  continued  technological  growth 
requires  a  free  interchange  of  tech- 


nit  al  information  between  scientists 
and  engineers. 

in  conclusion  then  1  would  like 
to  summarize  the  points  1  have  made 
as  follows: 

1.  An  effective  classification  policy 
must  include  consideration  of  the  ef¬ 
fect  tliai  possible  restrictions  of  in¬ 
formation  will  have  on  other  tech¬ 
nical  developments.  Such  restrictions 
will  necessarily  have  some  adverse  ef¬ 
fect  on  the  development  of  your  ovm 
systems  for  national  defense  and  na¬ 
tional  security. 

2.  Such  restrictions  will  also  nec¬ 
essarily  have  an  adverse  effect  on  the 
growth  of  the  economy  as  a  whole 
and  national  security  is  not  unrelated 
to  this  growth. 

3.  That  the  requirements  for  na¬ 
tional  defense  in  an  absolute  sense 
are  not  ends  unto  themselves  but 
must  be  balanced  against  other  nec¬ 
essarily  competing  requirements  such 
as  justice,  liberty,  and  general  welfare. 

I  hope  I  have  provided  you  with 
some  added  perspective.  I  have  tried 
not  to  argue  for  or  against  any  par¬ 
ticular  classification  actions,  but  I 
have  tried  to  point  out  that,  future 
technological  growth  in  defense  and 
in  non-defense  industries  cannot  be 
ignored  in  arriving  at  classification 
decisions. 


BOBER.G:  Thank  you  very  much 
for  those  kind  remarks.  Our  Chair¬ 
man,  Don  Woodbridge,  would  like  to 
conduct  some  additional  business  with 
us. 

WOODBRIDGE:  The  additional 
business  is  what  you  may  like  to  pro¬ 
pose  at  this  time.  Are  there  any 
questions? 
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QUESTION:  Will  you  publish  a 
transcript  of  this  last  speech? 
WOODBRIDGE:  Yes. 


trrr  *  A\ir>n  n^nr  i>  ..  i  / »  . 

j£,rr  xvami  v^ui- 

poralion:  I’d  like  to  ask  Mr.  Thomas 
a  question.  Are  you  familiar  with  Air 
Force  Regulation  205-29? 

THOMAS:  Not  by  that  number, 
no. 


LONGR1DGE:  Well,  this  regula¬ 
tion  has  to  do  with  publication  of  re¬ 
search.  If  taken  literally,  it  means  that 
all  research  things  done  by  a  corpora¬ 
tion  under  a  government  contract 
would  have  to  be  classified.  I  wonder 
if  anyone  else  would  have  any  com¬ 
ment  about  that  regulation. 

WOODBRIDGE:  Would  you  re¬ 
peat  again  the  document  to  which 
you  refer? 

LONGRIDGE:  Air  Force  Regula¬ 
tion  205-29.  This  regulation,  taken 
literally,  would  mean  that  almost  all 
research  publications  done  under  gov¬ 
ernment  contract  —  Air  Force  con¬ 
tract,  I  should  say  —  would  have  to 
be  classified.  But  apparently  it  isn't 
bothering  anybody  else  in  the  room. 

WOODBRIDGE:  Do  you  recall  — 
not  having  the  document  itself  —  do 
you  recall  the  wording  that  leads  to 
that  conclusion? 


LONGRIDGE:  It  is  broken  down 
into  three  parts  which  they  try  to 
clarify  with  another  pamphlet,  the 
number  of  which  escapes  me.  I  don’t 
remember  the  exact  wording.  It’s  a 
four- page  regulation.  It  just  makes 
everything  classified.  Of  course,  we 
don’t  apply  it  literally  because  it  just 
doesn’t  make  sense. 


WOODBRIDGE:  Frank  May,  have 
you  any  comment? 

MAY:  Well,  the  regulation,  of 


course,  as  you  recognize,  is  an  Aii 
Force  publication.  It  is  not  binding 
on  the  contractors  unless  the  indivi 
dual  who  has  entered  into  contract 
feels  that  the  end  product  will  fall 
within  the  leahn  of  classification. 
This  was  our  effort  when  we  pub¬ 
lished  it,  to  get  the  scientific  and  re¬ 
search  people  aware  of  the  need  for 
classification  in  research  when  they 
thought  that  this  would  have  a  mil¬ 
itary  application.  Now  what  we  were 
attempting  to  do  there,  and  I  thought 
we  had  been  successful  at  this,  was  to 
prevent  highly  sensitive  work,  reports, 
etc.,  from  getting  out  into  the  public 
domain  and  then  putting  us  into  a 
position  where  we  would  not  be  able 
to  recover  the  information.  As  far  as 
I  know,  this  was  the  first  effort  that 
any  department  had  made  to  get  our 
basic  scientist,  so  to  speak,  acquainted 
with  the  classification  requirement.  1 
don’t  recollect  any  specific  problems  in 
that  area.  As  a  matter  of  fact,  we  have 
a  security  representative  here  from 
the  Office  of  Aerospace  Research,  and 
they  have  gone  ahead  with  this  regu¬ 
lation.  I  haven’t  got  any  communica¬ 
tions  from  them  and  I  believe  that  we 
are  living  with  it  and  I  don’t  know7  of 
any  specific  problems.  1  am  sure  that 
it’s  probably  generated  more  classified 
requirements  than  in  the  past,  but  I 
hope  it’s  only  because  the  people  who 
have  worked  in  that  field  are  more 
knowledgeable  of  the  requirements  for 
cl  issification. 

A.  A.  CORREIA:  The  regulation 
he  is  talking  about,  205-29,  has  a 
counterpart  which  is  Air  Force  Pam¬ 
phlet  205-2-1.  I  think  maybe  Mr. 
Thomas  could  advise  us  on  this.  I 
don’t  think  this  prohibits  scientists 
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from  getting  the  information  because 
it  is  classified,  because  we  certainly 
furnish  most  of  the  scientists  the  in¬ 
formation  anyway. 

THOMAS:  Maybe  I  better  clarify 
my  talk.  I  wasn’t  in  any  way  trying  to 
establish  policy  or  change  policy.  I 
was  trying  to  point  out,  from  a  tech¬ 
nical  standpoint,  some  of  the  factors 
that  must  necessarily  be  included  in 
arriving  at  classification  policy.  I  hope 
I  wasn’t  misinterpreted  in  having  ar¬ 
rived  at  classification  policy,  because 
that  was  not  my  intent. 

WOODJBRIDGE:  Have  we  suc¬ 
ceeded  in  clarifying  that  matter? 

ANSWER  FROM  AUDIENCE: 
No,  but  thank  you. 

WOODBRIDGE:  Do  I  hear  any 
other  questions?  One  of  the  continuing 
needs,  of  course,  for  the  society,  is  the 
institution  of  new  chapters.  I  was  very 
much  impressed  as  I  listened  to  the 
reports  of  the  three  existing  chapters 
on  how  effective  their  work  has  been, 
and  1  get  the  very  strong  impression 
that  they  have  profited  much  from 
their  getting  together.  Setting  up 
chapters  in  other  areas  is  by  no  means 
so  easy  because  of  the  geographical 
distribution.  I  wonder  if  we  might  call 
on  Don  Garrett  at  this  time  to  say  a 
few  words  about  those  problems  and 
what  we  hope  to  accomplish  iri  the 
future. 

DONALD  GARRETT:  One  of  the 
things  that  faces  us  is  an  attempt  to 
reach  all  of  the  people  in  the  areas 
other  than  the  areas  where  we  now 
have  chapters  organized.  I  am  think¬ 
ing  particularly  of  the  Philadelphia, 
New  England,  and  Alabama  areas, 
where  we  do  have  a  fairly  large  con¬ 
centration  of  government  and  indus¬ 


try  jreople  who  are  faced  with  prob¬ 
lems  in  classification  management.  Wc 
have  attempted,  through  our  chapter 
in  Washington,  to  reach  people  in  the 
Philadelphia  area,  in  New  York,  and 
in  New  England.  We  have  some  pretty 
good  contacts  —  people  who  have  ex¬ 
pressed  some  interest.  However,  we 
need  your  help  in  spearheading  a 
drive  in  your  own  particular  areas 
where  you  do  have  a  concentration  of 
people  sufficiently  large  to  develop 
chapter  interest  and  chapter  work. 
And  if  any  of  you  from  any  area,  not 
just  those  I  have  mentioned,  but  in 
the  midwest  —  Dayton  for  example  — 
where  you  might  have  a  large  group 
of  people,  want  to  contact  somebody, 
or  if  you  need  some  literature,  you  can 
contact  the  new  Secretary-Treasurer, 
Frank  May,  or  me  or  any  o!  the  of¬ 
ficers  of  the  organization  or  any  mem¬ 
bers  of  any  other  chapters,  and  we  will 
sec  if  we  can’t  get  to  you  some  inform¬ 
ation  that  you  could  use  as  promotion¬ 
al  material.  We  believe  that  our  soci¬ 
ety  has  a  potential,  a  real  potential, 
for  helping  both  government  and  in¬ 
dustry.  It  is  only  through  the  chapter 
meetings  that  rve  can  do  much  of  this 
promotional  work.  It’s  probably  one 
of  the  best  means  for  accomplishing 
this  personal  contact  that  is  so  neces¬ 
sary  in  transferring  ideas  and  com¬ 
municating.  So  if  any  of  you  would 
like  to  volunteer,  please  do  because 
we  do  need  your  help  in  spreading 
and  arousing  interest  in  all  areas.  We 
believe  we  can  supply  a  real  service 
to  classification  people  wherever  they 
may  be. 

GEORGE  MacCLAIN:  1  wonder  if 
it  would  be  appropriate  to  touch  on 
a  couple  of  points  made  by  Frank 
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Thomas,  which  I  think  I  identified 
in  his  talk,  to  see  whether  or  not  any 
profitable  discussion  of  them  could 
take  place  here.  I  don’t  know  how 
much  time  is  available  for  this.  I 
have  two  points  that  I  think  might 
merit  discussion  and  I’ll  tell  you  what 
they  are  if  you  would  like  me  to. 

WOODBRIDGE:  Go  right  ahead. 

MacCLAIN:  Well,  we  have  in  the 
DoD  Instruction  5210.47  a  paragraph 
that  I  think  is  directly  related  to  one 
of  the  major  points  Frank  made  in  his 
talk:  namely,  the  interrelationship  be¬ 
tween  classification  on  the  one  hand 
and  the  consequences  of  it  to  the  gen¬ 
eral  welfare  or  the  national  economy 
on  the  other.  And  we  put  this  into 
the  instruction.  J  think  it’s  one  of  the 
principles  known  a  non-military  con¬ 
sideration,  and  it  says  in  effect  that  in 
the  case  where  there  is  evidence  of  — 
let’s  call  it — overwhelming  possibility 
of  benefit  from  certain  information, 
if  it  could  be  released  from  classifica¬ 
tion,  the  question  of  whether  it  will 
be  released  from  classification,  or 
whether  in  the  first  instance  it  will 
not  even  be  classified,  has  to  be  decid¬ 
ed  at  the  highest  levels  in  the  Depart¬ 
ment  of  Defense,  for  example,  the 
Secretary  of  Defense,  or  Assistant  Sec¬ 
retary,  or  the  Secretary  of  the  Army. 
The  theory  is  that  classification  first 
of  all  is  supposed  to  protect  informa¬ 
tion  the  unauthorized  disclosure  of 
which  would  be  harmful  to  the  na¬ 
tional  defense.  This,  in  my  opinion, 
certainly  puts  national  defense  as  pri¬ 
ority  number  one  for  classification 
purposes.  We  recognize,  therefore, 
that  this  is  a  very  real  problem.  And 
despite  this  fact,  since  we  have  been 
in  business,  there  has  been  only  one 


subject  matter  area  in  which  (bn.  ques¬ 
tion  has  been  raised  at  all.  ]  don’t 
blind  mentioning  what  it  is.  It  is  noth¬ 
ing  secret.  It  has  to  do  with  infra-red 
equipment  and  certain  other  equip¬ 
ment.  I  don’t  know,  Frank,  whether 
or  not  your  remarks,  which  are  en¬ 
tirely  consistent  with  this  theory  ol 
having  to  make  a  determination  of 
classification  in  the  environment  ol 
the  pros  and  cons,  has  been  thought 
through  any  further  by  you  than  what 
you  actually  said  — -  whether  there  is 
any  enlargement  upon  this  that  you 
would  like  to  make  in  the  form  of 
procedures  for  bringing  these  ques¬ 
tions  up  or  methods  for  resolving 
them  if  they  are  brought  up.  If  1  don’t 
make  myself  clear,  please  tell  me. 

THOMAS:  This  avenue  is  upon, 
this  avenue  for  declassification  because 
of  its  effect  oil  the  general  economy. 
It’s  an  avenue  that  is  open  and  per¬ 
haps  we  should  be  making  more  gen¬ 
eral  use  of  it.  Perhaps  in  some  areas 
technology  is  being  tied  up  and  is  not 
available  when  it  perhaps  could  bene¬ 
fit  the  general  economy.  I  point  out 
this  one  safety  valve:  I  think  industry 
has  a  large  incentive  to  use  some  ol 
the  techniques  that  they  have  learned. 
The  techniques  themselves  may  not. 
be  classified  although  the  particular 
devices  are.  This  is  the  way  in  which 
some  of  this  information  is  getting 
out,  is  bcneliting  the  general  econo¬ 
my,  and  I  think  it’s  doing  so  without 
any  real  impairment  of  our  national 
security  at  this  time. 

MacCLAIN:  Well  it’s  just  the  pe¬ 
culiarity  that  what  you  said  seems  to 
touch  on  the  other  point  of  the.  two 
I  wanted  to  mention.  This  is  a  very 
touchy  point,  in  my  opinion.  How 
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docs  a  scientist,  engineer,  or  what 
have  you,  who  has  knowledge  based 
on  experience  gained  in  a  classified 
environment  —  how  docs  he  prevent 
use,  if  he  does  prevent  it,  or  how 
does  he  use,  if  he  does  use,  this 
knowledge  the  next  time  he  goes  to 
work  on  a  new  project.  For  example, 

1  could  name  another  one,  and  I  am 
not  going  to,  but  there  is  a  situation 
in  which  equipment  has  been  created 
and  the  question  arises  whether  that 
equipment  is  based  upon  classified  in¬ 
formation  gained  by  someone  con¬ 
nected  with  this  new  equipment.  The 
evidence  is,  it  is  not.  The  thought  is 
that  maybe  it  is.  Is  Frank  Thomas 
suggesting  that  it  is  not  only  a  good 
idea  but  a  necessary  thing  that  sci¬ 
entists,  as  they  move  throughout  the 
world  of  science  and  technology,  carry 
with  them  and  use,  in  their  next 
stopping  point,  the  information  they 
have  used  in  their  previous  operations 
—  classification  to  the  contrary?  It’s 
so  subtle  and  I  wish  I  could  express 
it  better. 

WOODBRIDGE:  It  is  very  subtle, 
and  of  course  it  has  an  amusing  aspect 
to  it  from  our  own  experience.  What 
we  might  call  Y-12  alumni  go  out  into 
other  areas,  particularly  other  branch¬ 
es  of  the  Union  Carbide  Corporation, 
and  they  always  remember  their 
friends  back  at  the  base  and  are  an 
everlasting  headache  for  the  classifica¬ 
tion  office.  Their  activities  sometimes 
result  in  dc  facto  declassification  which 
has  to  be  recognized  as  legitimate  de¬ 
classification,  and  it  certainly  makes 
a  real  headache  and  there  are  great 
subtleties.  It  would  seem  to  me  that 
the  policy,  so  far  as  I  have  observed 
it,  requires  that  these  alumni,  as  we 


may  call  them,  exercise  the  very,  very 
difficult  judicial  function  of  deciding 
when  the  knowledge  they  make  use  of 
is  based  on  still-classified  information. 

I  only  wish  that  they  were  all  able 
to  do  it.  and  continue  to  do  it.  I  think 
of  another  example  out  of  my  own 
experience,  recalling  back  when  I  was 
in  the  SAM  laboratories  in  New  York 
working  on  the  Manhattan  Project.  I 
worked  in  a  very  active  development 
program  for  some  of  the  mechanical 
devices  in  the  diffusion  process.  And 
as  time  went  on  it  was  inevitable  that 
these  things  would  be  rediscovered.  It 
was  also  inevitable  that  with  our 
mechanical  ability  we  would  be  called 
upon  by  industry  in  a  consulting 
capacity  to  develop  devices  along  sim¬ 
ilar  lines  which  the  industry  might 
want.  And  one  poor  chap  who  was 
really  in  a  terrible  spot  —  he  was  no 
longer  employed  by  the  government 
—  got  called  down  to  the  classification 
office  and  had  a  long  meeting,  the  up¬ 
shot  of  which  was  that  he  had  to  watch 
and  see  these  things  redeveloped  and 
he  was  not  able  in  his  consultive 
capacity  to  make  use  of  what  he  al¬ 
ready  knew.  If  he  was  going  to  con¬ 
tribute  as  a  consultant,  he  had  to  go 
another  route.  Whether  this  is  good 
or  bad  is  open  to  question.  I  hope 
you  all  recogni/.c  that  Mr.  MacClain 
is  the  Director  for  Classification  Man¬ 
agement  in  the  Office  of  the  Secretary 
of  Defense  for  Administration.  Would 
anybody  like  to  pursue  this  subject 
further? 

MacCEAIN:  Don,  may  I  just  say 
that  if  anybody  in  the  audience  wants 
to  pursue  it  further  in  relation  to 
any  existing  situation  that  comes  to 
his  attention,  we  would  welcome  his 
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thoughts,  which  he  may  wish  to  send 
us  at  Washington.  We  haven’t  any  ex¬ 
perience  here  at  ail,  realiy;  we  would 
like  to  gain  some.  And  I  may  have 
raised  questions  for  Frank  that  he 
didn’t  intend  to  address  himself  to. 
All  I  want  to  say  is  that  I  am  delighted 
that  we  raised  them,  that  he  did  ad¬ 
dress  himself  to  them.  They  are,  in 
my  opinion,  tremendously  important. 

WOODBR1DGE:  I  think  these  are 
questions  that  we  have  expected  to 
arise  in  the  seminar  in  view  of  the 
topics  presented. 

QUESTION:  I  am  George  Chelius. 

]  represent  the  Douglas  Aircraft  Com¬ 
pany.  I  was  wondering,  in  regard  to 
classification  management,  how'  the 
society  feels  concerning  two  basic 
areas  here.  First  of  all  AEG  contractors 
and  DoD  contractors.  Now  classifica¬ 
tion  generally  stems  in  AEC  from  a 
legislative  enactment  and  in  DoD 
from  an  executive  order.  How  do  you 
reconcile  the  two  in  classification 
management? 

WOODBRIDGE:  1  am  speaking  as 
an  individual  now,  not  as  a  represent¬ 
ative  of  any  classification  agency.  In 
a  sense,  the  difference  is  more  philo¬ 
sophical  than  practical.  There  is,  of 
course,  under  the  Atomic  Energy  Act 
a  notion  that  is  characterized  in  the 
phrase  —  all  information  within  pur¬ 
view  of  the  Atomic  Energy  Act  is 
“born  classified.”  Sonic  people  feel 
that  this  is  a  pernicious  phrase  and  it 
pushes  the  doctrine  too  far.  I  won’t 
argue  that  point  here.  But  actually,  of 
course,  any  time  a  document  or  piece 
of  information  is  released  somebody 
ought  to  be  making  a  derision  wheth¬ 
er  it  is  classified  or  not.  So  1  think 
from  t lie  practical  point,  if  you  con- 
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sider  either  system  in  its  idea!  func¬ 
tioning,  w'e  can  say  that  the  result 
ought  to  be  the  same.  You  have  a  con¬ 
sidered  opinion  on  the  sensitivity  of 
the  information  being  developed  be¬ 
fore  you  release  it. 

CHELIUS:  Well,  from  an  AEC 
standpoint  I  can  understand  this.  The 
AEC  generally  classifies  concepts  — 
perhaps  terms,  words,  and  things  such 
as  this.  From  the  DoD  standpoint, 
from  what  I  have  been  able  to  de¬ 
termine,  they  classify  according  to 
program  or  usage  rather  than  from 
concept.  And  from  a  DoD  contractor’s 
point  of  view,  working  of  course  with 
materials  which  have  been  released 
from  the  AEC,  it  is  difficult  to  de¬ 
termine  exactly  what  the  AEC  has 
classified  and  what  they  have  not 
classified.  From  our  particular  stand¬ 
point,  and  from  that  of  a  lot  of  sub¬ 
contractors  here,  it  is  hard  to  get  the 
information  to  really  determine  what 
is  and  what  is  not  classified. 

WOOD  BRIDGE:  Do  you  relate 
this  to  intelligibility  of  the  guidance 
provided  or  to  the  absence  of  the 
guidance? 

CHELIUS:  I  would  say  it  stems 
from  the  absence  of  guidance. 

REMARK  (name  not  given)  :  I 
would  like  to  address  myself  to  the 
question.  1  agree  with  you  that  there 
is  a  lack  of  guidance  and  perhaps  my 
office  is  a  little  bit  responsible  for  this. 
One  of  the  reasons  we  founded  NCMS 
was  to  try  to  bridge  the  gap  between 
AEC  and  DoD  and  to  increase  the 
communication  exchange  and  ilow  ol 
ideas.  The  difference,  of  course,  stems 
irom  the  two  legislations.  1  lie  Atomic 
Energy  Act  requires  that  all  informa¬ 
tion  be  born  classified  or  positive  find- 
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ing  be  made  that  it’s  declassified  or 
can  be  declassified.  We  operate  by 
Executive  Order  10501,  as  you  well 
know,  which  says  that  you  have  got 
to  demonstrate  that  you  should  classi¬ 
fy  it.  The  other  part  of  the  problem, 
until  the  last  three  or  four  years,  is 
that  there  has  not  been  enough  of  an 
interface  or  exchange  of  ideas  on  what 
should  be  protected  on  both  sides.  I 
think  it  is  coming.  Hopefully,  we  are 
expediting  it. 

MacCLAIN:  I  think  that  what  1  am 
going  to  add  may  be  common  knowl¬ 
edge  but  1  am  going  to  say  it  just  for 
the  sake  of  gelting  it  out.  The  term 
“Restricted  Data”  as  used  in  the 
Atomic  Energy  Act  is  an  all-encom¬ 
passing  phrase  for  information  defined 
in  the  Atomic  Energy  Act  as  being  of 
that  character.  The  Executive  Order, 
of  course,  docs  not  use  the  phrase 
“Restricted  Data.”  It  does  use  the 
terms,  “top  secret,”  “secret,”  and  “con¬ 
fidential.”  And  it  is  just  an  automatic 
thing  that  anything  that  is  Restricted 
Data  has  simply  got  to  bear  one  of 
the  other  labels  also.  And  in  having 
one  of  the  other  labels  added  to  it 
the  standard  used  to  select  the  label 
is  the  degree  of  harm  to  the  national 
defense  that  would  occur  from  the 
unauthorized  disclosure.  Accordingly, 
nothing  is  just  Restricted  Data.  It  is 
always  Restricted  Data  a t  some  level 
of  classification.  I  am  not  sure  wheth¬ 
er  the  questioner  had  that  in  mind, 
blit  1  just  wanted  to  say  it. 

GHEGIUS:  I  think  1  am  aware  of 
that  as  far  as  joint  classification  goes. 
The  problem  is  that  coming  from  the 
AEG  to  the  DoD  level,  it  is  hard  to  get 
classification  guidance.  For  example, 
to  attempt  to  get  your  classification 
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guide  lot  weapons,  GG-W-)  — it’s  to¬ 
tally  impossible  lroiri  a  DoD  contrac¬ 
tor’s  standpoint.  It  is  impossible.  And 
to  expect  a  contractor  or  an  individual 
of  the  company  to  check  Restricted 
Data  such  as  this  goes  along  with  the 
movement  of  personnel.  People  have 
gone  from  the  AEG  to  DoD  contrac¬ 
tors  and  naturally  use  this  informa¬ 
tion  or  use  their  technical  knowledge 
here.  And  if  we  are  going  to  be  asked 
to  classify  properly  then  we  have  to 
have  the  guidance. 

WOODBRIDGE:  Well,  that  touch¬ 
es  on  a  question  that  I  have  often 
raised.  Is  conipartmentalization  of  in¬ 
formation  appropriate  in  the  classifi¬ 
cation  business?  My  personal  opinion 
is  that  it  is  not.  The  classification  man 
who  makes  decisions  can’t  know  too 
much  if  his  decisions  are  to  be  in¬ 
formed  and  proper.  1  know  1  would 
receive  considerable  argument  about 
this  from  men  who  feel  that  it  is 
possible  to  limit  the  extent  to  which 
the  classification  office  needs  to  have 
the  information.  But  I  know  from  my 
own  experiences  when  I  don’t  get  the 
information  I  am  always  in  danger  of 
making  a  wrong  decision. 

GARRETI':  It  is  important,  1 
think,  both  iri  the  c  ontractor  lield  and 
in  the  DoD  field,  not  to  lose  sight,  of 
the  fact  that  you  will  make  a  lot  of 
money  if  you  decide  to  classify  inform¬ 
ation  and  concentrate  on  that  one- 
fact.  Too  often  we  apply  classification 
to  the  hardware  without  reasoning 
why.  1  think  tin's  might  be  part  of 
your  problem.  If  you  understand  ex¬ 
actly  what  information  you’re  work¬ 
ing  with  requires  classification  you 
could  then  trace  that  information  to 
various  pieces  of  hardware  to  find  out 
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in  what  manner  it  could  be  revealed 
and  thus  be  harmful  to  the  national 
defense.  1  think  it  is  important  to  con¬ 
centrate  on  that  idea  and  to  under¬ 
stand  it.  A  lot  of  classification  guid¬ 
ance  that  you  receive,  particularly  at 
the  planning  levels,  does  not  explain 
to  you  sufficiently,  clearly,  just  exactly 
what  information  you  are  trying  to 
protect.  Now  if  you  did  have  that,  you 
could  then  translate  it,  more  readily, 
to  relate  it  to  things  you  arc  working 
with.  Cut  down  on  the  amount  of 
classified  material  that  you  have.  This 
is  one  thing  we  can  concentrate  on, 
one  idea  that  we  as  classifists  could 
pass  around  among  ourselves  —  ideas 
and  methods  and  techniques  by  which 
to  develop  this  idea  of  classifying  in¬ 
formation,  passing  on  the  doctrine.  In 
this  way  also,  I  believe  that  we  can 
further  enhance  the  flow  of  scientific 
and  technical  information  by  making 
sure  that  we  don’t  classify  what  is  com¬ 
monly  called  basic  research — the  study 
of  materials,  the  properties  and  what 
not  —  until  such  time,  as  Frank  sug¬ 
gested,  that  we  apply  it  to  a  particular 
military  application.  At  that  stage  we 
start  to  get  into  national  defense  and 
affect  national  defense  to  a  very 
marked  degree.  I  think  this  is  one 
way  we  can  do  a  lot  better  job  as 
classification  managers  concentrating 
on  this  idea  of  identifying  informa¬ 
tion.  Some  day  I  hope  to  write  a  little 
paper  for  our  Journal  that  might  help 
to  get  across  this  idea.  To  me  it  is  very 
important.  I  hope  it  is  to  you  too. 

MacCLAIN:  I  think  it  should  he 
pointed  out  that  the  subject  that  has 
been  discussed  now  is  one  of  the  major 
topics  of  the  seminar’s  business.  It’s 
in  the  program,  is  it  not? 
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WOODBRIDGE:  Yes,  I  believe  so. 

QUESTION:  My  name  is  Stellc,  of 
Atomics  International.  1  notice  that 
we  have  managed,  as  a  socieLy,  to  put 
out.  one  copy,  or  one  issue,  of  our 
Journa1,  and  the  proceedings  of  the 
last  seminar  are  still  yet  to  come  out. 
Is  there  any  effort  being  put  to  in¬ 
crease  this  information  flow  which  is 
really  one  of  the  basic  purposes  of  our 
society? 

REDMAN:  The  problem  of  getting 
the  proceedings  of  the  preceding  sem¬ 
inar  out  has  been  one  of  extracting 
them  from  tape,  from  editors,  and 
right  now  from  the  printer.  The  print¬ 
er  has  approximately  35,000  words 
being  set  in  Ly p-r.  There  are  perhaps 
half  again  as  many  more  to  come. 
This  is  going  to  cost  something  over 
a  thousand  dollar  to  put  out,  and  will 
encompass  the  second,  third,  and 
fourth  quarterly  issues  of  the  first 
volume.  The  seminar  chairmanship 
for  this  seminar  has  taken  a  far  more 
effective  approach  to  the  problem  of 
recording  the  presentations  here  by 
obtaining  copies  of  papers  from  speak¬ 
ers,  and  by  recording  the  discussions 
by  a  court  reporter  using  stenotype 
rather  than  tape,  so  that  a  transcript 
can  be  prepared  fairly  promptly.  In 
addition,  a  problem  last  year  was  that 
the  transcribing  firm  that  undertook 
the  task  of  transcribing  the  tapes  was 
unfamiliar  with  the  mechanical  equip¬ 
ment,  even  though  nothing  about  it 
was  classified,  and  extracted  only 
about  a  quarter  of  the  channels  of  in- 
lormation  recorded.  I  don’t  Know 
what  you  do  with  something  like  that, 
M  ac,  but  the  net  result  is  that  the 
Ju:niml.  to  wind  up  last  year,  will  be 
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(lie  seminar  proceedings  and  hasn’t 
made  it  through  the  press. 

WOODBRIDGE:  The  board  agreed- 
last  night  to  appoint,  throughout  the 
count!  ),  regional  reporters  who  would 
iced  current  information  into  the 
editorial  staff  of  the  Journal  so  that 
it  will  take  on  topica'  and  newslype 
character.  Are  there  any  further  ques¬ 
tions  for  discussion? 

KEN  WILSON,  from  Sylvania:  I 
find  a  growing  effort  on  the  part  of 
contracting  officers  to  build  addition¬ 
al  classifications  of  their  own,  so  to 
speak.  As  an  example,  one  we  have 
right  now  specifically  states  nothing 
higher  than  secret  is  in  it.  But  it  goes 
on  at  length,  some  three  pages,  as  an 
addendum  to  the  254,  to  specify  that 
this  material  will  come  in  through  a 
special  control  point.  It  will  go  out 
through  a  special  control  j  _mt.  It 
will  be  controlled  by  a  separate  con¬ 
trol  point.  It  will  be  turned  into  this 
place  on  a  daily  basis.  It  will  have 
special  access  lists  approved  by  the 
govern  men  t  on  an  individual  basis 
and  it  will  be  stored  in  top  secret  type 
safes.  1  am  wondering  if  we  can  have 
an  education  program  going  for  us 
to  say  just  top  secret,  rather  than  three 
pages  describing  the  top  secret  system. 
Now  these  three  pages  say,  in  my 
opinion,  top  secret,  if  you  will. 

WOODBRIDGE:  Aren’t  you  touch¬ 
ing  on  the  interface  between  security 
and  classification?  It  seems  to  me  your 
remarks  are  certainly  things  we  all 
have  to  think  about  here  but  arc 
more  appropriately  addressed  to  the 
security  branch. 

WILSON:  I  can’t  agree  with  you. 
Perhaps  if  this  project  officer  had  a 
little  education  in  classification  he 


could  have  found  something  to  do 
better  in  the  time  it  took  him  to  write 
these  three  pages  of  the  254.  There  axe 
other  programs,  of  course,  like  this 
one  which  Dick  lioberg  mentioned.  I 
wonder  whether  there  is  a  program 
going  to  educate  these  program  people 
in  classification.  In  effect  what  they 
are  saying  is  that  what  you  are  going 
to  be  handling  is  only  secret  as  far 
as  words,  but  as  far  as  what  you  will 
do  with  it,  it  might  as  well  be  top 
secret. 

QUESTION:  My  name  is  Dan  King 
and  I  am  with  Lockheed  Missile  and 
Space  Company.  We  had  similar  prob¬ 
lems  developing  and  I’d  like  to  suggest 
that  Mr.  MacClain  somehow  get  across 
to  the  contracting  officers  that  they 
limit  this  to  classification  guidance. 
And  if  they  want  to  start  amending 
the  Industrial  Security  Manual,  as  far 
as  control  of  classified  material,  that 
they  force  the  contracting  officer  to 
look  upon  this  as  a  contract  change 
and  write  it  into  the  contract  and  be 
willing  to  discuss  the  added  costs  that 
go  with  it.  I  think  this  is  something 
that  just  about  every  major  aerospace 
company  ought  to  take  a  good  look  at. 

RICHARD  DURHAM:  Let  me 
speak  to  this  problem  a  little  bit  and 
interjec'  a  question  for  Sylvania.  Do 
you  have  an  AEC  contract  or  are  you 
doing  AEC  work  under  a  DoD  con¬ 
tract? 

WILSON:  Just  DoD.  No  AEC  im¬ 
plications  at  all. 

DURHAM:  Does  the  contract  itself 
get  into  special  access  requirements? 

WILSON:  They  carefully  avoid  the 
words  in  the  contract  or  the  254’s. 
They  just  delineate,  as  I  say,  for  some 
three  pages,  if  you  will,  special  con- 
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trols,  and  those  are  my  own  words, 
that  we  will  apply  to  this  information 
under  this  eon  tract, 

MacCLAIN:  I  would  like  to  ask  a 
question  for  clarification  from  both 
speakers.  Are  they  saying  in  effect  that 
physical  security  should  be  inter¬ 
related  to  the  level  of  classification  se¬ 
lected  so  that  if  you  select  a  level  of 
classification  front  that  time  on  you 
will  not  have  confusing,  maybe  con¬ 
tradicting,  elements  of  physical  secur¬ 
ity.  Is  that  the  point  they  are  trying 
to  make? 

KING:  We  weren’t  particularly 
speaking  just  to  that  point.  The  mat¬ 
ter  seems  to  be  that  there  is  a  growing 
tendency  to  avoid  the  control  set  forth 
in  the  ISM  over  classified  information, 
and  to  deliberately  avoid  the  so-called 
special  access  terminology  and  develop 
something  in  between,  which  they 
refer  to  as  “restricted  need  to  know.'” 
controls.  But  along  with  these,  they 
start  throwing  on  all  sorts  of  mainten¬ 
ance  of  access  rosters,  and  even  get  in¬ 
to  areas  of  stipulating  more  than  nor¬ 
mal  protection  in  terms  of  usage  or 
special  type  cabinets.  Now  from  my 
view  —  and  1  will  readily  own  to  a 
more  security  than  classification  ori¬ 
entation  —  but  from  my  point  of  view 
this  looks  like  a  very  nice  way  to  add 
requirements  without  generating  any 
costs.  In  fact,  I  have  heard  it  said  that 
the  contracting  officer  looks  upon  the 
use  of  the  254  as  a  very  nice  device  to 
add  special  security  requirements,  not 
classification  requirements,  but  secur¬ 
ity  requirements,  for  controls  and 
safeguarding  and  everything  else.  And 
I  think  all  of  us  will  tend  to  agree,  at 
least,  that  the  254  basically  is  a  device 
to  let  the  contractor  know  what  the 


classification  requirements  are,  and  ii 
they  want  to  get  into  control  require¬ 
ments  and  handling  and  storage  re¬ 
quirements,  there  is  another  avenue. 
That  seems  to  be  going  down  the 
road  of  trying  to  avoid  writing  in 
contract  changes  to  the  ISM.  They 
are  simply  using  the  254,  which  can 
be  unilaterally  changed  by  the  gov¬ 
ernment,  which  the  contractor  has  no 
real  recourse  against,  and  it  bears  a 
contracting  officer’s  signature.  So  here 
wc  wind  up  getting  stuck  with  a  lot 
of  added  security  costs  that  are  not 
consistent  with  the  ISM.  For  instance, 
I  can  think  of  about  a  half  dozen  in¬ 
stances  where  our  organization  is 
bound  by  a  254  in  controlling  things 
under  a  restricted  need  to  know  sys¬ 
tem.  I  would  appreciate  it  if  some¬ 
body  would  please  tell  us  what  the 
difference  is  between  “need  to  know” 
and  “restricted  need  to  know'.’’  No¬ 
body  has  ever  defined  this. 

ROBERG:  I  wonder  if  we  can  put 
this  discussion  into  our  afternoon  dis¬ 
cussion  periods.  I  think  we  are  all  de¬ 
lighted  to  have  this  type  of  question 
asked.  However,  we  are  getting  near 
the  lunch  hour  and  wc  do  want  to 
have  a  love  moments  for  you  ;o  have 
before  lunch  begins. 


FRANK  MAY:  Ladies  and  gentle¬ 
men,  welcome  to  our  first  luncheon. 
I  wish  to  call  upon  Dick  Boberg  to 
introduce  his  committee  who  have 
done  such  a  fine  job  here. 

BOBLRG:  Thank  you,  Frank.  1 
hadn’t  anticipated  introducing  the 
members  of  the  committee  at  this 
point.  I  think  it’s  a  little  early  to  take 
credit  and  I  am  sure  these  fellows 
won’t  want  any  of  the  blame.  Our 
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Social  Activities  Chairman  is  Robert 
I ,.  lieckner,  Classification  Manage  - 
mem  at  TRW  Systems.  Our  Public 
Relations  Chairman  from  System 
Development  Corporation  is  Tony 
Cctone,  also  in  Classification  Man¬ 
agement.  Arrangements  Chairman, 
the  good  looking  fellow  who  lias 
arranged  to  sit  with  all  tire  pretty 
girls,  is  Jack  Fuchs,  who  is  in  Classi¬ 
fication  at  Aerospace  Corporation. 
Our  Budget  and  Finance  Chairman 
is  Peter  Moglia,  Head  of  Information 
Security,  Aerospace  Group,  Hughes 
Aircraft.  And  I  saved  for  last,  the 
fellow  most  of  all  we  could  not  have 
operated  without,  our  Program  Chair¬ 
man,  Lorry  McConnell,  from  System 
Development  Corporation.  Thank 
you  very  much. 

MAY:  With  your  kind  attention, 
I  would  like  to  move  on  to  the  essen¬ 
tial  portion  of  this  session.  That  is  to 
present  our  guest  of  honor  for  today. 
Our  guest  earned  his  B.S.  degree  in 
mechanical  engineering  at  the  City 
College  ol  New  York  in  1911.  In  1950 
he  was  awarded  an  M.S.  degree  in 
aeronautical  engineering  at  Case  In¬ 
stitute  of  T  echnology.  He  is  Director 
of  Nuclear  Systems  and  Space  Power 
at  NASA.  In  addition,  our  guest  wears 
two  other  very  important  hats.  He  is 
also  the  Manager  of  Space  Nuclear 
Propulsion  Office,  which  is  an  AEC- 
NA.SA  operation,  and  Director  of  the 
Space  Nuclear  Systems  Division  of 
AF.G.  As  Manager  of  the  Space  Nu¬ 
clear  Propulsion  Office,  lie  dir-  cts 
all  aspects  of  nuclear  rocket  propul¬ 
sion  development  for  NASA  and  AFC. 
As  Director  of  Nuclear  Systems  of 
NASA’s  Office  of  Advanced  Research 
and  Technology  since  November  1961, 


he  manages  research,  development  and 
flight  testing  of  nuclear  electronic 
power  systems  and  electronic  propul¬ 
sion  and  testing  of  nuclear  rocket 
systems.  In  1964  this  work  was  ex¬ 
panded  to  include  NASA's  solar  and 
chemical  power  generation  systems 
technology.  A  little  over  a  year  ago, 
our  guest  was  named  Director,  Space 
Nuclear  Systems  Division  of  AEC.  Fie 
administers  the  space  reactor  and  iso- 
tope  power  systems  work  including 
the  systems  for  space  nuclear  auxiliary 
power  program,  commonly  know  as 
the  SNAP  program,  and  space-directed 
advance  reactor  concept  activities.  He 
is  the  author  of  numerous  technical 
papers  and  was  co-winner  of  the  1957 
Society  of  Automotive  Engineers  Man 
Award  for  the  best  paper  on  aero¬ 
nautics.  It  is  w'illi  a  great  deal  of 
pleasure  and  pride,  on  behalf  of  the 
society,  that  I  present  to  you  Mr. 
Harold  Finger. 

NUCLEAR  SYSTEMS  FOR  THE 
FUTURE  OF  SPACE  FLIGHT 
by  Harold  B.  Finger 

In  the  close  to  nine  years  since  the 
start  of  the  space  age,  we  have  devel¬ 
oped  a  hardware  capability  ,o  explore 
space,  we  have  provided  a  chain  of 
fabrication,  test,  and  launch  facilities 
to  permit  large  scale  operations,  we 
have  established  the  operational  ca¬ 
pabilities  of  communications  and 
weather  satellites,  navigational  satel¬ 
lites  have  proven  their  value  as  an  ar¬ 
tificial  star  for  our  fleets  to  steer  by,  a 
beginning  has  been  made  toward  a 
leal  understanding  of  the  space  envi¬ 
ronment  through  the  investigation  of 
space  phenomena  that  could  not  be 
determined  except  by  actual  sampling 
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of  that  environment,  regions  of  the 
moon  have  been  photographed  in  de¬ 
tail,  Mars  has  been  photographed  at 
relatively  close  range  so  that  it  no 
longer  represents  quite  the  mysterious 
red  planet  it  used  to,  we  understand 
more  about  man’s  ability  to  adapt  and 
operate  in  space,  we  have  used  space 
as  an  important  instrument  of  inter¬ 
national  cooperation  through  the  par¬ 
ticipation  of  individuals  or  agencies 
of  over  70  countries,  about  210  uni¬ 
versities  are  participating  in  our  pro¬ 
gram  with  3600  predoctoral  trainees 
being  supported  by  NASA  grants  at 
152  universities,  a  rapid  growth  is  be¬ 
ing  realized  in  the  number  of  innova¬ 
tions  developed  through  space  activi¬ 
ties  that  have  potential  commercial 
value.  We  have  come  a  long  way  from 
the  low  point  in  1957  when  our  posi¬ 
tion  of  technological  leadership  was 
cast  in  serious  doubt  by  the  accom¬ 
plishments  of  the  Soviet  Union  in 
space. 

But  we  have  not  yet  achieved  the 
“clearly  leading  role  in  space  achieve¬ 
ment,  which  in  many  ways  may  hold 
the  key  to  our  future  on  earth”  that 
was  called  for  by  President  Kennedy 
in  his  1961  message  on  urgent  nation¬ 
al  goals,  and  that  has  been  reaffirmed 
by  President  Johnson.  We  cannot  yet 
be  sure  that  we  will  land  men  on  the 
moon  in  this  decade  or  that  xve  will 
be  the  first  to  do  so.  Even  if  we  are 
first  in  landing  on  the  moon,  Soviet 
activities  offer  us  no  basis  for  assum¬ 
ing  that  we  will  retain  the  leadership 
that  such  a  “first”  would  imply.  The 
Russian  effort  in  space  is  strong;  it  is 
growing;  it  is  thorough;  it  is  broadly 
based;  it  constitutes  a  larger  commit¬ 
ment  as  a  percentage  of  the  gross  na- 
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tional  product  than  does  ours.  In  1965 
alone,  the  Russians  launched  63  space¬ 
craft — more  than  the  combined  total 
of  the  two  preceding  years.  So  far  this 
year,  they  have  launched  24  space¬ 
craft. 

Our  space  elfort  is  now  at  its  peak 
and  is  starting  to  decline.  The  mis¬ 
sions  we  laid  out  in  the  early  years  of 
the  space  program  are  now  nearing 
accomplishment.  Mercury,  Echo,  Ti¬ 
ros,  Nimbus,  OGO,  OAO,  Ranger, 
Surveyor,  Lunar  Orbiter,  Gemini, 
Biosatellite,  are  among  the  many  mis¬ 
sions  that  are  either  already  complet¬ 
ed  or  will  be  completed  in  the  next 
year  or  two.  In  fact,  the  approved  pro¬ 
gram  plan  now  shows  a  rapid  de¬ 
crease  in  launches  after  1967,  to  only 
two  Mars  Mariner  flights  in  1969,  a 
few  relatively  small  scientific  and 
technology  missions,  and  several 
flights  in  the  Apollo  program.  Even 
Apollo,  the  major  effort  to  land  the 
first  men  on  the  moon  in  this  decade, 
is  now  at  its  peak  level  of  effort  and 
is  beginning  to  decrease.  The  first 
manned  Apollo  spacecraft  flight  in  or¬ 
bit  is  scheduled  for  1967  and  it  is 
hoped  that  the  first  lunar  landing  will 
be  accomplished  in  1969. 

The  basic  questions  then  are; 
"What  will  our  space  program  be 
called  upon  to  accomplish  beyond  the 
currently  approved  missions?  Flow 
will  continuity  of  the  U.S.  acconi 
plishment  in  space  be  assured  and  a 
flight  gap  be  avoided,  so  that  space 
does  not  become  solely  a  Soviet  area 
of  achievement?  Will  this  country’s 
varied  interests  and  commitments  to 
our  people  and  to  the  world  include 
the  establishment  of  new  space  goals 
- —  beyond  Apollo  —  mat  will  assure 
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our  leading  role  in  space  and  in  the 
world?  Will  our  space  exploration 
capabilities  be  fully  utilized  or  allow¬ 
ed  to  disband?” 

It  is  already  too  late  to  assure  con¬ 
tinuity  of  space  accomplishment  with 
any  new  major  mission  goals  at  a  rate 
as  high  as  we  have  been  experiencing. 
With  the  long  development  lead 
times  involved,  no  new  mission  ob¬ 
jective  that  requires  major  new  hard¬ 
ware  could  be  developed  to  carry  on 
the  high  level  of  manned  space  flights 
achieved  in  Mercury,  Gemini,  and 
Apollo,  or  to  carry  on  the  high  rate 
of  activity  being  maintained  in  our 
unmanned  space  science  and  our  sat¬ 
ellite  applications  flight  program. 

Only  by  using  systems  that  are 
available  or  are  being  developed  for 
the  currently  approved  missions  will 
we  be  able  to  provide  some  level  of 
space  program  continuity.  Fortunate¬ 
ly,  our  current  program  is  providing 
a  strong  capability  for  space  activity 
in  systems  such  as  the  Apollo  space¬ 
craft,  the  Lunar  Excursion  Module 
(LEM)  that  will  carry  the  men  to  the 
surface  of  the  moon,  the  Saturn  V  ve¬ 
hicle  that  will  launch  the  Apollo- 
LEM  system  on  the  lunar  landing 
trip,  and  the  Saturn  IR  vehicle  that 
will  be  used  to  launch  the  Apollo 
spacecraft  into  an  earth  orbit  for 
flight  testing.  We  must  use  these  sys¬ 
tems  if  we  are  not  to  retreat  to  sim¬ 
ply  an  observer  role  in  space. 

The  goal  of  the  Apollo  Applica¬ 
tions  Program  (AAP)  that  is  being 
proposed  is  to  define  enough  signifi¬ 
cant  space  experiments  that  will  use 
ava'l  ible  hardware  to  provide  needed 
data  for  future  missions  and  that  will 
assure  continuity  of  space  activity  un 
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til  new  missions  that  are  defined  can 
be  developed  and  start  their  flight 
activities.  AAP  therefore  can  play  an 
important  role  in  this  country’s  space 
program  if  we  are  to  appear  truly 
competitive  in  this  area  of  techno¬ 
logical  achievement. 

Of  course,  the  definition  of  mean¬ 
ingful  experiments  for  AAP  requires 
that  potential  future  space  objectives 
be  identified.  Only  in  this  way  can 
experiments  be  designed  that  will  an¬ 
swer  specific  questions  associated 
with  major  new  space  undertakings. 
The  answers  to  such  questions  could 
then  give  us  a  basis  for  actively  un¬ 
dertaking  such  future  missions. 

Among  the  major  up  lertakings 
that  have  been  suggested  for  our  fol- 
low-on,  post-Apollo  program  is  plan¬ 
etary  exploration  leading  eventually 
to  manned  exploration  of  Mars,  and, 
if  it  turns  out  to  be  hospitable,  Ve¬ 
nus.  Such  a  program  would  be  a  long 
term  effort  including  unmanned 
flights  to  Mars  and  Venus  and  the 
other  planets  with  well  instrumented 
spacecraft,  manned  Earth  orbiting  re¬ 
search  laboratories  and  space  stations 
having  an  operating  crew  of  at  least 
six  to  12  and  perhaps  as  large  as  20 
or  30  members,  manned  planetary 
Jlyby  and  orbiler  missions  from  which 
unmanned  capsules  could  be  landed 
on  the  planet,  and,  finally,  manned 
landings  on  Mars,  and,  if  possible,  on 
Venus. 

Much  a  broad  planetary  exploration 
program  would  certainly  provide  an 
umbrella  and  a  focus  for  a  long  term, 
broadly  based,  challenging  space  pro¬ 
gram.  It  would  challenge  technology; 
ii  would  require  increased  capabili¬ 
ties  in  almost  all  of  our  technological 
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disciplines  and  in  our  basic  capability 
to  travel  in  space;  it  would  provide  a 
vast  fund  of  scientific  knowledge  and 
understanding  of  the  solar  system;  it 
would  help  to  provitle  a  better  under¬ 
standing  of  the  origin  of  life;  it  would 
maintain  the  vital  challenge  that  gen¬ 
erated  the  interest  of  all  of  our  people 
and  particularly  our  young  in  science 
and  engineering;  it  would  have  a  sig¬ 
nificant  effect  on  our  relations  with 
the  other  countries  of  the  world  and 
could  become  an  important  force  to¬ 
ward  cooperation  and  unity. 

In  the  conduct  of  such  a  total  plan¬ 
etary  mission  program,  nuclear  ener¬ 
gy  would  play  an  important  role.  Nu¬ 
clear  systems  now  under  development 
and  systems  based  on  technology  that 
is  now  being  developed  would  be  re¬ 
quired  to  provide  power  and  propul¬ 
sion  for  the  wide  variety  of  missions 
that  would  be  required  in  this  total 
effort. 

Such  a  total  program  plan  would 
have  to  start  with  unmanned  space¬ 
craft  sent  to  the  planets.  Voyager  is 
the  name  of  the  program  aimed  at  ex¬ 
ploring  the  planets  with  such  large, 
heavily  instrumented,  unmanned 
spacecraft.  These  spacecraft  would 
orbit  the  planet  and  drop  small  cap¬ 
sules  to  the  surface  of  the  planet  to 
measure  surface  and  atmospheric 
characteristics  and  to  initiate  work 
aimed  at  detecting  life. 

The  availability  of  power  lur  the 
orbhing  and  landing  capsules  is  one 
area  that  requires  further  develop¬ 
ment.  Solar  energy  at  Mars  is  only 
one-half  the  amount  available  at 
Earth.  Therefore,  solar  cell  panels 
that  convert  solar  energy  to  electrical 
power  become  large  in  area  although 


they  are  siill  feasible.  However,  on 
the  surface  of  Mars  with  its  limited 
available  solar  energy,  and  at  the 
more  distant  planets  such  as  Jupiter, 
where  the  solar  energy  is  reduced  to 
1  /25th  of  that  of  Earth,  other  power 
systems  must  be  provided.  The  AEC 
is  now  working  with  the  NASA  Jet 
Propulsion  Laboratory  to  determine 
how  nuclear  radioisotope  heated 
electric  power  systems  could  be  in¬ 
corporated  into  the  Mars  orbiting 
Voyager  spacecraft  system,  and,  most 
important,  into  the  Mars  landing  cap¬ 
sules.  For  those  applications  we  may 
need  several  hundred  watts  of  electri¬ 
cal  power. 

In  these  radioisotope  power  sys¬ 
tems,  the  energy  of  the  charged  par¬ 
ticles  emitted  by  radioactive  isotopes 
is  converted  to  heat  as  the  charged 
particles  are  absorbed  within  the  fuel 
capsule;  this  is  then  used  to  heat  the 
hot  side  of  a  thermoelectric  element 
which  converts  the  heat  directly  to 
electrical  energy. 

Radioisotope  heated  systems  using 
thermoelectric  conversion  of  the  heat 
to  electricity  arc  not  new.  Four  of 
these  systems  have  already  been  used 
in  Department  of  Defense  space  flight 
missions  at  powers  of  three  watts  and 
25  watts.  One  of  the  tlnee-watt  units 
has  been  operating  in  space  for  over 
five  years.  The  AFC  has  also  con¬ 
tacted  for  the  development  of  such 
radioisotope  power  systems  for  the 
NASA  Nimbus  weather  satellite  and 
lor  the  Apollo  experiments  that  will 
be  placed  on  the  moon  by  our  astro¬ 
nauts.  Jn  addition,  the  AFC  is  initiat¬ 
ing  the  development  of  a  IlfO-watt  iso- 
to|>c  power  supply  based  on  interest 
expressed  by  the  Do!)  which  may  be 
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ol  value  in  a  wide  variety  of  1' uiure 
space  missions. 

Ah  important  point  in  this  con¬ 
nection  is  that  the  development  of 
a  particular  system  for  a  particular 
mission  leads  inevitably  to  the  use 
of  that  system  in  other  missions. 

This  is  one  of  the  major  justifications 
ior  initiating  advanced  developments 
that  can  then  be  available  for  appli¬ 
cation  in  a  wide  variety  of  flights. 
For  example,  the  25-watt  SNAP-19 
radioisotope  powered  system  is  being 
developed  by  the  AEG  at  the  request 
of  NASA  for  the  Nimbus  program 
and  is  scheduled  to  be  launched  late 
in  1967.  During  the  course  of  this  de¬ 
velopment,  the  AEG  received  an  ur¬ 
gent  request  for  a  power  supply  re¬ 
quired  in  a  matter  of  months  for  an¬ 
other  application.  With  minor  modi¬ 
fications,  the  SNAP-19  system  was 
made  available  to  meet  this  high 
priority  program  need.  In  addition, 
discussions  are  now  being  held  with 
DoD  agencies  that  have  expressed 
their  interest  in  the  SNAP-19  gener¬ 
ators  for  the  DoDGE-M  satellite.  This 
is  a  multi-purpose  experimental  sat¬ 
ellite  being  studied  by  the  DoD. 

Incidentally,  it  is  obvious  under 
such  circumstances,  that  a  consistent 
approach  to  classification  is  required 
among  the  agencies  involved. 

Another  important  element  of  a  to¬ 
tal  planetary  exploration  program 
plan  is  the  requirement  to  conduct 
enough  research  in  Earth  orbit  to  as¬ 
sure  that  men  and  equipment  can  op¬ 
erate  in  space  for  periods  of  at  least 
several  hundred  days  which  are  the 
normal  trip  times  lor  round  trip  visits 
to  Mars.  The  Gemini,  MOL,  and 
Apollo  systems  are  a  step  in  this  direc¬ 


tion.  Gemini  is  providing,  and  MOL 
and  Apollo  will  provide,  much  of  the 
operating  experience  that  will  guide 
the  large  orbital  laboratory  design 
and  operation.  These  larger  earth  or¬ 
bital  laboratories  will  be  required  to 
conduct  astronomical  and  other  space 
sciences  experiments  as  well  as  tech 
nologicnl  and  biomedical  experiments 
in  orbit.  Such  orbital  space  stations 
will  also  eventually  be  needed  as  or¬ 
bital  assembly  anti  checkout  stations 
for  the  large  interplanetary  vehicles. 

An  orbital  laboratory  operation  of 
the  growth  magnitude  I  have  implied 
would  require  the  availability  of 
large  amounts  of  electric  power  that 
could  he  provided  most  satisfactorily 
by  nuclear  energy  systems  that  are  un¬ 
der  investigation.  The  early  versions 
of  these  laboratories  might  need  10 
kilowatts  of  electric  power  for  which 
radioisotopes  would  still  logically  pro¬ 
tide  the  heat  energy  required.  How¬ 
ever,  instead  of  using  direct  conver¬ 
sion  thermoelectric  elements  which 
have  an  efficiency  of  only  about  5  per 
rent,  liiayton  cycle  gas  turbine-alter¬ 
nator  systems  having  efficiencies  as 
high  as  25  to  50  per  cent  arc  being 
developed  and  would  be  used.  Strong 
interest  has  been  expressed  in  these 
systems  by  various  DoD  agencies  and 
by  NASA  .  The  AEG  is  now  develop¬ 
ing  the  technology  ol  the  isotope  heat 
source  and  the  special  fuel  and  con¬ 
tainment  materials  needed  for  such 
systems.  NASA  is  developing  the  tech¬ 
nology  of  the  gas  turbine  type  of  con¬ 
version  equipment. 

The  later  versions  of  these  orbital 
laboratories  will  undoubtedly  grow  in 
power  requirements  lo  at  least  the  50 
kilowatts  that  is  the  initial  dcvelop- 
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ment  larger,  of  the  SNAP-8  nuclear 
reactor-mercury  Rankine  turboalter¬ 
nator  system.  With  continued  sup¬ 
port,  and  wtih  technical  success  in  the 
program,  this  electric  power  system 
should  be  available  for  such  a  large 
laboratory  operation  by  the  mid-70’s. 
However,  its  growth  version  of  50 
electric  kilowatts  and  even  systems  of 
several  hundred  kilowatts  will  also 
be  needed  if  significant  orbital  test, 
research,  and  fabrication  operations 
are  to  be  effectively  conducted  with 
the  orbital  station  as  a  base.  Nuclear 
energy  would  be  an  essential  require¬ 
ment  for  the  long  term  growth  and 
utility  of  such  large  orbital  opera¬ 
tions. 

Manned  planetary  operations  will 
probably  start  with  flyby  missions 
and/or  missions  into  an  eccentric  or¬ 
bit  around  the  planet.  These  missions 
would  provide  the  means  to  check  out 
much  of  the  spacecraft  and  propul¬ 
sion  hardware  that  would  be  needed 
for  the  later  manned  landings  on  the 
planets.  In  addition,  these  missions 
may  provide  an  assist  to  the  unman¬ 
ned  planetary  exploration  missions 
by  guiding  instrumented  capsules  to 
precise  locations  on  the  surface  of  the 
planet,  recording  large  amounts  of  de¬ 
tailed  data  including  detailed  pictures 
of  the  planet  that  could  then  be 
brought  back  by  the  returning  astro¬ 
nauts.  Such  a  mission  could,  there¬ 
fore,  provide  both  hardware  qualifi¬ 
cation  and  scientific  data  important 
to  the  success  of  the  later  landing 
missions. 

Substantial  advantages  result  from 
the  use  of  nuclear  locket  propulsion 
for  such  missions.  For  example,  anal¬ 
yses  have  shown  that  a  Ma's  flyby 


mission  may  require  that  a  spacecraft 
vehicle  system  weighing  almost  a  mil¬ 
lion  pounds  be  assembled  in  Earth 
orbit  if  the  space  propulsion  is  to  be 
accomplished  using  the  chemical  rock¬ 
et  systems  chat  are  being  used  now. 
However,  if  nuclear  propulsion  is  to 
be  used,  then  this  weight  could  be  re¬ 
duced  by  at  least  40  per  cent,  and,  if 
a  high  enougfi  nuclear  rocket  specific 
impulse  is  achieved,  perhaps  by  half, 
to  about  500,000  pounds.  Two,  or  at 
least  three,  Saturn  V  launches  with 
assembly  in  orbit  would  be  required 
to  perform  such  a  nuclear  propelled 
flyby;  if  the  Saturn  V  were  uprated  to 
a  payload  in  Earth  orbit  of  half  a 
million  pounds  by  strapping  solid 
rockets  to  the  basic  vehicle,  then  it 
may  he  possible  to  do  the  mission 
with  a  single  Saturn  V  launch. 

In  a  nuclear  rocket  propulsion  sys¬ 
tem,  a  nuclear  reactor  is  used  to  heat 
the  rocket’s  hydrogen  propellant  to 
high  temperatures,  producing  specific 
impulse  of  at  least  750  seconds  and 
possibly  as  high  as  950  seconds.  This 
compares  with  the  425  to  450  seconds 
specific  impulse  capability  of  chemical 
combustion  rockets.  In  effect,  there¬ 
fore,  the  nuclear  reactor  heat  source 
replaces  the  combustor  in  the  chemi¬ 
cal  rockets;  also  there  is  only  one  fluid 
—  hydrogen — .rather  than  the  hi  pro¬ 
pellants  of  liquid  chemical  rockets. 

The  use  of  nuclear  rocket  propul¬ 
sion  for  space  missions  presents  no 
technical  problems.  The  success  that 
we  have  had  in  the  joint  AEON  ASA 
program  to  develop  nuclear  rockets 
over  the  past  two  years  demonstrates 
the  high  performance  that  can  be 
achieved  with  these  systems,  their 
high  reliability,  the  high  degree  of 
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understanding  we  have  about  them, 
and,  in  general,  the  high  level  o£  con¬ 
fidence  with  which  mission  commit¬ 
ments  can  now  be  made  to  their  use 
in  the  space  program.  1  believe  that 
commitments  can  and  should  now  he 
made  to  use  nuclear  rockets  wherever 
payload  weights  greater  than  those  of 
the  basic  Saturn  V'  vehicle  will  be  re¬ 
quired  beyond  earth  orbital  missions. 
These  would  include  direct  flight  lu¬ 
nar  landing  missions,  planetary  flvhy 
missions,  and  the  planetary  landing 
missions.  It  certainly  appears  a  much 
wiser  long  term  investment  to  apply 
this  advanced  system  as  early  as  possi 
blc  to  derive  the  benelits  of  this  new 
technology  rather  than  to  make  new 
investments  to  stretch  the  old<  r  tech¬ 
nology. 

Since  May  ol  1961,  our  nuclear 
rocket  program  has  successfully  tested 
six  nuclear  rocket  reactors  and  one 
total  breadboard  engine.  The  bread¬ 
board  engine  was  run  during  the  first 
half  of  this  year  for  a  total  operating 
time  of  almost  two  hours  with  about 
118  minutes  of  that  time  at  full  power, 
full  thrust  and  ai  altitude  equivalent 
impulse  of  over  750  seconds.  The 
bieadboard  engine  included  the  re¬ 
actor,  a  turbopump  system,  a  regen- 
erativeiy  cooled  jet  nozzle  with  a 
bleed  port  that  drew  high  tempera¬ 
ture  hydrogen  from  the  reactor  dis¬ 
charge  to  power  the  turbine,  and  an 
automatic  control  system.  In  a  reactor 
test  series  that,  was  just  completed 
about  three  weeks  ago,  we  ran  a  re¬ 
actor  for  a  half  hour  at  these  condi¬ 
tions  to  obtain  detailed  information 
on  the  realtor  components  operating 
at  these  high  performance  conditions. 

The  total  integrated  operating  time 


on  all  of  our  reactor  and  engine  tests 
has  been  about  li/2  hours.  Every  sin¬ 
gle  test  was  successful  and  met  or  ex¬ 
ceeded  its  test  objectives.  This  string 
of  successful  tests  leads  to  the  obvious 
conclusion  that  nuclear  rockets  ofler 
high  reliability  in  addition  to  ex¬ 
tremely  high  performance  and  that 
the  development  program  require¬ 
ments  are  well  understood  and  dem¬ 
onstrated.  No  other  advanced  propul¬ 
sion  system  is  as  well  proven  out  in 
development  at  this  time;  it  is  highly 
improbable  that  any  other  one  can  be 
available  in  the  time  period  when 
manned  operations  in  space  may  re¬ 
quire  them.  Nuclear  rockets  provide 
a  major  advance  in  this  country’s  ca¬ 
pabilities  to  explore  space  and  tc  be 
a  leader  in  space  technology  and  as 
is  required  by  the  Space  z\ct,  “in  the 
application  thereof  to  the  conduct,  of 
peaceful  activities  .  .  . 

Beyond  the  preliminary  flyby  or  ec¬ 
centric  orbit  missions,  in  the  total 
program  approach  1  have  described, 
would  come  the  manned  planetary 
landing  missions.  These  would  re¬ 
quire  extremely  large  and  heavy  space¬ 
craft  systems  with  large  space  propul¬ 
sion  energy  requirements.  Manned 
planetary  missions  present  interesting 
possibilities  of  using  what  1  might, 
call  “space  billiards'’  to  make  t he  mis¬ 
sions  easier  (lower  energy  require¬ 
ments)  and  perhaps  to  make  such 
missions  more  valuable. 

Because  the  earth  and  the  other 
planets  -for  example  Mats — do  not 
move  in  circular  orbits  around  the 
Sun,  different  amounts  of  energy  ate 
required  to  dc  a  Mars  mission  at  dif¬ 
ferent  opportunities.  As  a  result,  the 
weight  of  the  total  interplanetary  hu¬ 
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dear  rocket  propelled  space  craft  sys¬ 
tem  that  would  have  to  be  assembled 
in  earth  orbit  for  a  Mars  mission 
could  vary  from  1.5  million  to  almost 
5  million  pounds.  This  variation 
could  be  reduced  to  1.0  to  2.5  mil¬ 
lion  pounds  if  the  route  to  Mars,  or 
returning  from  Mars,  were  designed 
to  pass  close  to  Venus.  This  space  bil¬ 
liard  shot  would  take  advantage  of 
the  fact  that  the  mass  of  Venus  exerts 
a  gravitation  attraction  on  the  space¬ 
craft  system  that  adds  or  subtracts  ve 
locity  and  can  change  the  direction  of 
flight. 

It  may  he  helpful  to  better  under¬ 
stand  the  role  of  nuclear  propulsion 
in  such  missions  if  I  described  a 
manned  Mars  mission  starting  from 
Earth  orbit  in  1982.  Such  a  timing 
should  he  technologically  possible. 
The  total  spacecraft  made  up  of  the 
Mars  Mission  Module,  the  Mars  Ex¬ 
cursion  Module,  and  the  Earth  Re¬ 
turn  Module,  and  the  necessary  mid- 
course  and  orbital  maneuvering  pro 
pulsion  might  weigh  300,000  to  350,- 
000  pounds.  The  three  stages  of  un¬ 
clear  rockets  required  to  propel  this 
huge  spacecraft  out  of  Earth  orbit, 
decelerate  it  into  the  Mars  orbit,  and 
depail.  from  the  Mats  orbit  would 
weigh  almost  anothei  2  million 
pounds  giving  a  total  weight  of  2.3 
million  pounds  il  space  billiards  or 
planetary  English  is  not  relied  upon. 
If  Venus  swinghy  is  used,  then  the 
total  initial  system  weight  in  Earth 
orbit,  including  the  spacecraft,  would 
be  reduced  to  almost  1.8  million 
pounds.  II  the  orbital  payload  capa¬ 
bility  ol  .Saturn  V  were  increased  to 

36 


about  500,000  pounds  (its  present 
designed  capability  is  250,000  pounds), 
then  this  entire  system  could  be 
placed  in  orbit  using  six  uprated  Sat 
urn  V  launches  and  could  be  assem¬ 
bled  in  the  orbital  laboratory  assem¬ 
bly  station.  A  preferable  approach 
would  probably  require  the  develop¬ 
ment  of  a  post-Saturn  launch  vehicle- 
having  an  orbital  payload  of  at  least 
a  million  pounds  to  reduce  orbital 
assembly  operations. 

In  any  case,  the  three  stages  of  the 
space  vehicle  assembled  in  Earth  orbit 
would  use  the  same  nuclear  rocket  en¬ 
gine  having  a  tintist  of  200,000  to 
250.000  pounds  and  a  speeife  impulse 
of  about  800  to  850  seconds,  The  or 
bital  departure  stage  would  use  a 
cluster  of  two  cn  three  unclear  pro¬ 
pulsion  modules  while  the  other  two 
stages  would  each  use  a  single  piopul- 
sion  module. 

The  lirst  stage  would  lire  tor  about 
30  minutes  (as  I  pointed  out  eailicr, 
such  operating  times  have  already 
been  achieved  in  ground  tests)  and 
would  accelerate  the  spacecraft  to  a 
velocity  of  approximately  40,000  Sect 
pet  second  lclative:  L<>  Earth.  As  it  es¬ 
capes  the  Eat  ill's  gravitational  lie  Id, 
the  spacecraft  joins  the  family  of 
planets  in  our  solat  system  rating 
around  the  sun.  With  its  caieltillv 
planned  t’  jeclovy,  the  spacecraft,  will 
'■catch-up"  to  Mais  and  be  "caught 
up"  by  the:  Martian  gravitational 
field.  As  M;iis  is  approached,  a  grad¬ 
ual  ineicasc  in  velocity  relative  to 
Mats  will  occur  until  a  value  uvei 
20,000  leel  per  second  is  reached 
when  the  spacecraft  comes  to  its  c  los- 
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est  approach  to  the  surface  of  Mars. 
Then,  the  second  nuclear  rocket  stage 
would  slow  down  the  spacecraft  un¬ 
til  it  achieves  the  Mats  orbital  veloc¬ 
ity  of  about  10,000  feet  per  second. 
This  part  of  the  trip  to  Mars  would 
take  about  220  days.  (As  a  follow-on 
improvement,  nuclear  reactor  electric 
propulsion  systems  could  be  used  to 
provide  some  mission  improvement  if 
they  can  be  developed  to  give  high 
enough  performance).  Six  or  perhaps 
-even  members  of  a  ten  man  crew 
would  be  landed  on  the  surface  of 
Mars  in  the  chemically  propelled 
Mars  Excursion  Module  (MEM).  Af¬ 
ter  about  30  or  40  days  of  exploration, 
they  would  return  to  the  orbiting 
spacecraft  for  the  200  day  trip  back 
to  Earth. 

This  kind  ol  a  mission  certainly 
sounds  difficult,  and  it  is.  However, 
with  a  properly  planned  total  pro¬ 
gram,  including  the  necessary  atten¬ 
tion  to  the  development  of  all  of  the 
r<  quired  technology  in  addition  to 
carrying  out  the  necessary  precursor 
missions,  some  of  which  I  have  briefly 
discussed,  this  mission  should  be  no 
harder  to  do  in  the  early  part  of  the 
decade  of  the  dO's  titan  is  the:  lunar 
landing  mission  in  this  decade. 

This  is  the  broad  outline  of  one 
total  program  plan  that  1  believe  can 
be  established.  It  is  not,  however,  an 
approved  space  program  plan. 

llefore  rinsing,  I  would  like  to  rec¬ 
ognize  the  obvious;  a  strong  spate  ca¬ 
pability  is  not  enough  feu  this  coun¬ 
try  if  it  is  to  effectively  carry  out  its 
responsibilities  at  home  and  through 
out  the  world.  It  must  ho  strong  and 


advanced  in  all  fields;  it  must  project 
an  over-all  image  of  strength,  prog¬ 
ress,  concern  for  justice  and  human 
welfare.  It  must  be  militarily  strong, 
it  must  be  scientifically  advanced  and 
searching,  it  must  be  economically 
sound.  None  of  our  jieople  must  be 
deprived  of  the  essentials  of  good  liv¬ 
ing  and  opportunity — the  opportuni¬ 
ty  for  education,  for  productive  and 
challenging  work,  for  good  homes, 
and  for  pleasant  surroundings — must 
be  available  to  all.  This  kind  of  a  to¬ 
tal  image  is  not  easy  to  establish.  All 
of  these  national  requirements  add 
up  to  heavy  demands  on  our  resources 
that  mud  be  properly  balanced. 

In  this  balance,  we  would  certainly 
anticipate  that  the  capability  that  has 
been  established  for  space  exploration 
will  be  effectively  utilized  and  ex¬ 
panded  to  assure  our  leadership  posi¬ 
tion.  In  receiving  the  Robert  H.  God¬ 
dard  Trophy  earliei  this  year,  Presi¬ 
dent  Johnson  said.  '.  .  .  so  long  as  1 
am  in  public  office.  1  am  going  to  do 
everything  within  my  power  and  my 
capability  to  prevent  us  from  falling 
behind  .  .  .  The  whole  Nation  now 
understands  the  true  .significance  of 
America's  space  efforts.  The  story  of 
man's  advancement  clown  through  the 
ages  is,  of  course,  the  story  of  his  vic¬ 
tories  over  the  forces  of  nature.  The 
health  and  comfort  he  enjoys,  the 
lc  isute  lie  possesses,  the  abundance  ol 
food  he  eats,  all  of  these  are  the  re¬ 
sult  ol  his  unending  determination  to 
probe  the  sec  lets  of  the  world  atomic! 
him. 

“In  1!>5K  when  we  introduced  the 
legislation  to  create  the  National 
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Aeronautics  and  Space  Administra¬ 
tion,  I  said  in  the  Senate  at  that  time, 
‘I  believe  that  the  development  of  the 
space  age  will  bring  the  beginning  of 
the  longest  and  greatest  boom  of 


abundance  and  prosperity  in  the  his¬ 
tory  of  man.’ 

“Time  is  bringing  out  that  belief. 
The  future  belongs  to  those  of  faith, 
daring,  and  vision  .  .  . 


PANEL  -  SCIENCE  AND  TECHNOLOGY, 
AND  CLASSIFICATION  MANAGEMENT 


RICHARD  BOBERG:  Ladies  and 
gentlemen,  let  me  welcome  you  to  our 
afternoon  session.  Our  first  item  for 
this  afternoon  will  be  a  series  of  pres¬ 
entations  and  a  discussion  period  on 
the  subject  of  Classification  Manage¬ 
ment,  Science  and  Technology,  which 
happens  to  be  the  theme  of  our  sem¬ 
inar.  The  panel  for  the  afternoon 
will  be  moderated  by  our  own  Dr.  Les 
Redman.  I  see  from  the  notes  that  Dr. 
Redman  so  kindly  gave  me  that  he 
also  is  a  graduate  of  Amherst  College. 
I  say  “also”  because,  as  you  recall, 
Don  Woodbridgc  was  an  Amherst, 
graduate.  1  wonder  if  they  teach  class¬ 
ification  management  down  there.  Dr. 
Redman  did  his  work  for  his  Ph.  D. 
at  MIT.  He  worked  in  research  in 
the  Manhattan  District  during  the 
war,  and  lie  was  with  Monsanto 
Chemical  Company  from  15)  Hi  to 
1919  doing  industrial  chemistry  re¬ 
search.  lie  then  returned  to  the  nu¬ 
clear  energy  field  at  Los  Alamos  Scien¬ 
tific  Laboratory,  University  of  Cali¬ 
fornia,  in  New  Mexico  whore  lie  still 
toils.  Dr.  Redman,  as  1  think  lie  has 
previously  been  dcscnb.'d  to  you,  is  a 
Director  of  our  national  society  and 
in  addition  —and  I  believe  this  to  be 
a  great  plus  factor  in  his  favor  -he  is 
the  editor  of  our  Journal.  He  i\  in 
addition,  a  rcgistcicd  patent  agent,  a 
member  ol  the  Anieiican  Nuclear  .So¬ 


ciety,  a  fellow  in  the  American  Insti¬ 
tute  of  Chemists,  a  membci  of  the 
American  Association  for  the  Ad¬ 
vancement  of  Science,  and  of  the  Spe 
cial  Libraries  Association.  I  indicated 
to  Les,  when  I  first  read  this  over, 
about  five  minutes  ago,  that  he  is 
dealing  with  a  Swede,  and  Swedes 
pronounce  their  “J’s”  as  in  Yune  and 
Yuly.  In  any  case  I  am  going  to  make 
an  attempt  at  these:  He  is  interested 
in  conservation  of  water  and  wild  life 
in  New  Mexico  and  is  a  Commission¬ 
er  of  the  Acequia  Del  Cano  and  is 
President  of  the  Board  of  Directors  of 
the  Pojoaque  Water  Shed  District.  I 
give  you  Dr.  Les  Redman. 

LESLIE  M.  REDMAN:  The  basic 
point  jn  any  discussion  of  science  and 
technology  and  classification  manage¬ 
ment  was  made  by  Frank  Thomas 
this  morning:  that  a  balance  must  be 
struck  between  defense  and  progress, 
because  there  is  an  unequivocal  and 
urtresolvable  conllict  between  them. 
In  this  panel,  and  the  discussions 
that  follow,  we  hope  to  go  into  detail 
about  the  nature  and  effects  of  the 
interaction  between  science  and  tech¬ 
nology  and  classification  management. 
Detail  is  necessary  because  of  the  con¬ 
flicting  nature  of  (lie  two.  We  will 
follow  the  usual  approach  of  pie- 
pared  remarks  to  be  followed  by  dis¬ 
cussion  and,  we  hope,  a  summary  ol 
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the  situation  that  is  penetrating,  in¬ 
clusive,  and  conclusive.  We  expect  to 
exemplify  rather  than  to  exhaust  — 
our  periods  are  hardly  long  enough 
to  do  very  much  in  this  extensive  area. 
The  morality  of  interfering  with  free 
dissemination  of  scientific  informa¬ 
tion  is  not  usually  discussed.  It  seems 
to  be  an  ignored  fundamental  of  the 
essential  conflict  between  science  and 
classification.  Classification  doesn’t 
prevent  research  by  others.  Ideally, 
it  prevents  the  use  of  the  results  of 
research  by  those  outside  the  project, 
or  outside  of  access  to  the  informa¬ 
tion,  which  applies  in  this  country  as 
well  as  in  other  countries.  The  point 
to  that  is  what  Frank  Thomas  talked 
about.  We  are  standing  in  our  own 
way,  in  a  deliberate  and,  we  hope, 
measured  way,  when  we  try  to  apply 
classification  management  to  science 
information. 

We  have  three  speakers  to  give  us 
the  benefit  of  some  of  their  experi¬ 
ence  and  thoughts  about  his  general 
subject. 

The  first  will  be  Ted  Church.  lie 
works  at  the  Sandia  Corporation,  Al¬ 
buquerque  Laboratory.  Sandia  is  the 
successor  to  the  old  /-Division  of  the 
Los  Alamos  Scientific  Laboratory. 
There  has  been  some  discussion  about 
which  came  first,  the  chicken  or  the 
egg.  l  ed  is  extremely  unusual  in  i lie 
history  of  the  Los  Alamos  Scientific 
Laboratory  in  that  he  preceded,  that 
is  to  say,  he  was  born,  raised,  and 
educated  in  Los  Alamos,  New  Mex¬ 
ico-one  of  the  very  few.  After  fin¬ 
ishing  the  sccondaiy  education  at  the 
Hoys  Kancli  School  there,  he:  went  to 
Harvard  University  as  a  civilian  but 
— as  Dick  has  already  noted,  1  am  an 
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Mil  alumnus — 1  note  with  pleasure 
that  Ted  went  to  MIT,  after  a  brief 
exposure  to  Harvard,  and  was  grad¬ 
uated  from  there  in  1946  and  imme¬ 
diately  joined  the  I, os  Alamos  Scien 
tific  Laboratory  upon  being  granted 
a  clearance,  in  /-Division  at  Sandia. 
He  was  concerned  when  he  first  went 
there  with  the  development  of  elec¬ 
tronic  components  for  nuclear  weap¬ 
ons  and  he  still  is.  This  gives  him  a 
twenty-year  background  in  technical, 
scientific  research  and  development 
in  a  classified  field — after  having  had 
an  unclassified  experience  in  Los 
Alamos,  which  very  few  enjoyed.  1 
give  you  Ted  Church,  speaking  on 
the  responsibilities  for  classification 
in  technical  and  scientific  projects. 

T.  S.  CHURCH 

The  classification  specialist  is  usu¬ 
ally  in  a  staff  position;  is  busy  an¬ 
swering  questions  as  to  why  certain 
information  was  published  in  the 
newspaper  and  yet  is  treated  as  classi¬ 
fied;  is  trying  to  arrange  several 
meetings  with  suppliers,  consultants 
and  the  Classification  Hoard;  and  is 
a  second  thought  (if  thought  of  at 
all)  to  the  scientist  who  is  about  to 
disclose  a  new  finding  by  telephone 
to  a  classmate  at  another  company 
across  the  nation. 

Glassification  is  abhorred  more 
than  adopted  as  an  attribute  by  scien¬ 
tists  and  engineers.  All  too  often  clas¬ 
sification  becomes  a  matter  of  forced 
interest  only  at  higher  management 
level  and  then  only  among  a  certain 
few. 

Classification  is  not  that  bad,  is  not 
the  impediment  so  many  proclaim  it 
to  he.  It  is  lack  of  knowledge  of  classi- 
fication  and  security  practices  that 
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seems  io  have  brought  fear  and,  worse 
yet,  relegation  of  security  to  a  sub¬ 
conscious  or  let  it-be-forgotten  level  in 
many  minds. 

A  few  definitions,  possibly  not 
needed  for  many  of  this  audience, 
may  nevertheless  be  useful  before  pro¬ 
ceeding  further. 

Classification  is  the  defining  part 
of  information  protection.  Classifica¬ 
tion  establishes  what  is  to  be  pro¬ 
tected.  Security  establishes  how  classi¬ 
fied  information  and  things  are  to  be 
protected.  The  degree  of  protection, 
the  hardware  to  be  used,  the  practices 
to  be  followed  in  providing  access  to 
information,  is  the  province  of  secur¬ 
ity.  Classification  involves  the  inter¬ 
mingling  of  information  of  different 
kinds  from  different  sources.  Classifi¬ 
cation  is  involved  with  physical 
things  to  the  extent  that  things  may 
reveal  information  equally  if  not  bet¬ 
ter  than  written  documents,  drawings, 
pictures  and  other  communication 
media. 

That  certain  public  information 
must  be  protected  is  a  legislative  de- 
c  ision,  as  provided  by  various  espio¬ 
nage  laws  and  the  Atomic  Energy 
Act.  Governments  are  not  alone  in 
protecting  information,  as  witness  in¬ 
dustrial  secutuy  practices.  While 
classification  activities  administer  and 
interpret  the  legislative  acts,  security 
forces  apply  the  protective  machinery. 

At  times  it  may  appear  that  empha¬ 
sis  is  on  preventing  information  I  rum 
getting  to  t  el  tain  pat  \  icular  ret  ipients 
rather  than  protecting  the  informa¬ 
tion  it-ioll  at  the  source  and  holding  it 
among  those  who  have  a  need  lor  it. 

'i  he  protection  ol  information  is 
not  absolute  lot  till  time.  Time  is  of 
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the  essence  in  all  systems  of  security. 
The  most  tightly  protected  informa¬ 
tion  evetiually  becomes  released,  if 
not  all  at  once,  by  degrees,  depending 
on  the  effectiveness  of  the  security 
procedures  and  machinery. 

Scientists  and  engineers  in  defense 
work  (including  the  AEG,  NASA, 
DoD  and  their  contractors)  are  not 
alone  in  living  with  security  informa¬ 
tion.  Industrial  concerns  working  in 
commercial  ventures  in  many  cases 
have  moie  elaborate  categories  and 
varying  means  of  access  to  their  pro¬ 
prietary  information  than  does  the 
AEG.  Drug  and  chemical  companies, 
advertising  agencies,  and  even  design 
groups  within  companies  are  exam¬ 
ples  that  come  to  mind.  Industry 
learned  long  ago  that  taking  out.  a 
patent  merely  publishes  the  fact  that 
what  was  patented  is  indeed  possible. 
What  follows  are  usually  successful 
efforts  to  copy  by  varying  slightly 
what  was  patented,  resulting  in  the 
benefits  accruing  to  others.  Proprie¬ 
tary  infoimation  is  retained  undo 
very  elaborate  systems  of  industrial 
security.  The  infoimation  defined  by 
legislative  action  to  be  proprietary  to 
the  people  oi  the  IJ.S.  should  be  ac¬ 
corded  similar  management.  Defense 
Infoimation  and  its  special  category. 
Restricted  Data,  define  special  infor¬ 
mation  that  is  proprietary  to  the  na¬ 
tion  iti  the  same  way  as  certain  in¬ 
humation  is  propi ielai y  to  companies 
ami  individuals. 

A  perspective  ol  the  technical  per¬ 
son’s  altitude  toward  <  lassilication 
can  be  gained  ftoin  a  few  major  at- 
uibuies  surrounding  the  job  of  an 
engineer,  a  scientist,  or  a  supervisor 
ol  a  technical  pioject,  II  limited  to 

NGM.SJ  !<)<,(, 


five  factors  that  are  important  con¬ 
siderations  we  invariably  find  the  fol¬ 
lowing  listed,  and  usually  in  the  fol¬ 
lowing  order:  safety,  security,  relia¬ 
bility,  quality,  and  cost. 

What  is  meant  by  these  attributes 
is  that  they  are  a  part  of  the  job — 
all  of  the  technical  or  scientific  jobs 
— all  of  the  time.  Safety  is  usually 
considered  a  first  consideration;  how¬ 
ever,  there  are  circumstances  where 
security  may  come  first.  This  is  not 
to  say  that  cost  is  the  least  important, 
aspect  of  every  job,  but  is  usually  list¬ 
ed  near  the  end  of  this  list.  The  cur¬ 
rent  administration’s  emphasis  on 
cost  effcctivncss  alone  justifies  the 
placing  of  cost  ori  this  list.  (The  for¬ 
malization  of  value  engineering  in 
various  companies  was  not  that  of 
adding  something  new  but  an  admis¬ 
sion  that  engineers  had  gotten  into 
the  habit  of  forgetting  costs — some¬ 
thing  they  were  urged  to  consider  in 
engineering  school  long  ago.)  Re¬ 
liability  in  this  list  covers  the  need 
to  insure  that  the  project  or  the  de¬ 
sign  will  function  as  intended,  (dual¬ 
ity  covets  tiie  design,  development, 
manulai  utre,  maintenance,  replace¬ 
ment,  retirement  processes  and  their 
efficiencies.  Security  in  this  list  covers 
both  the  understanding  ol  what  is  to 
he  protected  and  why,  and  also  the 
procedures  and  mechanisms  to  he 
used.  Classification  is  thus  a  part  of 
see  ur  ity  in  this  list. 

Science  and  iccluiulogy  is  a  special 
atea  of  concern  to  those  who  manage 
classification.  The  engineer,  the  scien¬ 
tist,  the  manager  and  .supei  visor  an: 
tire  opeiaiives  in  this  area.  They  arc 
the  ones  able  to  weigh  the  definitions 
and  needs  for  pioiee.tirig  technical  in 
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formation  associated  with  their  tasks 
— just  as  they  measure  costs,  balance 
reliability  against  complexity,  and  in¬ 
ject  safe  features  into  their  designs 
and  projects.  Accountants  and  librar¬ 
ians  aid  these  operatives  in  their  tasks. 
The  classification  office  is  another 
source  of  help  and  coordination.  Re¬ 
sponsibility  for  the  proper  classifica¬ 
tion  of  technical  information  rests 
with  the  technical  people.  They  must 
he  educated  or  oriented  to  this  facet 
by  the  classification  specialist,  much 
as  the  safety  specialist  operates  with 
the  line  supervisors  or  foremen,  car  as 
the  value  engineering  group  teaches 
groups  of  engineers  cost  reduction 
techniques.  The  research  scientist 
must  assume  responsibility  for  the  un¬ 
derstanding  of  classification  in  his 
work  to  the  same  ex  Lent  as  he  stands 
ready  to  accept  responsibility  lor  the 
papers  lie  publishes  -but  v'hich  arc 
edited  and  reviewed  by  technical 
writers  and  journal  editors. 

The  classification  specialist  is  a  co¬ 
ordinator  as  well  as  an  accumulator 
of  the  practices  of  others  engaged  in 
the  various  aspects  of  classification. 
11  r  is  the  point  of  contact  in  clarify¬ 
ing  the  whys  and  wherefores  of  the 
multitude  of  classification  determina¬ 
tions.  t  he  final  burden  of  under¬ 
standing  and  of  changing  classifica¬ 
tion  belongs  to  the:  person  who  is 
creating  or  altering  the:  information 
dial  is  classified. 

A  problem  in  classification  is  de¬ 
termining  whether  certain  inform. i 
don  is  classified  or  unclassified.  Many 
people  approach  the  dctctinination 
problem  with  a  pieconccivcd  notion 
tltai  inlcn  mat  ion  is  unclassified  unless 
nieivcM  to  he  classified.  'I  lie-  opposite 
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approach  is  also  often  used,  especial¬ 
ly  in  connection  with  the  Restricted 
Data  category  provided  by  the  Atomic 
Knergy  Act.  It  is  best  that  this  deter¬ 
mination  be  approached  analytically, 
objectively,  and  as  the  first  order  of 
business.  A  piece  of  information  is 
classified  or  unclassified  —  not  one 
then  the  other,  until  proven  other¬ 
wise.  Whether  certain  information  is 
secret  or  confidential  is  a  secondary 
question  whose  answer  depends  on 
i  he  degree  of  protection  that  should 
be  afforded  or  is  required  by  appro¬ 
priate  regulation  or  order.  The  pri¬ 
mary  question,  is  whether  the  infor¬ 
mation  is  classified  or  not. 

To  make  a  satisfactory  determina¬ 
tion  of  classification,  one  must  first, 
be  acquainted  with  what,  basically,  is 
being  protected.  Information  concern¬ 
ing  a  component,  for  example,  may  be 
classified  because  what  it  reveals 
about  the  next  assembly  is  classified. 
The  faci  that  the  component  is  classi¬ 
fied  is  not  sufficient  for  basing  a  de¬ 
termination  that  any  information 
about  the  component  is  classified.  An 
analysis  must  be  made  to  determine 
what  it  is  about  the  component  that 
reveals  the  information  that  is  classi¬ 
fied  at  the  next  assembly  level.  Usual¬ 
ly  a  key  prut,  device,  explicit  func¬ 
tion,  or  process  of  combining  mate¬ 
rials  can  be  found  to  be  the  central 
core  on  which  to  base  classification 
determinations, 

If  classification  can  he  hung  on  a 
keystone,  the  understanding  and  prac- 
ice  becomes  much  easier,  since  fur¬ 
ther  derivative  classification  determi¬ 
nations  can  be  provided  in  a  logical 
manner.  Technical  and  scientific  per¬ 
sonnel  who  must  know  what  is  classi¬ 


fied  in  their  area  appreciate  classifi¬ 
cation  guidance  built  up  in  an  ana¬ 
lytical  fashion.  Such  appreciation  car¬ 
ries  with  it  respect. 

Classification  determination  is  a 
continual  process  in  any  technical 
project.  Careful  review  of  new  and 
changed  information  about  a  project, 
and  its  association  with  other  pro¬ 
grams,  is  required.  The  evolution  of 
new  technical  information  takes  place 
in  the  technical/scientific  area  and 
therefore  the  first  responsibility  to¬ 
ward  proper  classification  on  a  con¬ 
tinuing  basis  is  on  the  shoulders  of 
the  scientist,  engineer,  and  technical 
management. 

Not  only  are  classification  determi¬ 
nations  made  within  the  context  of 
the  immediate  program,  but  also  on 
its  associations  within  a  larger  sys¬ 
tem  of  programs.  In  fact,  the  associa¬ 
tions  of  a  particular  program  with  a 
larger  system  of  programs  may  lie  log¬ 
ically  unclassified  but  the  actual  or 
real  environment  of  unrelated  pro¬ 
grams  may  imply  information  that  is 
classified.  Frequently,  in  order  to 
make  careful  classification  determi¬ 
nations,  one  must  detach  himself 
from  his  own  day-to-day  entangle¬ 
ments  and  examine  a  situation  bom 
the  point,  of  view  of  an  intelligent 
outsider,  whose  primary  objective  is 
the  seeking  of  proprietary  informa¬ 
tion  of  value. 

Similarly,  a  detachment  from  the 
immediate  activity  is  necessary  to 
carefully  evaluate  the  usefulness  of 
information.  An  advanced  technical 
project  may  attach  little  value  to  pro¬ 
tecting  information  that  would  not 
represent  an  advance  in  its  own  state- 
of-the-art,  but  another  company  or 
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another  country  that  has  not  achieved 
any  art  in  the  particular  area  would 
receive  significant  benefits.  These 
two  areas,  guilt  by  association  and 
relative  state-of-the-art,  are  perhaps 
the  most  difficult  to  manage  in  the 
classification  profession. 

Important  in  the  proprietary  infor¬ 
mation  context  is  information  imply¬ 
ing  that  a  certain  technical  fact  exists, 
or  that  a  method  of  performing  a 
technical  act  is  possible.  Particularly 
if  the  discovery  required  a  great  deal 
of  effort  in  creative  brain  power  or 
technological  support,  one  should 
strive  for  maintaining  as  classified  the 
revelation  of  achievement  for  a  pe¬ 
riod  of  time  commensurate  with  the 
value  cf  the  discovery.  The  revelation 
of  success,  at  a  minimum,  provides 
information  that  effort  applied  to¬ 
ward  a  given  goal  will  result  in  a  pos¬ 
sible  event,  while,  without  such  an 
indication  of  success,  multiple  efforts 
in  various  directions  would  be  con¬ 
tinued  by  others.  The  degree  of  suc¬ 
cess  is,  of  course,  of  additional  inter¬ 
est  to  the  information  seeker. 

The  effect  of  classification  on  re¬ 
search  is  frequently  reported  as  being 
depressing.  The  red  tape  of  security, 
the  suppression  of  the  ability  to  pub¬ 
lish,  and  the  difficulties  presented  in 
being  able  to  describe  the  challenges 
to  potential  new  workers  in  a  classi¬ 
fied  field  arc  frequently  called  out. 
I  hc  fears  are  there.  They  have  been 
expressed  long  and  loud,  lint  with 
proper  at  imitation  of  technical  per¬ 
sonnel  in  classification  and  its  man¬ 
agement,  and  with  support  by  classi¬ 
fication  specialists  in  disentangling 
the  basis,  or  the  iuhy  of  classification, 
many  of  the  fears  can  be  laid  to  rest. 


Also,  there  are  many  unclassified  fea¬ 
tures  about  most  classified  projects. 

Facts  of  nature  are  basically  un¬ 
classified.  The  goal  of  research  is  the 
discovery  of  facts  of  nature.  The  ap¬ 
plication  of  newly  discovered  facts  of 
nature  for  a  company’s  or  a  nation’s 
benefit  or  protection  in  the  face  of 
adversity  must  frequently  be  classi¬ 
fied.  The  largest  degree  or  greatest 
amount  of  classified  information  will 
be  with  the  company  or  the  nation 
that  is  apparently  the  furthest  ahead 
(by  whatever  standard  of  measure). 
Fite  continuing  challenge  to  advance 
will  continue  the  need  to  classify  new 
information,  while  the  predisposition 
of  leaders  to  help  others  will  result  in 
releasing  previously  classified  infor¬ 
mation.  As  humans,  all  of  us  must 
participate  in  the  judgments  required 
for  the  proper  classification  of  tech¬ 
nical  information. 

RKDMAN:  Dr.  lsvereit  Welt  tiers  is 
a  native  Iowan,  educated  there  and  in 
Michigan.  He  has  been  concerned  for 
some  lime  with  aerospace  professional 
studies  and  to  some  extent  with  the 
teaching  of  mathematics,  and  has 
been  on  the  fringe  of  classified  infor¬ 
mation  much  of  that  lime.  He  is  cur¬ 
rently  Assistant  for  Technical  Opera¬ 
tions  of  the  Manned  Systems  Division 
of  Aerospace  Corporation  here  in  I. os 
Angeles.  Dt.  Wchners. 

E.  T.  WELMERS 

Out  of  the  19th  Century  lias 
come  a  most  fascinating  book,  li 
is  a  fanlasv  for  childien  wiitien 
by  a  distinguished  mathematician. 
It  lias  also  become  a  doc  iimcni  of  con¬ 
tinuing  fascination  for  sophisticated 
adults.  The  first  editions  command 
rather  fabulous  pi  ices  at  least  for 
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books  that  were  published  in  the  last 
few  centuries — and  a  photo  reproduc¬ 
tion  of  one  of  these  first  editions  has 
turned  out  to  be  almost  a  best  seller. 
Characters  like  Tweedledum,  Twee- 
dledee,  the  Mad  Hatter,  and  the 
Queen  of  Hearts,  have  attained  the 
status  of  classics.  I’d  like  to  para¬ 
phrase  the  title  of  the  Lewis  Carroll 
masterpiece  this  afternoon,  and  talk 
of  “Science  in  CS  Land,’’  or  “Through 
The  Looking  Glass."  If  only  I  could 
be  assured  that  there  were  no  foreign 
nationals  in  the  audience,  I  could  dis¬ 
close  that  “CS”  stands  for  “classifica¬ 
tion  security”  and  that  the  title,  there¬ 
fore,  is  “Science  in  Classification  Sc- 
curityland." 

Now  there  is  one  more  preliminary. 
My  chief  qualification  for  appearance 
before  this  society  really  wasn't  men¬ 
tioned.  At  Aerospace  Corporation, 
there  were  lists  of  classified  document 
hoardings  by  members  of  the  techni¬ 
cal  staff.  The  name  attached  to  t lie: 
longest  list  was  obviously  the  candi¬ 
date.  So  1  am  here.  By  Monday  i  hope 
to  reduce  my  holdings  at  least  75%. 

Now,  first  of  all.  I'd  like  to  observe 
some  reflections  in  this  looking  glass 
to  see  what  tec  hnology  and  engineers, 
what  science  and  scientists,  ate  really 
like.  1  mi pjK)sc  that  many  of  you  are 
in  a  much  better  position  to  observe 
this  than  )  am,  but  at  least  give  me 
a  chance  to  make  a  few  ol  my  own 
comments  and  my  own  reactions. 
Then  we  will  break  through  and  ob¬ 
serve  the  interactions  that  this  scien¬ 
tific  world  has  with  the  world  of 
c  lassific  at  ion  and  sec  urity. 

The  liist  ol  these  rcllcctiuns  in  this 
looking  glass  that  I'd  like  to  say  some¬ 
thing  about  is  that  there  aie  varicnr 


stages  that  can  be  detected  in  this 
scientific  world.  Very  early  in  the 
stage  of  scientific  development  of  a 
particular  idea  or  a  particular  system, 
we  find  that  most  of  the  basic  work  is 
fundamental  physics,  chemistry, 
mathematics,  or  fundamental  science 
of  some  type.  As  was  already  men¬ 
tioned,  one  of  these  things  is  veiy 
difficult  to  classify  because  it  is  in¬ 
herently  and  fundamentally  part  of 
the  universe  itself.  As  long  as  there  is 
universe  around  us,  peojde  are  going 
to  observe.  And  with  intelligent  ob¬ 
servation  there  will  be  scientific  dis¬ 
coveries. 

Scientists  at  this  stage  are  very 
anxious  to  publish.  They  will  talk  to 
each  other  and  to  technical  societies, 
write  books,  and  most  of  this,  j>er- 
haj)s,  is  completely  beyond  the  jjalc 
of  any  classification  or  security  con¬ 
trol  —and  should  be.  But  still,  there 
arc’  certain  indications,  even  at  this 
stage,  as  to  what  the  development  ol 
the  future  may  be.  We  begin  to  talk 
in  terms  of  masers  and  before  very 
long  someone  changes  the  microwave, 
“m”,  of  a  maser,  to  the  light  “1"  of  a 
lasci,  and  begins  to  realize  that  there 
ought  to  be  such  a  thing  as  a  laser 
possible. 

By  now,  the  applications  of  a  lasci 
to  a  weapon  system  may  be  very,  very 
highly  classified,  but  the  fundamental 
idea,  the  fundamental  research,  the 
fundamental  scientific  discovery,  that 
leads  to  this  coneejn  is  certainly 
something  that  is  widespread,  that 
lias  been  contributed  in  all  types  ol 
literature,  and  that  cannot  easily  be 
controlled.  One  ol  the  challenges  that 
we  face  in  looking  at  military  sys¬ 
tem  is  to  liy  to  extrapolate  horn 
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some  of  these  fundamental  discover¬ 
ies  and  the  interests  of  an  enemy  as 
to  what  their  weapon  systems  may  be 
ten,  fifteen,  or  twenty  years  from 
now.  Once  in  a  while  we  are  mildly 
successful. 

When  we  get  to  the  next  stage  in 
the  proceedings,  we  begin  to  see  that 
the  scientist  has  moved  a  little  bit 
closer  to  a  laboratory  and  has  called 
in  some  technical  assistance,  some  en¬ 
gineers,  some  technicians,  and  now 
we  begin  a  development  phase.  At 
this  phase  we  find  that  it  is  much 
easier  to  carry  out  this  type  of  con¬ 
trol,  and  we  find  that  the  precise  ap¬ 
plication  is  beginning  to  he  noted. 
As  a  result,  it  is  possible  for  much  of 
this  work  to  go  underground,  to  he 
lightly  controlled,  without  having 
the  scientist  really  mind  too  much. 

Finally,  when  we  get  to  an  opera¬ 
tional  stage,  a  usefulness,  an  applica¬ 
tion,  then  again  this  idea,  this  con¬ 
cept,  begins  to  force  itself  up  out  of 
the  darkness  and  it  becomes  somewhat 
more  visible. 

So  the  first  one  of  these  reflections 
that  1  would  like  to  note  is  that  there 
is  a  variety  of  stages  in  any  kind  of 
scientific  development.  Each  stage 
lias  to  he  handled  and  looked  at  in 
a  somewhat  different  fashion. 

Then,  too,  there  is  a  variety  of  pro¬ 
grams.  I  suppose  in  a  place  like  Aero¬ 
space,  where  we  are  closely  associated 
with  much  ol  the  ballistic  missile  and 
space  activities  with  the  United 
•States  Air  Force,  this  variety  becomes 
almost  overpowering.  This  variety 
ranges  from  tilings  that  are  in  the 
newspaper  every  clay,  such  as  a  (»em- 
iui  launch  err  a  Titan  III  launch,  to 
some  of  the  most  highly  classified 


programs  that  exist  anywhere  in  the 
country.  The  variety  is  stupendous. 
This  causes  a  certain  amount  of  con¬ 
fusion  and  a  certain  challenge,  both 
from  security  and  from  scientific  and 
technological  points  of  view. 

This  is  made  somewhat  more  con¬ 
fusing  and  somewhat  more  difficult 
by  the  fact  that  it  is  very  difficult  to 
classify  scientists  and  engineers,  and 
to  handle  them  all  the  same  way. 
There  is  a  variety  ol  individuals  that 
are  involved.  Most  of  you,  1  am  sure, 
that  are  in  the  security  side  of  the 
business  realize  we  are  a  batch  of 
very,  very  unpredictable,  and  impos¬ 
sible,  individuals  in  most  cases. 

A  further  problem  that  exists,  a 
further  reflection  that  can  he  noticed 
in  this  looking  glass,  is  the  fact  that 
within  this  world  of  science  and  tech¬ 
nology,  there  are  a  wide  variety  and 
number  of  compartments  and  walls, 
little  rooms,  irr  which  these  scientists 
tend  to  live.  As  already  mentioned 
today,  probably  several  times,  per¬ 
haps  security  and  classification  re¬ 
strictions  arc  not  too  critical  in  this 
particular  field.  Hut,  there  are  some 
things  that  are  extremely  critical  that 
tend  to  raise  these  compartments  al 
most  to  the  heavens  themselves  and 
make  it  almost  impossible  for  indi¬ 
viduals  to  move  out  of  them.  One:  ol 
these  is  the  fact  that  science  today  is 
becoming  so  highly  .specialized.  One 
scientist  almost  can’t  talk  to  anyone 
else.  It’s  a  rather  shocking  thing  to  go 
to  a  mathematics  meeting  and  find 
that  although  1  am  a  mathematician 
by  background,  il  1  go  to  one  of  the 
specialists'  sessions,  there  is  almost 
nothing  that  J  can  understand.  The 
spec  iali/.cd  mathematician  perhaps 
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can  talk  intelligently  to  half  a  dozen 
of  his  colleagues  across  the  world,  and 
this  is  all.  And  to  a  large  extent,  this 
same  thing  stretches  across  all  fields  of 
science,  whether  it’s  the  infrared  spec 
troscopist  that  knows  very  little  about 
what  the  ultraviolet  speciroscopist 
does,  or  the  individual  that  is  inter¬ 
ested  in  one  of  the  peculiar  types  of 
chemical  compounds  who  has  almost 
never  heard  of  something  in  the  other 
end  of  the  atomic  table,  or  the  in¬ 
dividual  that  is  a  specialist  in  reentry 
vehicles  of  high  ballistic  coefficient  or 
one  that  is  interested  in  reentry  ve¬ 
hicles  of  low  ballistic  coefficient.  All 
of  these  things  have  tended  to  raise 
compartments  with  walls  that  almost 
reath  the  heavens  themselves. 

T  here  is  a  technical  specialization 
that  works  to  eliminate  the  cross  fer¬ 
tilization  that  existed  in  so  many  cases 
in  the  past.  T  he  day  of  the  universal 
genius  like  Leonardo  Da  Vinci  is 
probably  gone  forever.  1  think  per¬ 
haps  I  almost  knew  one  at  one  time. 
A  man  by  the  name  of  Johnnie  Von 
Neumann,  lie  died  just  a  few  years 
ago.  He  knew  enough  about  quan¬ 
tum  mechanics  to  write  a  book  on 
the  subject.  He  knew  enough  about 
my  own  field  of  operational  mathe¬ 
matics  to  contribute  very  heavily  in 
that  field.  He  was  the  one  that  chair¬ 
ed  the  committee  that  recommended 
that  a  ballistic  missile  be  developed 
1  jy  the  United  States,  and  who  con¬ 
tributed  most  heavily  to  the  theory 
of  computers  and  was  a  co-author  of 
a  book  on  'I  heoiy  of  Gains  and  Eco¬ 
nomic  behavior.  There  arc  very,  very 
few  mh  h. 

Tilde  is  this  problem  of  walls  and 
compartments  of  technical  specializa¬ 


tion  as  well  as  the  walls  of  classifica¬ 
tion  boundaries  within  this  scientific 
and  technical  world,  which  you  peo¬ 
ple  know  so  much  about.  It  is  no  long¬ 
er  possible  to  use  the  words  of  Lewis 
Carroll  and  say: 

“The  time  has  come,”  the  Walrus 
said, 

“To  talk  of  many  things; 

Of  shoes  and  ships  and  sealing-wax, 

And  cabbages  and  kings.” 
wiiliin  these  scientific  walls.  We  don’t 
understand  what  shoes  are  if  we  hap¬ 
pen  to  be  specialists  in  ships.  Nor  do 
we  understand  what  cabbages  are; 
they  are  usually  classified,  so  that 
someone  specialized  in  kings  just  can’t 
possibly  discuss  them. 

If  we  try  to  break  through  this  look¬ 
ing  glass  and  worry  about  what  hap¬ 
pens  on  the  other  side,  the  scientific 
and  classification  region,  there  are 
a  few  things  that  perhaps  are  most 
important  to  the  scientific  mind.  One 
of  them  is  perhaps  best  described  as 
the  significance  of  the  trivial.  The 
scientist  may  spend  countless  hours 
and  days  and  weeks  and  months  per¬ 
fecting  the  most  ridiculously  trivial 
thing  associated  with  his  own  research 
or  his  own  activity.  But,  just  because 
lie  is  so  preoccupied  with  so  much  of 
his  own  trivia,  he  recognizes  the  trivia 
of  security  and  classification  a  little 
fiil  more  easily  and  he  rises  up  in  holy 
honor  and  wrath  when  he  discovers 
that  there  is  something  that  is  I  cing 
done  in  this  Classification  Security- 
land  that  isn’t  quite  as  important  as 
he  thinks  it  ought  to  be.  So,  be  at¬ 
taches  unusual  significance  to  these 
trivial  kinds  of  regulations  and  rules, 
to  these  trivial  decisions  that  are  so 
often  made — admittedly,  1  think  we 
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all  have  so  agree  —  and  never,  but. 
never,  forgets  them.  He  may  forget 
the  simplest  mathematical  formulas 
when  he  is  trying  to  explain  some¬ 
thing  in  a  technical  meeting,  or  he 
may  find  it  impossible  to  communi¬ 
cate  the  significant  thing  about  his 
research  to  one  of  his  fellows,  But  he 
never,  but  never,  forgets  one  of  the 
trivial  things  that  occurj^n  the  name 
of  security  or  classifications  I  suppose, 
too,  that  he  has  an  unusual  ability  to 
apply  the  most  sophistic.a®|d  logic  to 
the  security  area — an  application  that 
he  quite  often  neglects  in  his  own 
field.  Because  somehow,  he  looks  up 
to  you  people  as  being  individuals 
who  ought  to  be  able  to  do  things 
right,  who  ought  to  be  able  to  do 
tilings  in  a  precise,  logical  fashion; 
and  if  you  don’t,  woe,  but  woe,  he 
unto  you.  So  al  hough  he  isn't  al¬ 
ways  willing  to  apply  this  same  regu¬ 
lation  to  his  own  field,  lie  is  very 
willing  and  anxious  and  insistent  that 
it  be  applied  to  yours. 

Now,  this,  ol  iour.se,  cariies  with  ii 
a  sizeable  amount  of  danger.  It  causes 
a  certain  amount  of  breakdown  in 
communication  lie* ween  von  and  the 
scientist.  This  is  highly  unfortunate, 
but  one  of  the  facts  of  life,  I  suppose 
that  across  the  door  oi.  this  looking 
glass  we  find  that  there  is  a  very  crit¬ 
ical  interface  of  understanding.  1  have 
accused  scieni ists,  lor  a  good  many 
years,  of  being  highly  uncommunica¬ 
tive  to  the  nun-scientific  World.  1  an: 
act  using  them,  as  J  mentioned,  of 
being  uricomiiuinicaiisc  as  far  as  their 
own  scientific  wnild  is  concerned. 
How  in  Die  wnild  can  we  then  Ineak 
down  this  imeilace  ol  understanding- 
1  suppose  that,  iie  tells  the  classilica 


tion  spec  ialist,  “  ‘Won’t  you  walk  a 
litLlc  faster  .  .  Let's  gc-L  this  stuff 
done.  Let's  do  something.  Let’s 
move.”  And  yet,  he  finds  it  almost 
impossible  to  sit  down  and  patiently 
— with  a  certain  amount  of  imagina¬ 
tion,  at  least — go  through  some  of 
the  fundamental  scientific  and  tech¬ 
nical  problems  with  which  be  is 
faced,  and  ask  that  they  be  logically 
interpreted,  that  they  be  in 

an  other  than  trivial  fashion,  and 
thai  there  he  some  genuine  commtmi- 
c  ation. 

I  have  rioted  that  I  think  that  a  lot 
of  this  is,  therefore,  the  problem  of 
the  scientist  and  the  technical  man.  I 
suppose,  too,  I  ought  to  go  on  the 
other  side  and  say  that  there  is  the 
interface  that  operates  from  the  other 
direction  as  well.  In  a  good  many 
cases  I  have  been  talking  to  individ¬ 
uals,  educators,  professional  people  of 
various  kinds,  and  when  they  hear 
that  I  am  a  mathematician  there  is 
one  uniform  reaction.  Their  hands 
fly  up  in  horror  and  their  commetu 
is  immediate:  ‘'Well  that  is  .some¬ 
thing  that  I  could  never  understand." 
I  think  that  in  a  lot  of  areas;  it's  be¬ 
coming  absolutely  essential  that  the 
non-specialist,  the  non-scientist,  be¬ 
gin  to  really  try  to  understand  some 
of  these  things  that  are  going  on  in 
the  world  about  us.  I  think  of  the  man 
on  the  street,  who  can  look  at  some 
of  the  .statistical  manipulations  in¬ 
volved  in  some  ol  the  ball  scenes 
lor  example,  “the  other  day  there  was 
a  right  handed  pitcher  who  won  a 
game;  this  was  the  lies:  time  that  this 
had  been  done  by  the  pitcher  himself 
lulling  two  home  runs  in  the  Ameri¬ 
can  League  in  2'i \'2  seals."  Or  scene- 


ihing  like  thai.  The  proliferation  of 
this  statistical  trivia,  and  the  willing¬ 
ness  with  which  the  American  popu¬ 
lace  swallows  it,  make  me  feel  that 
they  are  a  group  of  frustrated  statis¬ 
ticians.  So  let’s  exploit  some  of  this 
ability  once  in  a  while.  There  arc 
some  interesting  things  in  mathemat¬ 
ics  and  physics  and  chemistry  and  bi¬ 
ology  that,  if  one  investigates  just  a 
little  bit,  will  be  {omul  very,  very 
worthwhile. 

So,  I  think  that  pet  haps  t his  hap¬ 
pens  on  both  sides  of  the  fence.  1  he 
scientist,  thinks  that  the  sort  of  thing 
he  is  working  on  just  can't  be  ex¬ 
plained,  and  I  don’t  believe  it.  On  the 
other  side  of  the  icncc,  the  non-scien¬ 
tist  thinks  that  it  can't  be  understood, 
and  I  don’t  believe  him  either.  1  be¬ 
lieve  that  there  is  an  interlace  ol  un¬ 
derstanding  here  that  has  to  be  very, 
very  carefully  cultivated.  The  prob¬ 
lems  in  this  area  have  to  be  resol  vet  I 
and  they  take  a  sizeable  amount  of 
patience  on  both  sides. 

I  have  tried  to  indicate  that  there 
arc  some  reflections  in  this  looking 
glass;  that  scientists  and  enginecis, 
science  and  technology,  go  through  a 
variety  of  stages;  that  there  arc  a  num¬ 
ber  oi  programs;  that  individuals 
aren't  all  the  same;  and  that  there  are 
lots  of  compartments  and  walls,  not 
all  of  which,  in  fact  few  of  which, 
have  anything  at  all  to  do  with  senil¬ 
ity  and  classification.  Yet,  we  have  to 
watch  out  as  we  bteak  through  this 
looking  glass.  We  have  to  watch  out 
as  to  how  badly  the  trivial  tilings  ate 
blown  up,  and  how  olten  we  like  to 
apply  logic  for  the  other  fellow  even 
though  we  may  not  apply  it  for  our¬ 
selves.  There  is  a  very  important  in¬ 
ks 


terface  of  understanding  here  that  can 
be  resolved.  Problems  can  be  an¬ 
swered,  if  we  are  willing  to  utilize  a 
little  bit  of  patience  and  a  little  bit 
of  ingenuity  on  both  sides.  Thank 
you. 

REDMAN:  Our  third  speaker  is 
Sid  Eernbach,  from  the  Lawrence  Ra¬ 
diation  Laboratory,  Livermore.  He  is 
a  theoretical  physicist  who  has  been 
concerned  with  the  application  of 
computers  to  the  solution  of  the  va¬ 
riety  of  problems  dial  a  nuclear  re¬ 
search  laboratory  like  LRL  gets  into. 
He  started  as  a  physicist  in  weaponry 
back  with  the  smokeless  powder  and 
has  come  along  10  nuclear  weapons. 
One  association  here  might  as  well  be 
brought  up  also,  lit  and  1  tangled  ten 
years  ago  over  whether  it’s  possible  to 
extrapolate  a  linear  relationship  by 
one  atomic  number.  It  was  a  situation 
where  we  were  bound  by  rules  rather 
than  scientific  judgment.  Sid  Eern- 
bach. 

SIDNEY  FERNBACH 

Tl/ank  you.  As  i)r.  Redman  im¬ 
plied,  1  shall  never  forget  that.  It  was 
about  ten  years  ago,  1  carried  out  a 
calc  ulation,  that  was  purely  theoretical 
and  could  have  been  done  anywhere 
in  any  laboratory  in  the  country,  but 
il  was  eiassilied  because  I  had  men¬ 
tioned  an  unmentionable  element.  Ft 
took  two  yea  is  to  get  ii  unclassified. 

Wliat  I’d  like  to  do  is  just  to  take 
the  point  ol  view  ol  the  sc  ientist  and 
present  that  to  you.  I  am  sure  you 
have  heard  the  story  many,  many 
limes  bcfoie,  but  ]  would  like  to  re¬ 
emphasize  it  because  there  are  actual¬ 
ly  many  piublems  involved. 

At  the  laboratory  1  have  been  in¬ 
volved  in  hiring  and  working  with 
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scientists,  and  very  often  it  comes  to 
one’s  attention  that  they  dislike  to 
work  in  classified  areas.  AimosL  every 
one  of  them  refuses  to  work  in  a 
classified  area  if  lie  can  find  some 
way  in  getting  out  of  it.  Very  often  it’s 
the  unavailability  ol  an  academic  po- 
sition  or  perhaps  more  dollars  in¬ 
volved  that  makes  him  i  ike  a  posi¬ 
tion  that  does  involve  some  kind  ol 
security  classification.  E-. cu  thru  he 
tries  to  avoid  the  classified  work,  and 
sort  of  seeks  the  continuation  of  the 
dissertation,  and  finds  any  number  of 
tricks  to  keep  in  the  pur?  physics  or 
pure  science  realm.  '1  be  reason  for 
doing  this  is  that  you  can  still  coin- 
niunicatc  with  the  outside  world  in 
pure  science.  There  are  many  journal 
and  publications.  He  publishes  arti¬ 
cles,  and  keeps  in  touch  with  what 
other  people  are  doing  >.i  similar 
field.  Even  though  there  is  so  much 
being  published  in  the  world,  lie  limb, 
that  in  the  classified  area,  this  contact 
no  longer  is  available  to  him,  and  V* 
misses  it.  He  loses  the  chance  to  in¬ 
vent  new  ideas,  or  at  least  he  thinks 
he  does.  Even  within  a  given  facililv, 
lie  has  little  chance  to  interact  will; 
all  the  people  because  there  seems  m 
be  the  need  to  know  criiciiori  which 
keeps  this  interaction  down  to  a  min¬ 
imum.  Ear  moie  progress  i>  au  (tally 
evidenced  in  the  unclassified  fields  ol 
research  than  in  the  classiiitd  ernes. 
And  much  of  this  is  due  to  the  Ime- 
dom  to  discuss  and  publish  informa¬ 
tion.  .Some  of  this  could  be  transier- 
red  to  die  classified  iield  if  there  were 
an  easing  of  the  principle  of  need  to 
know,  or  if  even  there  were  possible 
a  publication  ol  a  classified  journal. 

1  know  this  .sounds  kind  of  strange 


and  I  am  not  quite  sure  how  one 
would  do  this,  but  there  could  be  a 
series  of  classified  journals  covering 
different  levels  of  information  and 
different  categories  of  work  in  secur¬ 
ity  areas. 

Another  difficulty  the  mail  finds  is 
chat  declassification  of  documents  be¬ 
comes  very  difficult.  At  present  Un¬ 
law  has  been  changed  so  that  it’s  pos¬ 
sible  to  declassify  some  documents  af- 
ler  a  given  period  ol  time,  and  others 
are  sc ruiini/ec!  by  a  group  of  people 
mote  frequently  than  in  the  past.  But 
it  is  not  always  the  proper  material 
that  is  declassified  as  far  as  the  scien¬ 
tist  is  concerned.  Sometimes  you  find 
dial.  a  small  item  bulied  in  a  classi¬ 
fied  repeat  is  of  great  importance  and 
this  item  is  lost  in  the  classified  doc  u 
mem.  When  such  a  small  item  ap¬ 
pears  in  the  undassibed  literature, 
someone  finds  it  out  and  uses  it.  But, 
if  it’s  an  unclassified  item  ,nd  it's  in 
a  classified  document,  it  is  gone  for¬ 
ever.  So  we  1c'  e  so  much  m  the  wav 
of  publications  in  the  area  of  classifi- 
cati  fit  that  1  believe  we  should  take 
mv  a  her  back  at  the;  possibility  of  re¬ 
gaining  :Hs  in  song-  fashion. 

If  tv-.-  tan  mcblisi'  a  journal,  or 
juuni. \h.  ibid  if  we  can  aceckr.,;.-  «Ji<; 
declassification  proce- s,  we  may  be 
able  to  accomplish  an  .  vd'ul  jot  in 
this  area. 

In  most  academic  institutions,  and 
also  in  some  industrial  facilities,  pro¬ 
motions  and  other  rewards  ace  based 
cm  publications  in  open  literature. 
Even  though  tiie  woild  is  being 
swampec,  in  paper,  the  recognition  so 
obtained  encourages  the  scientist  to 
write.  Eurthcnnote,  the  work  that  he 
does  produce  is  leviewcd  by  a  group 
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of  Iiis  peers.  In  a  classified  facility,  he 
is  discouraged  from  writing.  He  ac¬ 
tually  doesn’t,  put  on  paper  those 
ideas  that  should  be  recorded.  Fur¬ 
thermore,  because  he  doesn’t  prepare 
the  classified  document  to  work  from, 
he  doesn’t  take  Lite  trouble  to  write 
an  unclassified  version  of  it,  Very  of¬ 
ten  the  individual  who  does  write  an 
unclassified  version  of  his  work  finds 
that  the  classification  section  of  his 
facility  determines  it  to  be  classified 
after  all. 

The  unfortunate  situation  is  that 
the  scientist  himself  docs  not  really 
understand  what  is,  or  what  is  not, 
classified.  If  it  were  all  black  and 
white,  he  probably  would  learn 
enough  to  appreciate  that  and  deter¬ 
mine  for  himself  whether  his  work 
can  be  considered  unclassified.  Hut 
this  is  not  really  so,  and  the  classifica¬ 
tion  guides  are  not  written  in  such  a 
way  that  he  needs  to  keep  up  with 
what  is  and  what  is  not  classiiicd  and 
how  to  understand  it,  Furthermore, 
when  one  is  employed  at  a  facility  at 
which  most  work  is  classified,  all  doc¬ 
uments  get  reviewed  lor  classification 
and  cacti  scientist  thinks  that  he 
knows  whether  his  work  is  classiiicd 
or  not,  and  he  responds  to  the  delays 
and  the  reviews  by  the  classification 
section  with  great  anger.  He  becomes 
very  unhappy  in  working  with  classi¬ 
fication, 

1  he  scientist  also  tends  to  he  very 
cautious  and.  in  general,  is  guilty  of 
overclassifying,  rather  than  "ndcrclas- 
silying.  This  altitude  disc  .'  .ages  him 
from  thinking  about  things  that  are 
on  the  borderline  of  security.  When 
he  leaves  the  laboratory,  a  scientist 
very  often  continues  bis  thinking 


about  his  work.  Actually,  when  I  talk 
about  the  scientist  I  am  talking  to  you 
primarily  about  a  theoretical  scientist, 
one  who  does  his  research  with  paper 
and  pencil  and  thinks  about  ideas. 
Well,  he  takes  his  ideas  home  with 
him.  What  docs  he  do  if  he  gets  a 
brilliant  thought?  Does  he  write  notes 
on  paper,  bring  them  in  and  stamp  se¬ 
cret.  on  them  the  next  day?  Well,  he 
is  restrained  from  doing  this. 

There  is  nothing  that,  hurts  the 
scientist  mote  than  reading  in  a  news¬ 
paper  about  the  classified  matter  that 
he  has  been  working  on.  If  he  had  giv¬ 
en  out  this  info) million,  he  would 
have  been  subject  to  prosecution  for 
violation  or  the  security  of  the  coun¬ 
try.  Very  often,  however,  this  informa¬ 
tion  is  released  by  someone  in  Wash¬ 
ington  who,  not  being  a  scientist,  un¬ 
derstands  even  less  the  significance  of 
the  mat  ter. 

It  seems  to  me  that  there  should  he 
some  sort,  of  a  group  brought  together 
to  really  consider  the  classification  of 
all  things  in  the  country,  and  come 
up  with  some  good  schemes  for  reduc¬ 
ing  the  volume  of  material  that  needs 
to  he  dassified.  I  am  not  arguing  that, 
all  items  should  be  declassified,  or 
should  he  considered  unclassified,  hut 
I  believe  that  we  do  tend  to  overclas¬ 
sify  most  things  that  we  work  on. 

Another  problem  the  scientist  has 
is  that  he  can’t  communicate  with  his 
own  family  about  the  work  he  is  do¬ 
ing  if  the  work  is  classified.  Very  of¬ 
ten,  of  course,  you  find  by  talking  to 
a  man’s  wife  that  she  knows  a  good 
deal  more  about  some  of  the  things 
than  ) ou  do.  If  you  were  to  add  up 
all  the  information  that,  you  get  at  a 
cocktail  parly,  you  might  find  that 
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there  is  an  awful  lot  of  classified  in¬ 
formation  there. 

Another  unreasonable  attitude  is 
when  one  considers  to  be  classified  a 
statement  that  a  particular  group  of 
people  is  interested  in  a  certain  prob¬ 
lem.  It  is  true  that  an  enemy  agent 
would  infer  that  this  problem  should 
he  studied,  if  this  group  of  people  is 
engaged  in  classified  work.  Perhaps 
some  precaution  should  be  taken,  but 
again  these  are  overdone.  Sometimes 
one  reads  in  Lifn  magazine  that  these 
very  problems  are  important,  but  of 
course,  we  can’t  admit  it.  I  use  as  an 
illustration  that  case  that  I  mentioned 
ol  the  problem  that  I  had  been  work¬ 
ing  on  that  took  two  years  to  declassi¬ 
fy  because  it  involved  the  wrong  cle¬ 
ment. 

There  is  another  serious  problem 
that  is  coining  on  the  scene  right  now, 
and  I’d  like  to  spend  a  little  more 
time  in  discussing  it  because  it  wor¬ 
ries  me  more  than  most  other  areas 
of  classification.  The  advent  of  the 
computer  has  added  additional  com¬ 
plications,  which  I  jicrsonal'y  don’t 
know  how  to  lace.  I  believe  that  we 
do  have  to  get  some  good  management 
in  this  area.  Not  only  is  publication 
involved,  but  computer  programs, 
written  at  great  expense  to  the  Gov¬ 
ernment,  are  redone  many  times  be¬ 
cause  of  the  classilication  problems. 
It  is  relatively  dear  when  a  written 
document  is  born  what  makes  it  classi¬ 
fied.  Rut  it  is  not  so  clear  when  one 
considers  other  forms  of  representing 
data.  Obviously,  not  till  of  the  docu¬ 
ment  is  classified,  certainly  the  words 
themselves  are  not,  probably  not  the 
equations  if  the  paper  is  mathemati¬ 
cal.  Pcrhap  tiie  applications,  or  nu¬ 


merical  values,  or  descriptions  aie 
classified.  Now  let’s  consider  a.  code 
written  for  a  computer  which  consists 
first  of  a  representation  of  a  set  of 
equations.  These  equations  couldn’t 
he  classified  unless  they  are  quite 
unique.  Putting  them  in  some  form  a 
computer  can  digest  is  not  classified 
either.  However,  somewhere  there 
exists  a  number  or  a  scries  of  numbers 
within  the  code  that  might  be  classi¬ 
fied.  These  items  appear  on  punch 
cards  or  magnetic  tapes,  or  on  the 
computer  input,  or  output  media. 
Now,  what  should  be  combined  clas¬ 
sified?  This  is  a  management  prob¬ 
lem  ihiti.  desperately  needs  a  solution. 
The  simplest  solution  is  to  state  that 
all  of  it  is  classified  and  normally 
this  is  what  is  done.  Certainly  at  our 
laboratory  we  consider  everything  in 
the  computer  room  as  classified.  This 
makes  life  simple.  We  need  concern 
ourselves  only  with  the  documents 
we  take  out  of  the  area.  Rut  we  do 
make  life  unpleasant  for  the  scientist, 
as  well  as  for  the  computer  stall  with 
all  these  restrictions. 

Security  requirements  for  protect¬ 
ing  the  data  make  it  very  difficult  to 
handle.  I  am  sure  that,  things  w:,.l  get 
worse  unless  some  real  steps  tire  tak¬ 
en  in  this  area  fairly  soon.  As  a  mat¬ 
ter  of  fact,  I  have  been  in  this  com¬ 
puter  racket  for  quite  a  while,  and 
fifteen  years  ago  1  took  this  problem 
to  Washington.  They  just  laughed  at 
it.  They  didn’t  appreciate  it.  And 
there  is  still  no  solution. 

Within  the  computer  facility,  life 
is  made  difficult  for  the  man  who  re¬ 
lies  on  the  computer  to  assist  in  his 
work.  He  now  deals  with  large  stacks 
of  classified  cards  and  printouts.  He 
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doesn’t  have  secure  space  enough  to 
store  them.  What  is  primarily  classi¬ 
fied?  Are  the  equations  classified?  Are 
the  results  classified?  Are  incorrect 
answers  as  classified  as  correct  ones? 
Can  a  stack  of  cards  be  classified? 
What  makes  the  slack  critical?  Are 
magnetic  tapes  classified  even  if 
erased?  These  questions  are  not  easy 
to  answer.  If  everyone  treats  every¬ 
thing  in  tue  computer  room  as  classi¬ 
fied,  quite  an  accounting  system  has 
to  be  set  up.  And  then  not  only  are 
the  costs  very  high,  but  it  becomes 
impossible  to  carry  out  one's  work. 

At  our  facility  we  use  (30,000  cards 
per  day.  We  print  twenty  miles  of  pa¬ 
per  every  day.  We  store  25,000  mag¬ 
netic  tapes.  Now  we  are  trying  to  com¬ 
municate  from  remote  stations  with 
the  eompuier.  Assuming  protection  is 
worth  any  price  if  the  job  is  worth 
doing,  the  costs  could  be  quite  high. 
However,  one  should  ask  if  its  pro¬ 
tect  inn  is  really  meaningful.  Jt  is  per¬ 
fectly  cleat  and  reasonable  tbai  the 
formulation  of  a  problem  may  be 
classified  if  it  contains  sensitive  data 
oj  implies  application  to  be  consid¬ 
ered  sensitive.  It’s  not  always  certain, 
however,  that  the  code  itself  should 
be  cl -is.ufied,  or  that  the  deck  of  cards 
representing  the  data  need  be  classi¬ 
fied.  I.,  is  possible  that  some  data 
cards  are  classified,  depending  on  the 
format.  Separately,  these  cards  may 
he  just  like  any  other  cards  with  holes 
in  them.  Who  is  to  determine  this, 
ami  how  is  it  best  handled?  Again  it  is 
fairly  easy  to  recognize  the  black  and 
whice  cases,  but  most  are  varying 
shades  of  gray.  The  idea  of  topping 
a  deck  with  a  single  card  indicating 
the  total  number  of  classified  cards 


in  the  deck  makes  little  sense.  It  cer¬ 
tainly  makes  card  decks  awkward  to 
work  with. 

The  problems  are  obvious.  The  so¬ 
lutions  ave  not,  How  does  one  deter¬ 
mine  when  a  customer’s  printout  is 
classified?  If  printing  is  accomplished 
off-line  from  magnetic  tape  input  and 
the  printout  is  classified,  the  tape  it 
self  must  be  classified.  This  could  be 
determined  only  by  the  creator  of  the 
problem.  How  should  one  treat  the 
paper  and  the  tape?  Roth  could  he 
logged  in  and  returned  and  receipts 
obtained,  for  classified  information. 
Recently  some  solution  was  offered  — 
namely,  that  we  punch  holes  in  the 
tape  indicating  that  it  is  classified  at 
the  front  end  and  at  the  hack  end  of 
the  tape,  Well,  this  makes  the  tape  use¬ 
less  because  it  won’t  operate  in  the 
machine.  It  has  also  been  suggested 
that  you  weigh  the  tapes  so  that  they 
always  should  have  the  same  weight. 
Jlu !  the  first  pieces  of  tape  that  be¬ 
come  worn  out  you  tear  off  and  throw 
away,  so  you  would  keep  changing  the 
weight  of  the  tape.  Another  sugges¬ 
tion  was  that  you  measure:  the  length 
of  a  tape,  lint,  of  course,  the  tape 
stretches  when  it  is  being  used  so  you 
have  to  measure  it  within  a  certain 
number  of  feet,  and  classified  infor¬ 
mation  could  be  on  a  quarter  of  an 
inch. 

Well,  in  any  case,  the  scientist  is 
quite  involved  with  the  computer  to¬ 
day,  and  he  comes  up  with  new  ideas, 
new  ways  of  solving  problems,  new 
techniques.  15ul,  because,  of  the  secur¬ 
ity  problems  involved,  these  tech¬ 
niques  don’t  get  outside  the  labora¬ 
tory.  It  turns  (Kit  that  other  laborato¬ 
ries  could  use  the  results  of  his  tech 
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niqucs  or  the  ideas  that  he  has 
evolved,  but  they  have  no  access  to 
these  techniques. 

Recently,  a  group  of  us  tried  to  do 
something  about  this  by  starting  a  sc¬ 
ries  of  journals  and  books,  to  try  to 
get  these  techniques  in  writing  before 
they  are  lost,  and  get  them  out  into 
the  open.  Sometimes  by  classifying 
things  we  do  more  harm  to  our  neigh¬ 
bors  and  friends  than  to  the  enemy. 
We  have  to  be  very  careful  that  we 
don't  find  ourselves  in  that  position 
very  often. 

REDMAN:  Thai  completes  the 
prepared  portion  of  our  panel's  dis¬ 
cussions  this  afternoon.  Leo  Lunine 
is  Security  Officer  at  Jet  Propulsion 
Laboratory.  He  is  here  to  round  out 
the  answering  capability,  but  was  not 
imposed  on  to  the  extent  of  giving  a 
talk  as  well.  May  I  ask  for  questions, 
comments,  provocations,  from  the  au¬ 
dience.  Please  use  the  microphone  and 
identify  yourself  and  your  organiza¬ 
tion  for  the  benefit  of  the  record. 

QUESTION:  I  am  Fred  Daigle  from 
Lockheed,  Sunnyvale.  Dr.  Church, 
did  I  understand,  from  your  com¬ 
ments,  that  the  scientific  community 
is  interested  in  the  classification  of 
things  to  protect  information?  The 
general  approach  i hut  wo  have  been 
given  lately  is  that  classification  of 
information  is  to  protect  things.  Does 
this  seem  to  create  a  problem  for  you 
or  for  the  scientific:  community,  that 
we  should  understand? 

CHURCH:  Mv  point  there  was 
that  scientists  and  other  people  need 
to  realize  that  things  do  convey  in¬ 
formation.  The  information  is  what’s 
<  lussifjcd. 

REDMAN:  This  indeed  goes  to  the 


Atomic  Energy  Act  which  says,  “all 
information  concerning  .  .  .“  This  is 
also,  I  believe,  the  essence  of  com¬ 
municable  classification  guidance 
namely,  that  the  information  whose 
withholding  you  are  concerned  with 
needs  to  be  identified  because  its  em¬ 
bodiment  is  potentially  so  varied.  And 
an  understanding  of  what  informa¬ 
tion  is  in  an  object  is  basic  to  the 
successful,  consistent  classification  of 
objects.  Glassification  guidance  was 
formerly  phrased  in  terms  of  things. 
We  had  a  line  in  a  nuciear  classifica¬ 
tion  guide,  for  example,  which  said 
that  tampers  arc  confidential.  Well, 
why?  It  turned  out  that  some  tampers 
arc  unclassified  and  some  arc  secret 
in  terms  of  the  criterion  in  which  the 
topic  was  originally  formulated.  Tech¬ 
nical  people,  I  think,  feci,  by  and 
large,  that  emphasis  should  be  on 
die  identification  of  the  information 
withholding  of  which  is  desired,  and 
that  (his  is  essential  to  effective  guid¬ 
ance. 

DON  GARRETT:  Dr.  Wclmers,  I 
was  very  interested  in  your  discussion 
of  the  problems  of  classified  icseaich 
and  development.  I  wonder  if  you 
have  attempted  to  develop  a  defini¬ 
tion  of  a  dividing  line  between  what 
you  call  fundamental  rcsenich  and  ap¬ 
plication  or  development? 

WELMERS:  I  think  this  is  prob¬ 
ably  much,  more  like  a  continuous 
spectrum  with  a  few  Fraunhofer  lines 
in  it.  Once  in  a  while  you  can  identi¬ 
fy  something  very  clearly,  and  say  that 
it  is  at  one  end  of  the  spectrum.  But 
in  so  many  cases  programs  differ  quite 
drastically  in  this  division  point.  I 
think  it  is  one  of  the  most  interesting 
and  frustrating  things  that  scientists 
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arc  trying  to  do  now,  to  try  to  identify 
this  boundary  between  a  basic  and 
an  applied  research,  or  between  a  fun¬ 
damental  research  and  a  development 
application.  1  don’t  think  it  can  be 
stated,  except  in  terms  of  a  specific 
kind  of  program,  and  then  you  can 
begin  to  understand.  Take  this  illus¬ 
tration  of  a  laser  that  I  mentioned. 
Here  1  think  the  fact  that  it.  was  pos¬ 
sible  to  pump  up,  by  exposure  to 
light,  a  ruby  crystal  in  such  a  way 
that  energy  was  stored  in  the  crystal, 
then  suddenly  released  by  a  transla¬ 
tion  of  the  atomic  pattern  from  one 
level  to  another  --  this  was  a  funda¬ 
mental  affair.  But,  almost  the  next 
day  after  this  was  determined,  people 
were  starting  to  worry  about  “isn’t  it 
going  to  be  possible  to  apply  this  to 
ranging  with  light?”  And  laser  radai, 
if  you  want,  to  use  that  term,  was  be¬ 
ginning  to  be  developed.  1  believe 
that  before  lasers  ever  were  demon¬ 
strated  as  being  feasible,  there  were  so 
many  applications  that  were  thought 
of  for  them  that  you  just  phased  al¬ 
most  immediately  into  development 
activity. 

GARRETT:  This  is  very  interest¬ 
ing  to  us  because  at  the  present  mo¬ 
ment  we  are  trying  u>  develop  a  classi¬ 
fication  guidance  for  the  classifiers  on 
research  activities,  and  this  is  one  of 
the  things  that  we  have  great  diffi¬ 
culty  in  attempting  to  articulate. 

WEl.MERS:  ]  could  easily  under¬ 
stand  this.  1  think  it’s  one  o(  the  most 
annoying  tilings  that  we  have  got  tea 
talk  about.  We  have  goL  to  pick  vari¬ 
ous  illustrations  and  so  on.  But  1 
don’t  think  you  can  create  a  single, 
solitary  guide  that  is  going  to  be 
universal. 


GEORGE  MacCI.AIN:  Dr.  Wei- 
mers,  I  was  interested  in  your  enumer¬ 
ation  of  various  characteristics  of  sci¬ 
entists  and  their  relation  to  classifiers. 
I  wonder  if  you  have  an  example  that 
you  couid  state  of  what  you  seem  to 
say  was  ex tt  updating  trivia  into  some¬ 
thing  awful.  I  suppose  what  you 
were  suggesting  was  that  classification 
is  applied  to  information  of  small  im¬ 
portance  when  it  ought  not  to  be.  I 
wonder  if  you  could  clarify  that  with 
some  example. 

WELMER.S:  I  think  I  remembei 
one  or  two  examples  that  might  be 
pertinent  in  this  particular  regard.  In 
one  facility  that  I  was  acquainted 
with,  it  was  possible  to  hold  an  un¬ 
classified  meeting,  in  a  classified  facil¬ 
ity,  in  one  room;  but  in  the  room  next 
to  it,  it  was  not.  Now,  biis  was  one  of 
these  affairs  that  had  been  set  up  for 
perhaps  purely  logical  reasons,  but 
the  scientists  that  tried  to  schedule  a 
meeting  in  one  of  those  rooms  hap¬ 
pened  to  have  picked  the  wrong  one, 
and  just  did  not  understand  this  sort 
of  thing.  It  was  a  rather  trivial  ap¬ 
plication  of  security  regulation  or 
classification  problem  that  should 
never  have  been  allowed  to  cause  any 
friction.  Another  such  affair  is  an  in¬ 
sistence  that  a  particular  page  ol  a  re¬ 
port — it  was  a  secret  report,  admitted¬ 
ly —  but  a  particular  page  of  the  re¬ 
port  was  required  to  have  secret 
stamped  on  it.  I  could  go  to  any  one 
of  a  dozen  books  in  a  binary  and  with 
about  two  minutes  of  calculation  pro¬ 
duce  that  particular  page.  Now, 
again,  this  is  just  one  of  these  allairs 
where  an  issue  was  made  of  it  and  it 
was  a  completely  trivial  affair.  I  know 
that  the  scientist  involved  in  that  i> 
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going  to  be  awfully  hard  to  talk  to 
about  any  critical  security  problems 
because  such  a  point  was  made  of  this 
particular  affair  which  was  complete¬ 
ly  illogical  and  trivial.  It  is  those 
kinds  of  things  that  1  mean.  We  un¬ 
fortunately  tend  to  just  blow  up 
these  things  and  consider  them  all 
out  of  proportion.  As  a  result,  some  of 
the  real  things  that  you  people  want 
to  gel  across,  a  good  many  of  the 
scientists  and  engineers  tend  to  laugh 
at  because,  "that’s  no  more  important 
than  the  trivial  thing  we  raised  in  is¬ 
sue  last  week.” 

REDMAN:  I  think  this  might  be¬ 
an  illustration  of  the  point  I  brouglu 
up  in  the  beginning  —  namely,  the 
moral  indignation  at  the  interference 
of  dissemination  of  information  and 
an  attempt  to  disqualify  the  inter- 
fercr  from  any  further  activity. 

WKLMERS.  This  is  the  unfortu¬ 
nate  point.  There  is  a  breakdown  of 
communication  as  a  result  of  these 
kinds  of  instances. 

REDMAN:  It  is  gratifying  to  feci 
that  we  have  been  so  inclusive  and 
conclusive  to  deal  with  all  the  prob¬ 
lems  of  the  audience  that  anybody 
might  have  hail  in  the  tuea  of  the  in¬ 
teraction  of  science  and  technology 
and  classification.  If  nobody  raises  a 
hand  we  are  going  to  have  to  break 
anyway. 

BOBERG:  I'm  not  at  all  sure  that 
the  gentlemen  on  the  panel  arc  aware 
of  all  the  derails  of  what  is  happening 
in  the  field  of  classification,  but  let 
it  be  said  that  there  is  now  a  require¬ 
ment  for  classifying  paragraphs  with¬ 
in  classified  documents.  1  would,  my¬ 
self,  appreciate  an  opinion  from  any 
or  all  of  you  gentlemen  as  to  the  bene¬ 


fit.  or  detriment  to  accrue  to  your  par¬ 
ticular  endeavors.  Would  anybody 
like  to  take  that  one  up? 

EERNBACH:  You  mean  there  is  a 
document  marked  secret  and  then  in¬ 
dividual  paragraphs  would  be  so  des¬ 
ignated? 

BOBERG:  That  is  correct,  as  to 
their  particular  classification. 

EERNBACH:  Would  the  other 
paragraphs  be  marked  in  any  way 
whatsoever? 

REDMAN:  Yes,  each  paragraph  of 
documents,  with  the  possible  excep¬ 
tion  of  technical  reports,  J  guess. 

MacGLAJN;  May  1  interrupt  and 
make  an  attempt  to  state  what  the 
rule  is?  If  you  have  a  document  ol 
more  than  one  paragraph  in  length, 
and  this  document  contains  informa¬ 
tion  that  is  classified  anywhere  in  it, 
and  if  the  paragraphs  within  this  doc¬ 
ument  do  not  all  have  the  same  level 
of  classification,  then  it  is  necessary  to 
take  it  paragraph  by  paragraph  and 
mark  those  that  are  classified  and  at 
what  level,  and  those  that  are  not 
classified  at  all.  The  idea  is  that  this 
is  a  form  of  classification  guiclantc 
to  anyone  who  picks  up  the  docu¬ 
ment  and  reads  it.  Notv,  within  any 
paragraph,  it  doesn’t  tell  you  which 
line  or  which  words  are  classified,  but 
it  gets  down  to  the  size  of  a  para¬ 
graph. 

l-'ERNBACII:  i  think  this  is  an  ex¬ 
cellent  idea.  It  would  help  the  author 
in  that  as  he  writes  this  document 
and  has  it  reviewed,  he  might  find 
that  he  can  group  some  of  the  classi¬ 
fied  items  onto  one  page,  perhaps, 
which  will  enable  him  to  eventually 
come  up  with  an  unclassified  section 
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and  a  clarified  section  which  he 
might  be  able  to  separate. 

REDMAN:  The  mere  concern  with 
an  area  of  information  is  often  the 
essence  of  what  is  classified.  For  ex¬ 
ample,  witness  the  incident  where  the 
mere  extrapolation  of  a  linear  rela¬ 
tionship  by  one  atomic  number  was 
the  basis  for  a  two-year  debate. 

MacCLAIN:  The  idea  of  paragraph 
marking  is  trot  to  say  that  every  doc¬ 
ument  has  to  he  paragraph  marked. 
That,  however,  is  the  first  choice  be¬ 
cause  when  it  is  possible,  iL  is  the 
best,  we  think,  that,  you  can  have. 
There  is  a  second  choice,  which  in¬ 
cludes  a  statement  within  the  text  to 
identify,  in  language,  what  is  classi¬ 
fied,  including  the  reason.  Or  you  can 
attach  a  classifi  ation  guide.  I  would 
not  like  anyone:  to  think  that  there 
has  been  a  segregation,  or  that,  this 
marking  does  not  apply  to  a  particu¬ 
lar  type  of  document.  The  difficulty 
will  certainly  vary  from  document  to 
document. 

REDMAN:  This  is  a  DoD  directive 
rather  than  an  AEG  one. 

WELMERS:  One  of  the  problems 
in  this  regard  is  what  is  a  paragraph. 
For  DoD  a  paragraph  becomes  a  fair¬ 
ly  formal  kind  of  a  thing,  usually 
with  a  number.  Science  usually  doesn’t 
write  in  paragraphs  of  this  quantiza¬ 
tion.  In  some  cases,  it  may  be  a  single 
sentence  or  a  lengthy  one.  And  it  has 
the  danger  of  becoming  confusing. 

QUESTION  (name  not  given):  I 
would  like  to  see  documents  of  this 
type.  But  is  this  going  to  overload 
the  declassification  facilities?  Are  you 
going  to  get  the  documents  now  or 
three  years  from  now?  It  seems  like  if 
this  goes  through  on  every  document, 
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every  classified  document,  that  they 
may  be  backlogged  lor  years. 

REDMAN:  1  think  the  first  re¬ 
sponse  to  that  would  he  that  we  have 
had  an  illustration  earlier  today  of 
how  difficult  it  has  proved  for  elusive 
bits  of  guidance  and  instructions  like 
Air  Force  Regulation  205-29  and 
Dol)  Directive  5210/17  to  be  imple¬ 
mented  unequivocally.  The  need  is 
for  communication,  mutual  commu¬ 
nication,  for  guidance  that  is  unequiv¬ 
ocal  and  so  persuasive  as  not  to  be  ca¬ 
pable  of  being  ignored.  That  is  the 
objective  ui  the  paragraph  classifica¬ 
tion  requirement.  In  other  words,  to 
help  anyone  who  reads  the  document 
understand  Lhe  classification  ration¬ 
ale  by  either  u.  the  alternatives  that 
George  MacClaiu  explained.  As  we 
said  before,  this  is  a  DoD  require¬ 
ment.  The  AEG  has  a  different  ap¬ 
proach.  I  don’t  think  it  is  a  question 
of  being  more  mystical,  but  rather  a 
question  of  having  a  different  staffing 
or  orientation  in  a  very  much  more 
limited  and  more  specific  area  of  in¬ 
formation. 

WELMERS:  I  was  very  much  in¬ 
terested  in  some  of  the  comments  re¬ 
garding  the  difficulties  of  recognition 
in  publication.  1  might  mention  that 
the  Institute  lor  Defense  Analysis  is 
issuing  a  classified  journal  quarterly. 
I  wonder  il  this  kind  of  affair  might 
assist  in  this  problem  of  both  publica¬ 
tion  and  of  recognition. 

REDMAN:  Are  you  referring  to 
the  Journal  of  Missile  Defense  Re¬ 
search? 

WELMERS:  That  is  right. 

REDMAN:  The  AEC  had  a  jour¬ 
nal.  However,  the  classification  of 
that  journal  receded  and  it  simply 
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disappeared  in  favor  of  a  professional 
society  journal  in  the  same  area.  Pro¬ 
fessional  societies  dealing  in  the  area 
sprang  up  and  offered  journals. 

QUESTION  (name  not  given):  To 
wdiat  extent  do  you  think  scientists 
are  driven  oul  of  the  classified  fields 
by  their  aversion  to  classification? 
And,  do  we  in  this  way  lose  the  mav¬ 
ericks  and  the  rebels  whose  brilliance 
migh  otherwise  be  important  in  solv¬ 
ing  our  problems? 

FERN II ACM:  It  is  veiy  hard  to  put 
any  numbers  on  it.  The  Laboratory 
at  Livermore  receives  applications 
from  what  I  would  classify  as  second 
rate  people  rather  than  the  top  peO' 
pie.  Whenever  you  talk  to  the  top 
people,  they  go  to  the  universities. 
They  want  to  pursue  academic  life. 
The  only  exception  that  I  find  are 
those  who  feel  that  they  can  get  pure 
research  done  at  our  facility  because 
we  have  so  many  computers.  Hut  they 
come  to  do  unclassified  work.  They 
don’t  want  to  get  involved.  It  is  very 
serious. 

REDMAN:  I)r.  Fernbach  is  head  of 
both  the  Theoretical  Division  and 
Computer  Division  at  Livermore.  We 
too  usually  find  the  same  sets  of 
problems.  Usually,  however,  the  man 
either  doesn’t  come  to  work  or  if  he 
does  he  displays  his  personality  rather 
than  his  scientific  ability. 

QUESTION  (name  not  given):  I’d 
like  to  know  if  it  would  be  possible  to 
get  some  sort  of  opinion  from  the 
panel  as  to  how  the  scientific  com¬ 
munity  would  feel  about  a  proposed 
plan  of  classification  by  paragraph  or 
the  other  proposal  mentioned  by  Mr. 
MacClain  of  attaching  a  classification 
guide  to  each  document. 


FERN  EACH:  Well,  I  can’t  really 
say  anything  very  definitely  in  re¬ 
sponse  to  that  question.  One  of  the 
things  that  concerns  me  is  that  I  feel 
there  is  too  much  being  published  in 
both  the  classified  and  unclassified 
fields.  1  would  like  to  see  a  require¬ 
ment  for  many  of  these  documents  to 
be  reduced  to  the  point  where  the 
classified  parL  of  the  document  could 
be  very  small  in  si/e,  containing  only 
the  matters  that  are  classified.  And 
any  ideas  that  could  go  into  the  field 
of  pure  science  should  be  then  writ¬ 
ten  in  a  completely  unclassified  man¬ 
ner  lot  publication  somewhere  else, 
thereby  getting  the  best  of  everything 
out.  Get  the  unclassified  ideas  out  in¬ 
to  the  open  and  get  the  classified  ma¬ 
terial  all  in  one  document.  So  far  as 
the  idea  of  having  a  guide  along  with 
it  is  concerned,  I  think  that’s  good  be¬ 
cause  most  of  us  really  don’t  keep  up 
with  Lhc  guides  on  classification.  We 
don’t  really  know  what  is  classified. 
This  would  help  us  in  knowing  what 
we  can  talk  about  and  what  we  can’t 
talk  about. 

WELMERS:  I  think  many  of  our 
engineers  and  scientists  would  hate 
this  business  of  classification  by  para¬ 
graph.  As  a  result,  they  would  turn 
it  over  to  one  of  the  editors  or  secre¬ 
taries  to  put  classification  on  it, 
which  does  not  cany  out  what  you 
are  talking  about.  Therefore,  it  is  sort 
of  self  defeating. 

CIIURCII:  I  think  the  problem 
gets  worse  as  you  gel  into  engineering, 
production  and  application.  I  recall 
one  document  in  my  own  experience 
which  was  written  completely  unclas¬ 
sified.  One  of  iny  staff  wrote  it,  but 
it  was  put  out  under  the  authorship 
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of  other  people.  If  the  real  author 
had  been  revealed  it  would  have  been 
classified.  Sandia  is  a  weapons  labo¬ 
ratory  anu  that  particular  document 
would  have  indicated  particular  inter¬ 
est  by  Sandia  Corporation.  This  is  the 
problem  of  the  paragraph.  When  you 
get  into  specifications,  quantities 
start  being  built  up  and  the  para¬ 
graph  tmdassilied  in  one  context  may 
he  classified  in  another.  I  worry  to 
death  about  confusion.  This  would  be 
adding  more  fuel  to  that  fire. 

MacCI-AIN:  I  know  it  is  very  easy 
to  establish  objections  to  a  require¬ 
ment  of  this  kind  and  to.  emphasize 
its  undesirable  aspects,  at  least  as  an¬ 
ticipated.  Hut  for  those  who  have  ac¬ 
tually  attempted  to  use  this  system  it 
hasn't  worked  out  to  be  a  great  dis¬ 
advantage.  I  will  have  to  admit  that 
in  some  context  it  might  be  quite  im¬ 
possible  to  apply  on  a  paragraph  by 
paragraph  basis.  But  what  wc  are  hojr- 
ing  is  that  people  will  not  try  to  im¬ 
agine  all  the  possible  difficulties  but 
wiii  instead  concentrate  on  the  possi¬ 
ble  advantages  that  will  flow  from  it. 
This  is  simply  a  question  of  attitude. 
1  am  not  trying  to  criticize  anybody 
for  feeling  that  objections  ale  there. 
We  do  want  you  to  try  it  and  we 
think  you  will  find  that  it.  is  helpful 
in  a  large  number  of  cases.  One  mote 
thing,  just  for  clarification.  Within 
the  industry,  or  outside  the  Depart¬ 
ment  of  Defense  or  Government,  orig¬ 
inal  classification  does  not  occur,  and 
1  just  wanted  to  mention  that  this 
paragraph  in  a  r  k  i  n  g  requirement 
hasn’t  (hanged  that  in  any  way.  Wc 
are.  working  in  a  classified  area  pui- 
suant  to  guidance  which  you  have  re- 
ceived  lot  classification.  All  you  are 
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doing  is  applying  the  guidance  on  a 
paragraph  by  paragraph  basis  rather 
than  some  other  basis.  Wc  are  not 
asking  you  to  create  the  guidance  sim¬ 
ply  because  you  are  classifying  by 
paragraph. 

AUDIENCE  (gentleman  from 
DAS  A):  We,  too,  were  probably  ob¬ 
jectors  to  Mr.  MacClain’s  paragraph 
mat  king.  We  had  all  kinds  of  reasons 
why  iL  wasn’t  going  to  work.  We  start¬ 
ed  it,  and  I  think  we  are  about  the 
only  ones  really  doing  it.  We  are  do¬ 
ing  paragraph  by  paragraph  and  we 
are  gradually  finding  that  it  is  better 
if  you  use  the  option  where  you  give 
a  one-  or  two-page  classification  guid¬ 
ance.  As  classification  information,  it 
does  away  somewhat  with  this  context 
business.  I  am  here  to  say  that  I  am 
with  Mr.  MacClain  one  bundled  per¬ 
cent. 

ITS  AYRES,  ACDA.  1  want  to  add 
some  fuel  to  this  ilamc  front  the 
smallest  outfit.  When  you  are  only 
fourth  place,  you  have  to  try  even 
harder.  My  predecessor,  Dick  Dur¬ 
ham,  instituted  a  paragraph  by  para¬ 
graph  classification  requirement  in 
several  contracts  which  have  now  roll¬ 
ed  through  their  li  clime.  About  three 
weeks  ago  I  sat  down  with  the  Mid¬ 
west  Research  Institute  people  and 
went  through  a  stack  of  papers  that, 
came  to  about  eleven  or  twelve  inch¬ 
es.  In  one  afternoon,  the  project  off  i- 
cer,  three  authors,  the  program  direct¬ 
or,  and  I  completely  reviewed  for 
classification  purposes  two  diverse 
subjects — the  chemical  warfare  field 
and  the  biological  warfare  field.  Hav¬ 
ing  the  paragraph  by  paragraph  clas- 
silication  there,  we  were  able  to  do 
this  very  quickly  and  were  able  to  ar- 
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live  at  a  meeting  of  minds  because 
i  hey  not  only  had  paragraph  classifi¬ 
cation,  bill  in  this  case  there  were 
notes  in  pencil  ai  each  paragraph  as 
to  the  rationale.  For  example,  “  This 
came  from  paragraph  10  of  the  clas¬ 
sification  guide,”  or  “We  just  think 
this  is  confidential,  we  would  like  to 
check  this  one  out  with  you,”  or  “We 
don’t  think  this  is  classified  at  all.” 
The  authors  in  the  beginning  thought 
that  this  would  he  a  terrible  thing 
and  now  they  arc  believers  because 
(hey  knew  they  were  going  to  do  it. 
One  man  had  his  cards  all  arranged 
by  paragraph.  Paragraph  classifica¬ 
tion  right  on  each  card.  They  like  it. 
So  do  we. 

MacCLAIN:  I  have  a  sneaky  feeling 
that  we  are  losing  an  opportunity 
with  this  panel.  1  can’t  quite  put  my 
finger  on  why  I  feel  this  way,  but 
there  is  something  in  the  scientific 
state  of  mind  or  attitude  that  makes 
them  more  difficult  to  deal  with  from 
a  classification  standpoint  than  other 
people.  If  so,  can  that  be  identified? 

REDMAN:  I  think  we  have  to  a 
large  extent.  That  is  this  basic  con¬ 
cern  with  dissemination  and  cross  fer¬ 
tilization.  Perhaps,  as  Dr.  Welmers 
implied,  the  lack  of  realization,  per 
se,  has  reached  such  a  complexity  that 
the  scientist  can’t  understand  another 
scientist  let  alone  communicate  with 
i he  classification  specialist. 

MacCLAIN:  Is  that  an  observation 
of  our  complex  way  of  life? 

REDMAN:  It  is  a  series  of  things. 
The  basic  concern  seents  to  be  an  in¬ 
teraction  of  personality  traits,  basic 
tool  functioning.  As  a  scientist  or  a 
classification  person  perhaps  I  am  not 
a  good  one  to  say  very  much  since  I 


was  one  and  am  now  the  other.  Why 
arc  scientists  so  damn  difficult?  I 
think  the  answer  is  because  science 
is  difficult  and  the  people  who  work 
in  it  necessarily  reflect  some  of  it. 

EERNliA.CH:  I  feel  that  t lie  scien¬ 
tist.  probably  gets  involved  in  more 
classified  matters  and  that  is  why  he 
appears  to  be  more  difficult. 

WELMERS:  This  matter  ts  of  in¬ 
creasing  complexity  in  the  world  we 
live  in.  There  have  been  sonic  studies 
of  characteristics  of  scientists.  Some 
of  the  characteristics  no  scientist  will 
believe  because  they  are  so  ridiculous. 
Of  comse  they  happen  to  be  quite 
factual  and  they  happen  to  have  a  lot 
of  things  behind  them  that  make  a 
certain  amount  of  sense.  But  I  do  be¬ 
lieve  that  scientists  arc,  perhaps,  just 
a  little  nastier  in  some  of  these  re¬ 
gards  because  the  kinds  of  things  that 
they  are  working  with  are  so  directly 
factual,  whereas  the  kinds  of  attitudes 
that  have  to  be  assumed  in  the  classi¬ 
fication  procedure  are  not  quite  as 
easily  demonstrable  as  some  scientific 
developments. 

FRANK  THOMAS:  I’d  like  to  say 
that  the  whole  training  of  the  scientist 
is  that  he  likes  to  see  the  logic  of  the 
situation.  It’s  very  difficult  for  him 
to  sec  the  entire  logic  of  a  classifica¬ 
tion  procedure,  most  of  which  is  out 
of  view.  It’s  much  easier  for  a  man  on 
a  production  line  to  be  told  that 
something  is  classified  and  he  doesn’t 
question  it.  The  whole  scientific  view¬ 
point  is  to  question  everything  and  it 
is  very  difficult  in  a  classification  mat¬ 
ter. 

WOOD  BRIDGE:  Ed  like  to  take  a 
small  exception.  I’ve  been  out  in  the 
shop  many  times  talking  to  produc- 
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lion  men,  and  find  tlu:ni  quite  as 
nasty  as  sc  ientists.  You  may  remember 
my  remark  last  year  when  1  quoted  a 
particular  case  where  the  chap  said 
to  me,  “Woodbridge,  do  you  know 
you’re  costing  this  plant  thousands  of 
dollars  a  day.” 

AUDIENCE  (name  not  given):  It 
seems  to  me  that  the  scientist  is  the 
man  that  everyone  else  has  to  look 
for,  and  look  to,  to  get  the  informa¬ 
tion  for  classification.  He  should 
know  lead  times,  foreign  technology, 
and  where  this  thing  that  he  is  work¬ 
ing  on  fits  into  the  environment.  He 
is  the  man  that  has  to  make  the  ma¬ 
jor  contribution.  I  think  that  they 
cannot,  and  I’ll  say  that  they  cannot, 
do  this. 

CHURCH:  The  classification  peo¬ 
ple  must  involve  the  scientist. 

AUDIENCE  (same  gentleman):  He 
is  the  expert. 

CHURCH:  This  is  one  of  the  main 
tasks  for  you — to  find  ways  of  inter¬ 
esting  the  scientist  in  your  problem. 

QUESTION  (name  not  given): 
How  do  you  go  about  getting  this  in¬ 
terest?  We  have  defined  the  problem, 
the  interface.  Bat  let’s  hear  from  the 
scientific  community.  How  would 
yuu  approach  the  problem  of  getting 
communication  between  classification 
and  technical  people? 

CHURCH:  Fiom  personal  expe¬ 
rience,  I  think  it  is  holding  a  carrot 
out  to  the  engineer  or  scientist,  and 
taking  time  and  finding  out  his  in¬ 
terests. 

WELMERS:  I  think  that  is  right. 
It  is  a  matter  of  gradual  development 
of  some  kind  of  confidence  between 
the  two  groups.  And  this  is  not  some¬ 
thing  that  is  going  to  happen  auto- 
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matically.  1  am  not  mho  but  what  the 
best  formula  might  not  be  two  mar¬ 
tinis  supplied  by  the  classification 
people. 

FERNBAGH:  1  don’t  think  the 
problem  really  is  so  serious.  1  feel  the 
scientist  does  cooperate  as  much  as  he 
can  if  lie  understands  the  problem. 
The  real  crux  of  the  matter  is  to  get 
the  problem  areas  across  to  him. 

WELMERS:  The  contact  has  to  be 
made  relatively  early.  It  is  very  unfor¬ 
tunate  if  a  program  gets  months  and 
months  down  the  line  and  suddenly  a 
classification  structure  is  imposed  on 
it.  ’Ellis  has  to  be  developed  right 
from  the  start  of  the  program  with 
the  scientist  and  classification  man  to¬ 
gether. 

GEORGE  CHEE1  US:  l)r.  Wel- 
mers,  we  have  been  speaking  now  for 
pure  research  moving  into  applica¬ 
tion.  At  i he  time  you  start  applica¬ 
tion  the  probability  is  that  you  will 
not  hare  a  contract.  Without  a  con¬ 
tract,  from  a  contractor’s  standpoint, 
you  don’t  have  the  right  to  apply  clas¬ 
sification.  How  would  you  then  deter¬ 
mine  how  this  should  be  applied?  Or 
wliat  classification  would  you  assign? 
Let’s  take  for  example,  countermeas¬ 
ures?  .Perhaps  Mr.  MacClain  could 
answer  that  also. 

REDMAN:  Let  me  interpose  and 
offer  one  comment  in  that  area.  There 
seems  to  be  an  essentially  fatal  de¬ 
ficiency  in  ti  e  handling  of  technical 
information  of  long  term  value  where 
the  Atomic  Energy  Act  specifies  that 
it  is  born  classified  in  a  way  that  the 
scientist  recognizes  to  be  incompatible 
with  fact,  and  where  the  Defense  at¬ 
tack  on  the  problem  is  to  say  that 
only  official  information  requires 
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classification.  You  are  taking,  1  be¬ 
lieve,  the  specific  point  that  the  infor¬ 
mation  isn't  official  if  you  don't  have 
a  contract.  No  contract,  no  classifica¬ 
tion.  That  is  the  essence,  'l'ltcrc  is  not 
a  well  worked  out  scheme  in  this 
country  for  the  handling  of  technical 
information  of  lasting  value. 

WELMERS:  1  think  this  is  a  vcy 
important  problem  and  1  agree  1 
don't  think  it's  been  resolved.  I  think 
it  is  a  matter  of  the  contractor  who 
lias  to  more  or  less  continue  along  in 
some  kind  of  extrapolated  form 
where  he  moves  from  a  study  that  is, 
perhaps,  a  funded  study  to  an  interim 
activity  on  bis  own  leading  towards, 
eventually,  he  hopes,  a  contract  that 
will  establish  the  appropriate  classi¬ 
fication.  I  don’t  believe  it  is  properly 
resolved.  I  think  we  are  talking  about 
IDRfcE  and  going  from  pure  science 
into  application  rather  than  contract¬ 
ual  relationships. 

REDMAN:  Well,  since  the  Depart 
ment  of  Defense  Directive  deals  with 
official  information  only,  I  think  you 
identified  that  particular  problem. 

A.  M.  STEl.LE,  JR.,  Atomics  Inter¬ 
national:  I  don’t  know  whether  it’s 
a  universal  thing  throughout,  the  in¬ 
dustry,  but  we  have  a  “purgatory” 
classification  when  we  say  “classifica¬ 
tion  pending,”  indicating  the  docu 
ment  will  he  afforded  tire  same  pro¬ 
tection  as  an  official  Government  doc  ¬ 
ument  would  be  handled  Then  we 
process  this  document  at  the  proper 
time  through  normal  Government 
channels.  At  that  time,  the  Govern¬ 
ment  could  make  up  its  mind  wheth¬ 
er  tite  material  should  bo  classified  or 
not.  And,  if  it  is  classified,  it  has  had 


appropriate  protection  up  to  that 
point. 

MacCEAlN;  1  don’t  wish  to  have 
the  last  word,  necessarily,  but  time 
may  be  running  out  and  1  want  to 
give  our  leva;  cents  worth  on  this  cjues- 
tior.  ol  what  is  ollieial  information. 
The  Executive  Order  talks  in  terms 
of  official  information,  so  that  sets  it 
outside  the  perimeter.  We  define  offi¬ 
cial  information  as  being  information 
owned  or  controlled  in  whole  or  in 
part  by  the  Government,  obviously, 
if  you  slau  ouL  in  a  green  pasture 
with  some  idea  and  develop  iL,  then 
that  is  not  official  information.  But 
even  despite  the  fact  that  it  is  not  of¬ 
ficial  information,  if  you  are  a  sophis¬ 
ticated  individual  you  may  realize 
that  it  is  of  value  to  the  national  de¬ 
fense,  and  under  those  circumstances 
you  may  seek  an  avenue  of  bringing 
it  within  Government  control  by  con¬ 
tract  or  otherwise.  In  the  meantime, 
though,  we  would  urge  that  you  don’t 
forget  the  fact  that  you  are  subject  to 
those  laws  that  protect  information  of 
this  kind  whether  it’s  classified  or  not. 
There  is  one  law,  the  Espionage  Law, 
that  says  that  if  you  have  information 
which  you  have  reason  to  believe  is 
of  value  to  the  other  side  and  you  dis¬ 
close  it  under  those  circumstances, 
you  may  become  a  violator  of  the  law. 
That’s  because  of  the  nature  of  the  in¬ 
formation  and  not  whether  it  is  clas¬ 
sified  or  not.  If  you  think  it  is  clas¬ 
sified,  you  are  urged  to  protect  it  and 
for  this  purpose,  put  an  appropriate 
tag  on  it.  That's  the  last  two  cents  of 
that. 

REDMAN:  I  will  return  the  meet¬ 
ing  to  its  chairman. 

BORERG:  Captain  Robert  Taylor 
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is  wot  king  towards  liis  master's  degree 
<m  the  subject  of  classification  m;m 
agement.  We  fell  tii.it  no  mm  e  appro¬ 
priate  sjieaker  could  grace  ibis  pod¬ 
ium  than  a  man  who  has  initiated  a 
study  in  this  iicld.  i  expect  Captain 
Taylor  will  be  able  to  tell  us  a  num¬ 
ber  of  things  about  ourselves  that  per¬ 
haps  wc  don’t  know,  and  1  want  you 
to  know  a  few  more  things  about  him 
before  we  gel  him  up  bote.  He  was  a 
1  !)(i  I  graduate  of  Allegheny  College'. 
His  first  assignment  was  as  an  Air 
Police  Officer  in  the  SAC  base  at 
Wright -Patterson  Air  Force  Base,  anil 
after  eighteen  months  he  entered  the 
Minnteman  program  at  Ellsworth  Air 
Force  llasc  in  South  Dakota.  Since 
June  of  1  IKi'l ,  Captain  Taylor  has 
been  a  Minnteman  launch  control  of¬ 
ficer  attached  to  the  <Mth  Strategic 
Missile  Wing,  which  is  in  SAC,  and 
has  been  participating  in  off-duty  ed¬ 
ucation  conducted  by  Ohio  State  Uni¬ 
versity  in  conjunction  with  the  Air 
Force  Institute  of  Technology.  This 
program  leads  to  an  Mil  A  degree  in 
Industrial  Management.  He  expects 
to  be  graduated  in  December  of  this 
year,  llis  woik  towards  his  degree  in¬ 
cludes  a  study  and  a  survey  of  the 
classification  management  field.  La¬ 
dies  anil  gentlemen,  it  gives  me  great 
pleasure  to  introduce  Captain  Robert 
Taylor. 

PRESENTATION— A  CLASSIFICA¬ 
TION  MANAGEMENT  SURVEY 

by  Capt.  Robert  L.  Taylor,  USAF 

On  the  first  of  July,  125  question¬ 
naires  were  sent  to  representatives  of 
over  100  defense  contractors.  Firms 
ranged  from  the  giants  of  industry  to 
the  smallest  facilities.  Hardware  pro¬ 
ducers,  research  anil  development  con- 
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l.i actors,  and  some  nun-prolit  films  arc 
represented.  No  attempt  was  made 
to  contact  every  Dol)  contrailoi  as 
this  would  he  an  impossible  task-  The 
liual  list  of  those  contacted  was  drawn 
as  a  statistical  sample,  representative 
of  Dol)  contractors  handling  classified 
contracts,  with  a  possible  bias  for  those 
being  interested  in  classification  and 
security.  This  latter  is  li  ne  to  the  ex¬ 
tent  that  names  were  selected  from 
the  mcmbciship  lists  ol  this  society 
and  the  American  Society  for  Indus¬ 
trial  Security. 

At  the  outset,  it  must  be  empha¬ 
sized  that  this  is  not  an  official  gov¬ 
ernment  questionnaire,  but  is  in  con¬ 
junction  with  the  Ohio  State  Uni¬ 
versity  and  the  Air  Force  Institute  of 
Technology.  The  survey  is  in  support 
of  my  MP>A  thesis  entitled,  “Classi¬ 
fication  Management  in  Defense-ori¬ 
ented  Companies.”  The  objective  of 
the  thesis  is  to  affirm  the  need  for 
classification  programs  at  the  manage¬ 
ment  level,  based  on  the  cost  savings 
and  the  release  of  information  in  a 
timely  manner  consistent  with  the 
best  interests  of  national  defense. 

My  credentials  for  attempting  this 
survey  are  of  an  academic  nature.  Al¬ 
though  1  have  had  some  rather  limited 
experience  in  the  practical  aspects  of 
classification  management,  my  real 
interest  is  in  assigning  a  philosophy 
and  theories  to  this  complicated  topic. 
It  is  my  firm  belief  that,  until  a  body 
of  theory  is  accepted  hv  the  people 
in  the  classification  management,  field, 
the  application  of  techniques  will  be. 
at  best,  haphazard  and  incomplete. 

One  of  the  first  problems  was  as¬ 
signing  a  definition  to  classification 
management.  Mr.  Rushing  has  de- 
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m tilled  i(  '  .I-)  the  s\stcm  i<u  identily 
ing  ;mil  placing  into  its  ptopci  tl.issi 
licition  catcgoiy,  nil  inioi million  that 
requires  prolct  lion  in  (lie  interests  of 
national  defense.'’  Allred  Dupell  and 
Richard  Buxton  in  the  June  !%(’>  is 
sue  of  Industrial  Security  mention 
that  there  are  as  many  definitions  as 
them  are  users,  and  then  proceed  to 
ollei  this  oversimplified  description: 

.  .  DoD’s  securing  the  most  security 
for  its  defense  dollat  and  dclense  in¬ 
dustry’s  getting  the  greatest  dollar 
profit  for  its  eflorts,  while  continuing 
to  oroi eel  tlelense  secrets.”  Borrowing 
front  general  management  theoiy  atul 
the  two  definitions  cited,  1  oiler  this 
definition: 

Classification  management:  the 
application  of  sound  management 
principles  such  as  staffing,  plan¬ 
ning,  organizing  and  controlling,  to 
the  activities  of  classifying,  marking, 
regrading,  declassifying,  and  de¬ 
struction  of  information  requiring 
protection  in  the  interests  of  na¬ 
tional  defense. 

Admittedly,  this  is  a  mouthful,  but 
this  definition  permits  us  to  rid  the 
air  of  any  taboos  associated  with 
classified  materials.  Thus,  \ve  are  able 
to  apply  the  same  principles  of  man¬ 
agement  used  iu  production,  market¬ 
ing,  etc.,  to  the  management  of  classi¬ 
fied  inventories. 

Once  the  definition  had  been  de¬ 
cided  on,  the  task  of  gathering  in¬ 
formation  was  initiated.  Needless  to 
say,  very  little  has  been  published  cm 
this  topic.  After  six  months  of  per¬ 
sistent  correspondence  with  members 
of  the  society,  sufficient  material  was 
accumulated  to  form  a  background  of 
classification  management  and  identi- 


lic.iticiu  ol  tlu-  majoi  problem  areas. 
Then,  using  the:  survey  conducted  by 
Mr.  Rushing  in  J%.i,  the  first  dralt  of 
the  questionnaire  was  lormed.  Copies 
were  sent  to  Messrs,  lucd  Daigle  and 
Oecu ge  Mac f, lain,  and  to  Mr.  John 
M  at  key,  (haii man  ol  the  Classifica¬ 
tion  Management  Cniiunill.cc  of  the 
American  Society  lor  Industrial  Se¬ 
em  ity.  The  comprehensive  comments 
and  suggestions  of  these  individuals 
wctc  itnoiporatcd  into  J. lie  final  copy. 

Materials  supporting  the  informa¬ 
tion  presented  today  have  been  gath¬ 
ered  from  all  the  known  published 
sources  dealing  with  the  topic,  exten 
sive  correspondence  with  classification 
management  representatives,  govern 
ment  representatives,  and  others  in- 
teiested  in  the  subject,  and  from  a 
lew  early  returns  of  the  questionnaire. 

St  is  too  early  for  presentation  ol 
any  statistical  truisms  as  respondent* 
have  been  given  until  the  first  ol 
August  for  completion  of  the  ques¬ 
tionnaire.  However,  I  would  like  to 
acquaint  you  with  the  survey,  and 
present  the  information  that  has  al¬ 
ready  been  gathered.  Through  this, 
iL  is  hoped  that  the  relevance  of  the 
survey  well  be  understood  and  con¬ 
tractor  cooperation  will  be  insured. 
Also,  the  final  results  should  be  more 
meaningful  to  you  once  you  under¬ 
stand  the  concepts  and  techniques 
used  in  the  survey. 

The  questionnaire  has  seven  sec¬ 
tions  which  encompass  the  realm  ol 
activities  in  classification  manage¬ 
ment.  The  first  sec  tion  is  for  general 
information  —  that  is,  ihc  size  of  the 
facility,  type  of  product  or  service, 
user  agency,  etc.  It  is  with  this  in¬ 
formation  that  I  hope  to  correlate  the 
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M<»pc  <>i  ( lassiln  .itinn  Hriii.ije'iiciit 

;•«.! i vitii-%  .uid  ihc  emphasis  on  <lassi- 
litatiou  progiauis  with  the  size  and 
n. nuve  oi  the  facility. 

Section  II  gets  to  the  lieai  t  ol  the 
.subject.  Questions  deal  with  the  ex¬ 
tent  »L  (he  classification  management. 
] miction,  who  pel loi  in:<  these  activ¬ 
ities,  and  where  the  classification 
function  falls  on  the  organizational 
(hails.  Thus  (at,  my  research  has 
shown  classification  to  he  a  part  of 
the  contracts  office,  administration, 
industrial  security,  and  in  larger  com¬ 
panies.  an  office  in  itself.  Most  often, 
classification  is  a  one-man  show  or 
the  part  time  duty  of  someone  in  con¬ 
trails  or  administration.  There  seems 
to  be  little  uniformity  in  the  place¬ 
ment  ol  the  classification  management 
luuction.  Size  of  the  facility  and  the 
amount  of  classified  contracts  are 
relevant  factors.  As  a  side  point,  there 
arc  mixed  reactions  as  to  whether  the 
security  office  function  and  classifica¬ 
tion  function  should  be  separated. 
Those  favoring  separation  say  that 
the  classification  function  should  set 
the  standards  while  secuiity  is  com¬ 
mitted  to  enforcing  them.  Also,  they 
siaic  that  c lassif i’cai ion  is  more  re¬ 
lated  to  contracts  and  administration. 
Proponents  of  a  combined  operation 
state  that  since  both  functions  are 
charged  with  “protection,”  it  is  logical 
to  work  as  a  unit. 

it  is  interesting  to  note  that  many 
classification  programs  just  “began.” 
No  formal  plan  was  adopted.  Classi¬ 
fication  personnel  learned  by  doing. 
To  date,  I  have  found  but  one  train¬ 
ing  program  in  this  field.  This  is 
understandable  in  light  of  the  recent 
growth  ol  classi  I  nation  management 
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.mil  the  l.uk  of  uniformity  ol  the  pio 
grams  in  existence. 

Section  111  is  concerned  with  classi 
fication  management  personnel.  The 
questions  will  attempt  to  raise  sup 
pent  for  professional  recognition  of 
a  classification  management  career 
field.  Ccneral  management  theorists 
claim  that  a  good  manager  can  man¬ 
age  any  phase  of  an  operation,  but 
l  say,  “not  sol”  In  this  age  of  special¬ 
ization,  the  man  who  is  best  does  nen 
only  understand  general  management 
techniques,  but  lie  must  ihoroughh 
understand  the  technical  phases  ol 
the  operation.  1  cite  the  quest  foi 
engineers  and  scientists  with  MBA's 
as  an  example.  The  same  thing  holds 
true  in  classification  as  the  body  ol 
technical  knowledge  grows  at  a  fan¬ 
tastic  rate.  Witness  the  increased  size 
of  the  new  Industrial  Security  Manual, 
and  your  increasing  inventories  ol 
classified  materials.  As  new  worlds  ol 
knowledge  arc  opened,  the  amount 
that  must  be  protected  in  the  interest, 
of  national  defense  (and  economic 
survival)  seems  to  grow  at  a  greater 
rate.  However,  more  data  wili  tie 
necessary  to  substantiate  any  opinions. 

The  tangible  T  nefils  resulting 
from  a  good  classification  manage¬ 
ment  program  arc  the  subject  of  Sec¬ 
tion  IV.  Preliminary  research  has  re¬ 
vealed  two  specific  references  of  sub¬ 
stantial  savings  due  to  active  classi¬ 
fication  management  programs  that 
are  quite  impressive.  One  program 
involved  the  destruction  of  over 
.10,000  documents  in  two  years  due 
to  a  vigorous  inventory  and  analysis 
of  existing  classified  documents.  Con¬ 
current  with  this,  classified  contain¬ 
ers  were  reduced  by  one-fourth  and 
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a  continuing  program  has  been 
adopted  to  constantly  assess  the  classi¬ 
fied  materials  tor  downgrading  and 
destruction.  Another  example  resulted 
in  a  cost  savings  in  excess  of  $90,000 
resulting  from  an  orderly  close-out  of 
two  classified  contracts. 

It  is  hoped  that  companies  with 
good  programs  will  offer  more  ex¬ 
amples  of  reduced  inventories.  The 
type  of  program  depends  a  great  deal 
on  the  size  of  the  facility,  the  empha¬ 
sis  placed  on  the  flow  of  info.mation, 
and  the  cost  of  handling  classified 
material.  One  suggestion  for  program 
improvement  has  been  mentioned 
many  times.  That  is  that  it  would  be 
most  desirable  to  have  classification 
personnel  attend  contract  negotiations 
along  with  the  contracting;  officer  and 
the  user  agency  representatives.  From 
this,  the  contractor  would  have  some 
idea  right  from  the  start  as  to  what 
is  expected  in  the  way  of  protection, 
safeguards,  and  classification  meas¬ 
ures.  The  feasibility  of  such  a  pro¬ 
cedure  has  not  been  proven,  and  it  is 
hoped  that  the  survey  will  shed  more 
light  on  this  matter. 

Once  classification  guidance  is  re¬ 
ceived  and  put  into  effect,  the  em¬ 
phasis  is  on  document  controls.  A 
machine-based  document  control  sys¬ 
tem  was  proposed  by  Mr.  M.  R. 
Powell  in  1962.  The  use  of  electronic 
data  processing  techniques  presents 
unlimited  opportunities.  Classifica¬ 
tion  personnel  have  expressed  great 
interest  in  EDP  techniques.  As  com¬ 
puters  become  more  generally  avail¬ 
able  to  small  as  well  as  large  opera¬ 
tions,  machine-based  document  con¬ 
trol  possibilities  will  be  expanded. 
But  even  in  semi-automated  and 


hand-controlled  systems,  sophisticated 
use  of  the  document  numbering 
method  can  be  of  great  help.  For 
example,  a  document  control  number 
of  66-A-98-C-149  could  reference  the 
year  of  origination,  the  office  having 
direct  control,  the  contract  to  which 
the  document  is  related,  an  automatic 
time-phased  downgrading  notation 
and  account  number.  I’m  sure  that 
many  of  you  could  come  up  with  a 
dozen  other  ways  to  accomplish  the 
same  end.  However,  in  actual  prac¬ 
tice,  the  use  of  such  aids  in  document 
control  procedures  is  the  exception 
rather  than  the  rule. 

The  last  portion  of  Section  IV  asks 
about  specific  declassification  pro¬ 
grams.  In  one  example,  the  plant 
security  officer,  over  a  period  of  two 
years,  examined  each  document  for 
applicability,  and  in  cases  where  dis¬ 
posal  was  uncertain,  a  letter  was  sent 
to  the  originating  agency  for  action. 
Through  this,  many  documents  were 
regraded  and  declassified.  In  another 
example,  a  firm  demonstrated  how 
this'  must  work  both  ways.  Actions 
regarding  declassification  or  regrad¬ 
ing  were  sent  to  all  known  users  and 
a  reply  of  action  taken  was  manda¬ 
tory.  However,  how  about  the  users 
of  derivative  material?  I’m  sure  that 
this  is  the  position  many  of  you  find 
yourselves  in  as  a  part  of  your  daily 
operations.  The  comprehensive  re¬ 
view  of  classified  inventories  is  a  time 
consuming  and  costly  process,  but  the 
review  of  classified  materials  has 
prosen  to  be  very  fruitful  in  active 
programs.  The  measure  used  in  as¬ 
sessing  the  value  of  inventory  analysis 
can  be  the  easier  flow  of  information 
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or  a  specific  dollar  figure.  The  latter 
will  be  discussed  next. 

Cost  studies  are  the  subject  of  Sec¬ 
tion  V.  It  was  amazing  to  find  that 
as  cost  oriented  as  companies  appear 
to  be  today,  very  little  has  been  done 
with  the  cost  of  establishing  and 
maintaining  classified  controls.  The 
Lockheed  studies  and  those  men¬ 
tioned  at  the  first  seminar  of  the  so¬ 
ciety  are  the  only  published  works 
generally  available.  Individual  esti¬ 
mates  have  ranged  from  5  to  25  dol¬ 
lars  per  year  for  secret  documents, 
and  25  cents  to  5  dollars  a  year  for 
confidential  materials.  Hopefully, 
other  data  will  result  from  the  survey, 
and  some  firms  might  be  inclined  to 
delve  further  in  this  area. 

To  be  consistent,  the  costs  in  the 
survey  were  defined.  Direct  costs  are 
considered  as  those  of  secretary 
processing,  document  control,  mail 
and  courier  services,  and  recipient 
handling.  Indirect  costs  are  defined 
as  those  related  to  personnel  clear¬ 
ances,  security  education,  personnel 
costs  of  guards,  industrial  security, 
classification  management,  document 
control,  and  materials  costs  of  man¬ 
uals,  locks,  filing  cabinets,  safes,  and 
records  retention. 

This  is  probably  the  most  impor¬ 
tant  aspect  of  the  questionnaire,  be¬ 
cause  if  the  real  effect  of  eliminating 
10,000  documents  is  to  be  realized,  the 
cost  of  carrying  the  documents  had 
they  not  been  destroyed,  must  be 
known.  Such  information  would  per¬ 
haps  stimulate  smaller  facilities  to 
initiate  classification  management 
programs.  Over  a  half-dozen  facilities 
have  reported  that  classification  man¬ 
agement  programs  had  not  been 


adopted  or  kept  to  a  minimum  be¬ 
cause  of  the  “overhead”  involved  in 
implementing  such  programs.  The 
dollars  and  cents  savings  that  could 
be  proven  would  be  a  convincing 
argument  for  adopting  a  strong  pro¬ 
gram.  It  is  the  net  result  that  should 
be  the  governing  factor. 

Section  VI  is  sure  to  evoke  comment 
from  all  the  respondents.  This  is  the 
section  dealing  with  DoD  directives. 
The  first,  DoD  Instruction  5210.47, 
is  the  document  that  establishes  the 
basic  requirements.  However,  many 
firms  do  not  maintain  a  copy  of  tins 
instruction,  as  it  is  only  supplied  on 
request.  At  any  rate,  comments  on 
this  document  should  correspond  to 
those  about  the  Industrial  Security 
Manual.  It  is  with  the  new  ISM  that 
controversy  reigns.  Recent  articles  in 
Industrial  Security,  Security  World, 
and  the  proceedings  of  the  industry- 
government  meeting  at  Cameron  Sta¬ 
tion  in  January  point  to  a  few  spe¬ 
cific  paragraphs  dealing  with  classi¬ 
fication  management  that  appear  to 
have  caused  industry  some  alarm. 
One  example  is  paragraph  11a  which 
deals  with  paragraph  marking.  Un¬ 
fortunately,  I  offer  little  support  for 
the  industry  position.  My  own  experi¬ 
ence  in  writing  operations  orders  and 
training  plans  demonstrates  that  the 
ability  to  extract  classified  material 
results  in  many  benefits.  The  infor¬ 
mation  requiring  protection  is  easily 
identified.  Unclassified  abstracts  of 
projects  can  be  used  in  the  day  to  day- 
operations.  This  limits  the  need  for 
document  protection.  However,  it  is 
hoped  mat  the  survey  will  be  able  to 
better  pinpoint  the  matters  of  dis¬ 
agreement  as  some  of  the  repercus- 
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sions  are  greater  than  they  seem  at 
first  glance.  One  classification  man¬ 
agement  representative  states  that 
contractors  are  cost  oriented  rather 
than  information  oriented  and  the 
emphasis  is  on  documents  rather  than 
information  concepts.  A  less  specific 
comment  on  the  ISM  is  that  not 
enough  importance  is  given  to  classi¬ 
fication  management  —  that  perhaps 
a  section  dealing  with  this  topic 
should  be  included.  Generally,  recep¬ 
tion  of  the  new  manual  has  been 
good.  I  am  sure  that  many  more 
comments  will  be  forthcoming. 

Of  the  35  classification  manage¬ 
ment  personnel  with  whom  I  have 
been  in  contact,  every  one  that  had 
any  comment  always  included  an 
opinion  of  DD  Form  254.  Comments 
ran  the  gamut  of  “vague”  and  “not 
specific  enough'-  to  “too  little,  too 
late.”  However,  any  critical  comments 
were  appended  with  suggestions  for 
improvement.  Generally,  one  of  two 
recommendations  was  offered.  Most 
often  it  was  suggested  that  a  detailed 
supplement  be  attached  to  give  spe¬ 
cific  guidance.  The  other  recom¬ 
mendation  has  already  been  dis¬ 
cussed;  that  is,  to  have  classification 
personnel  sit  in  on  contract  negotia¬ 
tions  to  become  acquainted  with 
classification  requirements.  It  was 
also  mentioned  often  that  a  great 
deal  of  time  is  lost  presently  when  re¬ 
questing  user  agency  clarification  of 
classification  problems.  Others  said 
that  overclassifying  was  a  major  sin 
resulting  from  the  vague  nature  of 
DD  Form  254.  The  faults  ave  not  all 
one-sided.  One  representative  men¬ 
tioned  that  when  classification  person¬ 
nel  were  allowed  to  take  an  active 


part  from  the  start  of  a  specific  proj¬ 
ect  much  confusion  had  been  elimin¬ 
ated.  Also  some  contractors  are  guilty 
of  being  vague  in  subcontract  classi¬ 
fied  guidance.  More  specifics  will  be 
generated  as  the  survey  does  ask  for 
improvements  or  perhaps  a  substitute 
measure. 

The  last  section,  Section  VII  is  de¬ 
voted  to  comments  on  items  not  cov¬ 
ered  formally  in  the  questionnaire. 
One  of  the  subjects  most  often 
brought  up  concerns  the  peculiar 
problems  of  research  and  develop¬ 
ment  projects.  With  few  exceptions, 
representatives  from  RfcD  facilities 
felt  that  special  procedures  should  be 
adopted  as  production  guidance  did 
not  apply  easily  to  their  operations. 
This  included  such  things  as  classi¬ 
fication  of  work  sheets  and  notes,  cen¬ 
tral  control  of  personal  notes,  and  the 
difficulty  in  protecting  information 
that  had  not  yet  been  assigned  a  classi¬ 
fication  or  where  the  classification 
was  unknown.  This  appears  to  be  a 
valid  problem  area,  and  I  hope  to 
offer  suggestions  when  the  returns 
are  tabulated. 

Another  item  mentioned  was  one 
I  personally  experienced.  There  is 
not  an  established  clearing  house  for 
procedural  information  in  the  classi¬ 
fication  area.  However,  the  Defense 
Supply  Agency  is  doing  a  great  deal 
to  alleviate  this  problem  and  of 
course,  that  is  one  of  the  objectives 
ol  the  society. 

A  great  deal  of  praise  is  given  to 
the  interest  and  participation  on  the 
part  of  the  DoD  Directorate  of  Classi¬ 
fication  Management.  Project  60  and 
the  more  strict  inspection  procedures 
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were  also  cited  as  being  beneficial  to 
both  government  and  industry. 

A  final  item  mentioned  is  that  an 
increasing  role  must  be  taken  by  the 
society.  The  need  for  more  frequent 
chapter  meetings  is  cited  to  stimulate 
cross-talk  between  classification  per¬ 
sonnel.  A  central  agency  is  needed 
where  representatives  can  direct  ques¬ 
tions  of  technique  or  procedu-:,  and 
from  which  answers  can  be  requested 
from  other  members.  This  should  re¬ 
sult  as  membership  increases  and  the 
members  participate  in  all  the  pro¬ 
grams  available. 

In  summary,  this  has  been  a  brief 
overview  of  what  my  research  has 
retted  to  date.  The  returns  should 
yield  a  great  deal  more  factual  in¬ 
formation.  I  hope  to  show  that  in 
order  to  have  an  effective  industrial 
security  program,  the  "why”  of  pro¬ 
tecting  classified  information  must  be 
determined  first.  To  do  this,  the  net 
benefits  of  implementing  a  classifica¬ 
tion  management  program  must  be 
greater  than  the  costs  of  such  a  pro¬ 
gram.  This  should  yield  a  monetary 
benefit  along  with  the  advantages  of 
improved  information  handling  tech¬ 
niques.  Thus,  with  a  proposed  phil¬ 
osophy  of  classification  management, 
techniques  of  adopting  the  program 
should  follow  in  a  more  orderly 
fashion. 


The  final  results  of  this  survey  will 
be  made  available  to  the  society  as 
soon  as  they  are  tabulated.  Possibly, 
if  the  findings  warrant,  an  article  for 
the  Journal  will  be  the  best  means 
of  disseminating  the  information. 
Collateral  benefits  will  result  to  the 
NCMS  library  with  the  published 
materials  that  I  have  been  able  to 
locate. 

I  hope  that  this  presentation  has 
encouraged  those  who  have  received 
questionnaires  to  participate.  If  your 
company  is  not  represented,  and  you 
wish  to  participate,  I  have  a  few  ques¬ 
tionnaires  left.  Any  assistance  you  can 
give  will  be  greatly  appreciated. 

At  this  time,  if  there  are  any  ques¬ 
tions  I  would  be  happy  to  try  and 
answer  them. 

BOBERG:  We  thank  you  very 
much  Captain  Taylor.  I  am  certain 
that  we  arc  all  better  off  and  able 
to  get  a  better  view  of  ourselves  from 
those  results  that  you  have,  and  we 
are  looking  forward  to  the  final  re¬ 
sults  of  your  surveys. 

QUESTION  (name  not  given) : 
Would  it  be  possible  to  get  a  copy 
of  your  thesis? 

TAYLOR:  The  AFIT  reproduces 
120  copies  if  I  make  it  through.  In 
that  case,  yes. 
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PANEL -GOVERNMENT  CLASSIFICATION 
MANAGEMENT  POLICIES  AND  PROGRAMS 


BOBERG:  Ladies  and  gentlemen, 
let  me  welcome  you  to  the  second  day 
ol  our  seminar.  Today  we  have  a 
panel  session  in  the  morning,  another 
luncheon  address,  and  a  panel  session 
this  afternoon. 

The  moderator  for  this  morning’s 
panel  is  another  friend  ol  our  society, 
Mr.  Phil  Schiedermayei .  I  think  most 
of  you  gentlemen  know  Mr.  Schicder- 
mayer.  If  you  don’t,  you  should.  He 
is  Security  Manager  of  Lawrence 
Radiation  Laboratory,  having  held 
this  position  since  1952.  He  is  a 
journalism  graduate  of  the  University 
of  Minnesota.  He  is  a  life  member  of 
Sigma  Delta  Chi,  which  is  the  pro¬ 
fessional  journalism  society.  His  1959 
Lawrence  Radiation  Laboratory  Sta¬ 
tus  Report  won  the  San  Francisco 
Bay  Area  Science  Writers  Award  for 
excellence.  The  prologue  he  wrote 
for  the  1958  L1LL  Status  Report, 
called  “The  Aim,”  is  st’ll  used  by  . the 
Laboratory  to  describe  its  role  in 
physics  research.  He  is  a  former  spe¬ 
cial  agent  of  the  Federal  Bureau  of 
Investigation.  He  is  presently  —  and 
we’re  very  proud  to  have  him  here 
particularly  on  this  basis  —  Western 
Regional  Vice  President  of  the  Ameri¬ 
can  Society  for  Industrial  Security, 
otherwise  known  as  ASIS,  Ladicc  and 
gentlemen,  Mr.  Phil  Schiedermayer. 

PHILIP  L.  SCHIEDERMAYER: 
Thane  you,  Dick. 

I  have  agreed  to  receive  the  ques¬ 
tions  that  may  come  with  respect  to 
AEG  programs.  Our  first  panelist  to¬ 
day  is  George  MacClain,  who  is  Di¬ 
rector,  Directorate  for  Classification 


Management,  Department  of  Defense. 
He  was  born  in  Colorado,  grew  up 
in  Washington  State,  did  his  college 
work  at  Whitman  College,  Walla 
Walla,  and  lias  a  law  degree  from 
Harvard.  He  was  in  the  Army  during 
World  War  II  and  in  the  fudge 
Advocate  General’s  Co  is.  He  en¬ 
gaged  in  private  law  practice  before 
World  War  II.  From  1916  to  1952 
he  was  with  the  Federal  Communica¬ 
tions  Commission,  including  service 
as  chief  of  several  of  the  branches. 
He  was  later  Assistant  General  Coun¬ 
sel  in  the  National  Security  Resources 
Board.  Between  1955  and  1963  lie 
was  Legal  Advisor  and  Special  As¬ 
sistant  to  the  Director  of  the  Office 
of  Industrial  Personnel.  He  has  been 
in  his  present  position  sine"  March 
ol  1963.  He  was  admitted  to  practice 
before  the  U.  S.  Supreme  Court,  the 
U.  S.  Court  of  Military  Appeals.  He 
is  a  Phi  Beta  Kappa  member,  mem¬ 
ber  of  the  Federal  liar  Association, 
Judge  Advocate  Association,  and  Re¬ 
serve  Officers  Club.  George. 

GEORGE  MacCLAIN 

The  forum  provided  by  this  nation¬ 
al  seminar  of  the  National  Classifica¬ 
tion  Management  Society  is  ideal  for 
carrying  on  a  dialogue  on  the  subject 
of  government  classification  manage¬ 
ment  policies  and  programs.  This  is 
true  primal  ily  because  of  the  scope 
and  breadth  of  the  representation  of 
the  parties  in  interest  which  is  here 
assembled.  The  common  purpose  here 
is  to  improve  a  working  relationship 
insofar  as  it  depends  upon  or  is  re¬ 
lated  to  security  classification  of  off i- 
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cial  information.  This  purpose  re¬ 
quires  mutual  understanding.  Mutual 
understanding  depends  upon  willing 
and  effective  communication. 

As  you  know,  the  DoD  began  in 
1963  to  use  the  terms  “classification 
management,”  and  “classification 
management  program.”  The  policy 
behind  these  terms  is  that  at  any  giv¬ 
en  time  security  classification  as  a  pro¬ 
tective  device  for  official  information 
shall  match  tire  current  DoD  needs 
for  that  protection.  As  necessary  pro¬ 
tection  is  the  goal,  the  primary  em¬ 
phasis  is  and  has  to  be  to  classify 
when  necessary.  The  almost  equal, 
but  nevertheless  secondary,  purpose 
is,  and  has  to  be,  to  avoid  unneces¬ 
sary  classification  and  to  remove  clas¬ 
sification  when  the  need  for  it  has 
ended.  A  tertiary  purpose,  of  course, 
is  to  control  and  manage  the  inven¬ 
tory  of  classified  information. 

The  overall,  common  standard  for 
security  classification  for  all  agencies, 
of  course,  is  Executive  Order  10501. 
In  an  ideal  situation,  two  or  more 
agencies  applying  this  standard  to 
identical  information  would  arrive  at 
the  same  conclusion  with  respect  to 
whether  that  information  should  be 
classified,  and  if  so,  how,  and  for  how 
long.  But  such  perfect  consistency  be¬ 
tween  agencies  does  not  always  pre¬ 
vail,  and  even  within  the  Department 
of  Defense  alone  the  vieus  of  two  or 
more  components  are  not  in  all  cases 
the  same.  For  a  nation  such  as  ours 
which  must  protect  its  sensitive  infor¬ 
mation  in  the  interests  of  national  de¬ 
fense  and  at  the  same  time  wants  to 
encourage  the  maximum  possible  free 
flow  of  information  for  advancement 
in  science  and  technology,  there  is  in¬ 


deed  a  single,  outstanding  national 
goal  toward  which  every  agency  and 
individual  should  seek  to  move.  The 
DoD  classification  management  pro¬ 
gram  is  dedicated  above  all  to  the 
achievement  of  this  national  goal, 
both  within  the  DoD  and  as  between 
the  DoD  and  other  government  agen 
cies  with  which  it  shares  this  respon¬ 
sibility. 

In  the  context  of  the  subject  of  this 
particular  workshop,  we  must  exam¬ 
ine  not  so  much  the  broadest  aspects 
of  policies  and  programs,  but  rather 
those  aspects  which  untlergird  a  realis¬ 
tic  working  environment  from  day  to 
day  or  year  to  year.  In  this  sense,  the 
first  policy  and  implementing  pro¬ 
gram  have  to  be  and  are,  articulation 
and  indoctrination  in  the  theory  of 
sound  security  classification.  DoD  In¬ 
struction  5210.47,  published  in  De¬ 
cember  1964,  expresses  this  theory. 
Indoctrination  has  been  taking  place 
in  the  help  we  offer  others  in  and  out 
of  Government  in  the  daily  operations 
of  the  Directorate  for  Classification 
Management;  through  the  consulta¬ 
tions  and  exhortations  we  pursue  in 
jointly  working  out  with  DoD  com¬ 
ponents  their  own  regulations 
through  which  they  reiterate  the  pub¬ 
lished  DoD  policy  and  proceed  to 
make  it  work;  and  through  the  open 
exchanges  of  view  we  have  with  our 
colleagues  in  and  out  of  Government 
in  open  meetings  such  as  this. 

As  we  see  it,  our  theory  of  sound 
security  classification  must  be  framed 
around  our  legal  authority  to  classify. 
Executive  Order  10501  permits  and 
requires  classification  of  information 
when  its  unauthorized  disclosure 
would  be  prejudicial  or  more  serious- 
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ly  harmful  to  the  interests  ol  national 
defense.  But  the  Executive  Order  does 
not  define  the  meaning  of  the  term 
“interests  of  national  defense.”  In  our 
judgment,  however,  the  Executive  Or¬ 
der  connotes  very  clearly  that  the 
term  as  used  therein  has  a  military 
ingredient  and  an  international  rela¬ 
tions  ingredient.  We  say,  therefore, 
that  classifiable  information  must  be 
such  as  to  provide  a  military  or  de¬ 
fense  advantage  over  any  foreign  na¬ 
tion  or  a  group  of  nations,  or  a  fav¬ 
orable  international  posture  among 
nations,  or  a  defense  posture  capable 
of  successfully  resisting  hostile  or 
destructive  action  from  any  signifi¬ 
cant  source. 

We  know  that  these  expressions 
are  in  the  nature  of  generalities  and 
that  sound  security  classification  can¬ 
not  depend  upon  generalities.  Ac¬ 
cordingly,  we  subdivide  these  terms 
analytically  into  seven  separate  sets 
of  fact  relati  mships  and  require  secur¬ 
ity  classification  when  the  particular 
information  involved  matches  one  or 
more  of  these  specific  relationships. 

Now  possibly  some  might  say  that 
this  articulation  of  theory  is  not  new, 
that  classifiers  have  used  this  ap¬ 
proach  since  time  immemorial.  If  so, 
our  response  would  be  that  by  re¬ 
ducing  these  concepts  to  black  letter 
words  and  arranging  them  in  a  logi¬ 
cal  manner  in  a  place  of  ready  refer¬ 
ence,  we  have  advanced  the  state  of 
the  classification  art  and  provided  a 
usable  tool  for  those  who  wish  to  play 
the  game  in  good  faith  and  make  de¬ 
cisions  with  a  sense  of  strength  in  the 
rightness  thereof. 

Knowledgeable  classifiers  know  that 
it  is  not  sufficient  simply  to  identify 


precisely  the  particular  way  in  which 
the  information  involved  would  pro¬ 
vide  a  national  defense  benefit  or  ad¬ 
vantage.  Before  it  can  be  concluded 
that  there  is  a  real  benefit  or  advan¬ 
tage,  two  additional  factors  have  to  be 
brought  into  play.  One  of  these  is 
the  United  States  domestic  state-of- 
the-ari,  anti  the  other  is  the  state-of- 
the-art  in  other  nations. 

In  speaking  generally  of  the  state- 
of-the-art,  1  distinguish  between  what 
already  is  publicly  known  and  under¬ 
stood,  and  how  the  state-of-the-ar  t 
would  be  advanced  because  of  the  in¬ 
formation  that  is  being  considered  for 
security  classification.  From  the  stand¬ 
point  of  the  publicly  known  state-of- 
the-art,  1  include,  of  course,  both  the 
U.  S.  domestic  public  and  the  public 
of  other  nations. 

Generally,  what  the  public  already 
knows  is  beyond  the  reach  of  useful 
security  classification.  However,  when 
we  have  exhausted  the  publicly 
known  state-of-the-art,  we  then  de¬ 
pend  upon  U.  S.  intelligence  research 
anti  reporting  in  order  to  reach  an 
evaluation  of  the  not  yet  publicly 
known  state-of-the-art  in  foreign 
countries.  There  are  times,  of  course, 
when  technical  intelligence  does  not 
have  all  the  answers.  A  useful  rule  for 
general  application  in  such  a  case  is 
that,  if  it  cannot  be  determined 
whether  or  not  a  U.  S.  advancement 
in  the  state-of-the-art  is  known  by  for¬ 
eign  countries,  assume  it  is  not  and 
lean  in  the  direction  of  security  classi¬ 
fication. 

We  recogni/e,  of  coui sc,  that  the 
product  of  technical  intelligence  that 
is  available  tv)  government  classifiers 
generally  is  not  available  outside  the 
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government.  However,  Unit  is  really 
not  a  handicap  to  classifiers  outside 
the  government  because  they  do  not 
make  original  classification  determi¬ 
nations;  instead  they  make  derivative 
classifications  based  on  guidance  they 
receive  from  the  government. 

The  foregoing  comments  directed 
Loward  the  factual  relationships  that 
must  be  found  to  support  security 
classification,  and  the  interrelation¬ 
ship  between  those  factual  relation¬ 
ships  and  the  state-of-the-art,  are  of 
importance  primarily  to  the  classifiers 
within  the  government  community. 
This  is  not  to  say,  however,  that  clas¬ 
sifiers  in  industry  are  not  in  a  posi¬ 
tion  to  provide  assistance  to  the  gov¬ 
ernment  from  the  standpoint  of  the 
state-of-the-art  as  well  as  from  the 
standpoint  of  the  aforementioned  fac¬ 
tual  relationships.  As  a  matter  of  fact, 
we  recognize  the  capability  of  the  de¬ 
fense  industry  community  to  provide 
tremendous  help  to  government  clas¬ 
sifiers,  because  so  often  those  in  in¬ 
dustry  have  knowledge  about  the 
state-of-the-art,  both  present  and  an¬ 
ticipated,  that  may  be  beyond  the 
knowledge  of  those  officials  within 
the  government. 

Original  security  classification, 
which  finds  expression  in  classifica¬ 
tion  guides  and  in  DD  Forms  254  is, 
of  course,  the  starting  point  for  all  se¬ 
curity  classification  everywhere.  Not 
only  is  it  essential  within  the  govern¬ 
ment  that  original  classifiers  have  the 
knowledge  and  the  know-how  to  make 
good  classification  determinations  re¬ 
ducible  to  guidance;  it  is  equally  im¬ 
portant  that  original  classifiers  within 
the  government  make  classification 
determinations  that  are  not  in  con¬ 


flict  one  with  another.  In  *  Iris  con¬ 
nection,  the  Directorate  for  Classifi¬ 
cation  Management  serves  as  a  cen¬ 
tral  clearing  house  for  accomplishing 
the  resolution  of  classilication  incon¬ 
sistencies  and  conflicts  that  are  found 
or  float  to  the  surface.  Sometimes,  of 
course,  these  conflicts  and  inconsis¬ 
tencies  become  deeply  imbedded  in 
operations  before  they  are  noticed.  At. 
other  times,  however,  possible  prob¬ 
lems  can  be  anticipated  and  avoided. 
Protective  action  of  this  kind  especial¬ 
ly  applies  where  two  or  more  compo¬ 
nents  of  the  DoD  are  interested  in  the 
same  area  of  research  or  development 
at  the  same  time.  In  t  his  kind  of  case, 
the  Directorate  for  Classification 
Management  has  responsibility  to  in¬ 
stitute  a  coordinated  project  to  de¬ 
velop  a  DoD  security  classification 
guide  that,  when  published,  is  man¬ 
datory  for  the  entire  DoD  and  pre¬ 
vents  conflicts  that  otherwise  might 
arise. 

In  the  area  of  classification  guid¬ 
ance,  there  is  no  subject  more  dear 
to  the  heart  of  everyone  than  the  DD 
Form  254.  The  improvements  in  the 
DD  Form  251  which  were  accom¬ 
plished  several  years  ago  have  not  re¬ 
sulted  in  a  completely  practical  sys¬ 
tem.  In  our  opinion,  the  defects  of 
the  current  DD  Form  254  are  attribu¬ 
table  to  several  factors.  One  factor  is 
the  format  of  the  form  in  which  there 
is  set  forth  a  relatively  long,  but  nev¬ 
ertheless  limited,  list  of  topics  to  serve 
as  a  check  list  for  security  classifica¬ 
tion  guidance.  Another  factor  is  the 
inadequacy  of  the  preparation  of  the 
DD  Form  254  because  of  the  varying 
degrees  of  security  classification  cx- 
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pertisc  possessed  by  those  who  prepare 
the  DD  Forms  254. 

At  the  present  time,  the  Directorate 
for  Classification  Management  is  is 
suing  for  comment  a  set  of  documents 
which  constitute  a  possible  concept 
for  revising  the  1)1)  Form  254.  Copies 
arc  being  made  available  to  industry 
organizations,  to  the  Office  of  Indus¬ 
trial  Security,  CAS,  and  to  DoD  user 
agencies.  September  1  is  the  target 
date  for  the  receipt  of  these  com¬ 
ments,  shortly  after  which  we  hope  to 
be  able  to  reach  some  fairly  firm  con¬ 
clusions  on  the  direction  we  should 
take. 

In  general,  our  approach  at  this 
time  is  to  have  a  DD  Form  254  suf¬ 
ficiently  adequate  and  flexible  that 
it  will  eliminate  any  need  for  a  DD 
Form  254-1,  or  a  "Letter  in  Lieu  of.” 
The  DD  Form  254  that  we  envisage 
will  provide  guidance  in  narrative 
form.  This  kind  of  guidance  would 
identify  specifically  the  information 
requiring  security  classification,  and 
would  do  so  in  such  a  manner  that 
those  depending  upon  the  DD  Form 
254  would  be  able,  without  too  much 
difficulty,  to  translate  the  guidance 
to  the  requirements  and  practicalities 
of  the  particular  contract  involved. 

A  fundamental  concept  in  security 
classification  management  is  that  the 
responsibility  for  providing  security 
classification  guidance  to  industry 
rests  upon  the  DoD  user  agency  whose 
contract  is  to  be  performed.  So  far  as 
I  know,  there  is  general  agreement  on 
this  principle.  In  view  of  the  fact  that 
the  Defense  Contract  Administrative 
Services  administers  all  aspects  of  de¬ 
fense  contracts  after  they  have  been 
entered  into,  we  have  collaborated 


closely  with  the  Oi  l  ice  oi  Industrial 
Security,  CAS,  of  which  Colonel  Jim 
Cogswell  is  the  Director.  Colonel 
Cogswell  and  his  staff  have  worked 
extremely  closely  with  us  in  connec¬ 
tion  with  ihe  revision  of  tire  DoD  In¬ 
dustrial  Security  Manual  and  DoD 
Industrial  Security  Regulation. 

Many  of  you  already  are  in  receipt 
of  the  revised  industrial  Security 
Manual,  published  under  date  of  July 
1,  1966.  As  you  examine  that  docu¬ 
ment,  and  as  those  of  you  within  the 
government  later  examine  the  revised 
Industrial  Security  Regulation  when 
it  is  published,  you  will  find  running 
all  through  each  document  the  con¬ 
cept  of  the  responsibility  of  the  user 
agency  for  security  classification, 
guidance. 

There  are  many  situations  where 
the  purchasing  contracting  officer  of 
the  user  agency  will  be  called  upon  to 
assist  in  matters  of  security  classifica¬ 
tion  guidance,  and  there  will  be  many 
situations  in  which  the  administrative 
contracting  officer  of  the  DCSR  or¬ 
ganization  will  be  called  upon  to  pro¬ 
vide  assistance  in  this  area.  The  sharp 
distinction  that  is  so  important  and 
is  to  be  borne  in  mind  at  all  times  is 
that  the  Administrative  Contracting 
Officer  will  be  the  eyes  and  ears  to 
detect  security  classification  problems 
within  industry  and  to  bring  these 
problems  to  the  attention  of  the  user 
agency  representative  so  that  the  user 
agency  may  resolve  the  problems. 

In  the  foregoing  connection,  of 
course,  we  recognize  that  the  Furchas¬ 
ing  Contracting  Officer  of  the  user 
agency  ordinarily  is  not  expected  to 
be  a  security  classification  expert. 
The  security  classification  expertise  of 
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llic  user  agency  is  expected  lo  be 
round  in  the  program  or  project  of¬ 
fice  of  the  user  agency.  1'hat  is  the 
office  where  original  classification  de¬ 
terminations  for  programs  and  proj 
ects  are  made  and  security  classifica¬ 
tion  guidance  originally  is  written. 
The  obvious  task  lo  be  shared  by  both 
industry  and  government  is  to  devel¬ 
op  and  maintain  a  smooth  operating 
procedure  whereby  the  user  agency 
program  and  project  office  will  pro¬ 
vide  the  guidance  that  is  needed,  at 
the  right  time,  in  the  right  form,  so 
that  if  the  contractor  receiving  this 
guidance  has  problems  with  it,  lie 
will  be  able,  without  difficulty  or  de¬ 
lay,  to  obtain  from  the  user  agency 
the  guidance  that  he  needs.  We  do 
not  have  the  slightest  doubt  that  un¬ 
der  the  effective  leadership  of  Colonel 
Cogswell  and  l  he  classification  man¬ 
agement  leadership  within  the  user 
agencies,  we  shall  have  a  good,  reli¬ 
able  1)D  Form  2 .VI  relationship  and 
operation. 

Even  a  relatively  brief  discussion 
of  classification  guidance  would  not 
be  complete  without  making  reference 
to  the  established  Department  of  De¬ 
fense  paragraph  marking  require-, 
mem.  The  DoD  policy  is  that  where 
a  document,  several  paragraphs  in 
length  contains  classified  information, 
and  the  security  classification  of  the 
various  paragraphs  is  not  uniformly 
the  same  throughout  the  document, 
the  security  classification  of  each 
paragraph  shall  be  marked  on  the  doc¬ 
ument,  or  else,  as  a  second  choice,  ex¬ 
plicit  security  classification  guidance 
shall  he  included  within  the  docu¬ 
ment  or  as  an  appendix  to  the  docu¬ 
ment. 


There  is  absolutely  no  doubt  in  my 
mind  that  this  paragraph  marking  re¬ 
quirement:  serves  an  extremely  useful 
purpose.  First  of  all,  the  requirement 
sharpens  the  classification  determina¬ 
tions  made  by  the  originator  of  the 
document.  Further,  the  paragraph 
markings  serve  as  very  precise  classifi¬ 
cation  guidance  for  all  persons  who 
come  into  custody  of  the  document 
after  the  originator. 

The  foregoing  DoD  paragraph 
marking  requirement  is  reflected  in 
the  revised  Industrial  Security  Man¬ 
ual  published  under  date  of  July  1, 
19f')(j.  Accordingly,  the  requirement 
is  applicable  to  industry  in  the  man¬ 
ner  stated  in  tite  Industrial  Security 
Manual.  The  requirement  is  that  doc¬ 
uments  originated  within  industry 
shall  be  paragraph  marked  if  those 
documents  are  to  be  transmitted  out¬ 
side  the  facility  where  they  are  creat¬ 
ed.  As  further  stated  in  the  Industrial 
Security  Manual,  there  is  a  time 
schedule  for  the  application  of  this 
requirement.  We  very  much  hope  that 
industry  will  find  the  paragraph 
marking  requirement  not  only  an  ac¬ 
ceptable  device,  but  a  very  popular 
one  as  well.  Experience  has  indicated 
to  us  that  a  conscientious  attempt  to 
use  the  paragraph  marking  de  vice  is 
not  as  time  consuming  or  difficult  as 
the  uninitiated  seem  to  think.  It 
sharpens  the  whole  business  of  secur¬ 
ity  classification  and  serves  to  simpli¬ 
fy  the  burdens  of  all  involved,  both 
at  the  point  of  beginning  and  at  all 
later  times. 

There  are  two  more  points  I  wish 
to  mention  before  closing.  One  of 
them  concerns  a  relatively  recent  ef¬ 
fort  on  the  part  of  AEC-NASA-DoD 
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lo  formulaic  mutually  agreeable  se¬ 
curity  classification  standards  and 
criteria  to  govern  security  classifica¬ 
tion  by  each  of  the  agencies  in  the 
area  of  nuclear  space  power  and  pro¬ 
pulsion.  This  effort  is  an  extremely 
healthy  one.  It  is  progressing  nicely 
and  is  expected  to  serve  very  well  the 
interests  of  all  three  agencies  and 
their  respective  contractors. 

My  final  topic  concerns  a  money 
saving  project  carried  out  by  the  DoD 
in  two  increments,  one  in  the  fall  of 
1905,  and  the  other  in  the  early  part 
of  1900.  It  is  a  precept  of  classifica¬ 
tion  management  that  sound  classifi¬ 
cation  management  will  save  money. 
We  think  the  largest  possible  savings 
will  accrue  from  correct  security  clas¬ 
sification  determinations  in  the  first 
instance.  The  costs  incident  to  correct 
classification  are  inescapable,  and 
must  be  paid.  It  is  the  costs  of  incor¬ 
rect  classification  or  of  bad  classifica¬ 
tion  management  that  are  avoidable. 

The  Directorate  for  Classification 
Management  wanted  to  obtain  some 
hard  data  on  the  costs  of  handling 
classified  documents  in  transit  and  on 
the  costs  of  conducting  inventories  of 
top  secret  documents.  To  this  end,  we 
conducted  some  investigations  within 
the  Department  of  Defense.  It  was 
learned  that  in  making  an  inventory 
of  top  secret  documents,  the  average 
unit  cost  per  document  was  28  cents. 
With  this  cost  determined,  the  Office 
of  the  Secretary  of  Defense  carried  out 
a  project  during  one  month  in  the  fall 
of  1965  to  review  and  thereby  try  to 
reduce  the  number  of  top  secret  doc¬ 
uments  in  current  inventory.  This  ex¬ 
ercise  was  very  successful,  and,  there¬ 
fore  it  was  expanded  to  include  the 


remainder  of  the  Department  of  De¬ 
fense.  In  a  three-month  period  during 
January  to  March  I960  there  was  a 
reduction  of  active  top  secret  holdings 
in  current  inventory  by  approximate¬ 
ly  34  per  cent.  This  reduction  was 
accomplished  by  downgrading,  declas¬ 
sification,  destruction,  and  retirement 
to  a  storage  area.  Approximately  94 
per  cent  of  the  reduction  resulted 
from  destruction  of  unneeded  copies. 
As  a  result  of  this  project,  cost  avoid¬ 
ance  savings  in  an  estimated  amount 
of  $124,000  for  the  12  months  begin¬ 
ning  April  1966  will  be  realized.  Not 
only  did  this  project  result  in  appre¬ 
ciable  cost  avoidance  savings,  it  also 
lessened  the  risk  of  possible  compro¬ 
mise  of  highly  sensitive  information, 
and  it  is  reported  Lo  have  caused  par¬ 
ticipating  aciivities  to  take  a  more 
deliberate  interest  in  keeping  the 
number  of  top  secret  documents  in 
current  inventory  to  the  minimum 
consistent  with  operating  require 
ments. 

The  foregoing  remarks  cover  only 
some  of  the  many  aspects  of  the  Clas¬ 
sification  Management  policies  and 
programs  of  the  Department  of  De¬ 
fense.  There  is  much  more  that  could 
be  said  if  there  were  time.  I  hope  that 
in  the  ensuing  question  period  you 
will  feel  free  to  ask  questions  on  any 
subject  you  wish,  whether  or  not  1 
touched  upon  that  subject  in  my  for¬ 
mal  remarks.  Thank  you  very  much 
for  your  attention. 

SCHIEDERMAYER:  Our  next 
panelist  is  Frank  May,  representing 
the  Air  Force.  Francis  W.  May  is 
Chief  of  the  Classification  Manage¬ 
ment  Branch  of  the  Directorate  of  Se¬ 
curity  and  Law  Fnlorccment  of  the 


NCMSJ  — 1966 


75 


Air  Force,  lie  is  a  graduate  of  the 
Columbus  School  of  Law  at  Catholic 
University.  lie  served  in  the  Air  Force 
during  World  War  11  and  in  19-16  he 
returned  to  civilian  employment  alter 
he  had  been  on  the  staff  of  the  Judge 
Advocate  Office.  In  1951,  while  he 
was  working  as  a  legal  assistant  in  the 
Bureau  of  Customs,  he  was  recalled 
to  active  duty  with  the  O.S.I.  He  re- 
turned  to  civilian  life  in  1953,  al¬ 
though  staying  with  the  Air  Force 
since  that  time.  Since  then,  he  has 
been  in  various  policy  positions  with 
the  Headquarters  of  the  Air  Force.  He 
remained  in  the  reserves  and  has  been 
a  Colonel  since  1955.  Speaking  on  the 
Air  Force  Classification  Management 
Program,  Mr.  May. 

FRANCIS  W.  MAY 

Today  is  practically  the  third  an¬ 
niversary  of  the  Air  Force  Classified 
Management  Program.  On  9  July 
19G3,  the  Air  Force  published  AP'R 
205-24.  That  regulation,  which  has 
not  been  changed,  states  our  objec¬ 
tives  and  assigns  responsibilities 
throughout  the  Air  Force.  But  before 
publication,  the  Air  Force  had  to  de¬ 
cide  which  of  two  broad  philosophies 
of  management  it  would  follow.  Un¬ 
der  the  conditions  that  prevailed 
when  the  DoD  classification  manage¬ 
ment  program  was  established,  the 
Air  Force  could  have  relied  on  an 
essentially  passive  role  —  a  judicial 
role,  so  to  speak.  In  this  attitude  we 
at  headquarters,  under  our  broad  se¬ 
curity  policy  responsibility,  would 
make  decisions  only  when  required 
to  do  so,  and  respond  to  recommen¬ 
dations  referred  to  headquarters  In 
other  words  — sit  hack  and  wait  for 
others  to  take  the  initiative  and  then 
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react.  The  other  choice  was  to  have 
headquarters  engage  in  an  active  role, 
providing  aggressive  leadership,  ques¬ 
tioning,  suggesting,  prob>ng,  propos¬ 
ing  objectives,  and  stimulating  prog 
ress.  ]  am  happy  to  say  that  the  Air 
Force  decided  to  take  the  active  man¬ 
agement  role. 

Consequently,  those  of  us  in  the 
Air  Force  Classification  Management 
Program  at  headquarters  are  coq 
ccrned  with  planning,  organizing,  co 
ordinating,  directing,  and  controlling 
activities  that  will  accomplish  tin 
objectives  of  the  program  as  estab¬ 
lished  by  AFR  205-24.  These  ob¬ 
jectives  can  be  summarized  as:  pro¬ 
viding  central  management,  insuring 
the  proper  security  classification  of 
Ait  Force  information,  and  insuring 
prompt  downgrading  or  declassifica¬ 
tion  when  appropriate. 

I  am  pleased  to  have  the  oppoi 
tunity  to  talk  about  our  program  to¬ 
day  because  I  believe  that  the  Air 
Force  has  made  real  progress  and  is 
now  beginning  to  reap  benefits.  We 
no  longer  are  crawling  on  our  hands 
and  knees.  We  are  now  on  our  feei 
and  moving  ahead.  1  hope,  also,  that 
you  can  individually  benefit  from  our 
experience  and  take  with  you  one 
or  two  ideas  that  will  assist  you  in  the 
furtherance  of  your  own  program, 
whether  it  be  military  or  industry 
oriented.  Also,  most  of  you  work 
closely  with  the  Air  Force  on  classi¬ 
fied  programs  or  projects  and  it 
should  benefit  us  if  you  understand 
our  organization. 

When  the  decision  was  made  to 
take  the  active  management,  role, 
there  was  a  need  to  pinpoint  re¬ 
sponsibility  and  establish  the  means 
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to  accomplish  active  management. 
The  Director  of  Security  and  Law 
Enforcement,  under  the  inspector 
general  at  headquarters,  was  as¬ 
signed  responsibility  lot  the  Air 
Force  classification  management  pro¬ 
gram.  His  responsibility  includes:  the 
establishment  of  criteria  and  stand¬ 
ards  for  identifying  information  to 
be  classified  and  determining  the 
proper  degree  of  protection;  the  estab¬ 
lishment  of  procedures  to  assure  the 
proper  application  of  the  criteria  and 
standards;  requirements  for  security 
classification  guidance;  security  classi¬ 
fication  authority  control;  security 
classification  review  procedures;  and 
evaluation  of  the  effectiveness  of  the 
program.  To  carry  out  such  responsi¬ 
bilities,  the  director  established  a 
Classification  Management  Branch 
within  the  Security  Policy  Division 
Moreover,  under  the  provisions  of 
AFR  205-24  the  commander  of  each 
major  air  command  and  equivalent 
organization  was  directed  to  designate 
an  activity  at  Command  Headquarters 
level  to  implement  and  maintain  an 
effective  CM  program.  Although  we 
did  not  specify  that  the  major  air 
command  responsibility  be  assumed 
by  security  and  law  enforcement  ac¬ 
tivities,  in  most  of  the  commands  that 
is  the  way  it  worked  out. 

Exceptions  do  exist,  however,  and 
there  are  commands  where  the  CM 
program  is  being  supervised  by  either 
administrative  services  or  operations. 
The  assumption  of  the  responsibility 
below  the  major  Air  Command  level 
has  for  the  most  part  been  in  accord¬ 
ance  with  the  desires  and  needs  of  the 
particular  command.  From  an  organi¬ 
zational  standpoint  the  Air  Force  CM 


piogiam  is  set  tip  in  attendance  with 
the  "chain  ol  command." 

This  organization  was  select ed  as 
being  the  most  appropriate  to  accom¬ 
plish  the  purpose  of  senility  classili 
cation  management— the  organization 
and  employment  ol  human  and  ma¬ 
terial  resources  to  provide  for  the 
protection  of  sensitive  information 
only  to  the  degree  necessary  in  the 
interest  of  national  security.  Accord¬ 
ingly,  we  have  defined  security  classi¬ 
fication  management  as:  the  devel¬ 
opment  and  implementation  of  poli¬ 
cies  and  procedures  that  will  ensure, 
first,  the  assignment  of  appropriate 
security  classification  to  official  in¬ 
formation  requiring  protection,  and 
second,  the  continuous  review  of 
classified  information  to  effect  timely 
regrading  and  dec  lassification  actions 
as  warranted  by  changing  conditions. 

Tli  Air  Force  policies  and  proce¬ 
dures  that  laid  the  foundation  upon 
which  the  program  has  been  built 
were  developed  in  consideration  of 
the  operational  approach  to  manage¬ 
ment.  This  operational  approach  rests 
on  the  premise  that  the  end  product 
or  goal  to  be  achieved — protection  of 
sensitive  information  only  to  the  de¬ 
gree  required  in  light  of  over  chang¬ 
ing  conditions  -is  the  paramount 
consideration  in  developing  police 
and  procedures  and  directing  opera¬ 
tions.  Accordingly,  our  management 
actions  hate  been  geared  to  the  situa¬ 
tions  rather  than  oriented  toward 
ideal  patterns  which  may  or  may  not 
fit.  It  further  presupposes  that  each 
problem  or  situation  has  some  ele¬ 
ments  that  arc  unique  and  that  eac  h, 
therefore,  must  be  evaluated  in  iis 
own  setting,  which  we  all  realize  is 
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ever  changing  under  the  iiujku;!  of 
technological  advances  and  opera¬ 
tional  circumstances.  l  itis  approach 
in  itself  rejects  the  possibility  of  de¬ 
veloping  policy  and  procedures  that 
fail  into  neat  patterns  of  solving  prob¬ 
lems.  Jn  fact,  we  are  the  first  to  admit 
that  this  dynamic  approach  is  often 
quite  messy.  The  odds  and  ends  slick, 
mil.  But  it  helps  us  to  see  our  prob¬ 
lems  as  they  really  are.  Accordingly, 
the  current  Air  Force  CM  policies  and 
procedures  are  a  result  of  a  realistic 
evaluation  of  the  specific  situation. 

Let  us  look  briefly  at  our  basic 
polit  y.  Only  information  is  classified, 
equipment,  drawings,  reports,  models, 
tie.,  all  media  that  convey  informa¬ 
tion  must  be  marked  iu  accordance 
with  the  security  classification  of  the 
information  revealed.  This  basic  pol¬ 
ity  causes  us  to  carefully  examine  the 
hardware,  report,  plan,  etc.,  to  identi¬ 
fy  the  sensitive  information  that  could 
he  revealed  by  the  item  if  we  are  to 
assign  a  valid  security  classification. 
Too  often  material  is  marked  classi¬ 
fied  without  identifying  the  specific 
information  that  is  to  be  protected.  I 
am  sure  that  you  immediately  recog¬ 
nize  the  source  of  our  requirement  for 
paragraph  marking.  A  corollary  to 
this  basic  policy  is  the  fact  that  clas¬ 
sified  information  ran  be  the  result 
of  putting  together  bits  and  pieces  of 
unclassified  information.  We  have 
recognized  this  as  a  basic  policy  and 
realize  that  where  many  of  you  are 
concerned  technological  reports  arc 
often  made  up  of  “bits  and  pieces” 
of  unclassified  information,  but  when 
considered  in  their  entirety  could 
conceivably  reveal  very  sensitive  in¬ 
formation.  An  explanatory  statement 


to  that  effect,  identifying  the  sensi¬ 
tive  information,  is  all  that  is  re¬ 
quired. 

A  second  policy  basic  to  an  effec¬ 
tive  CM  program  is  that  during  the 
development,  preparation  and  hand¬ 
ling  of  a  document  or  an  item  ol 
hardware  (here  must  be  no  interval 
during  which  classified  information 
is  left  unprotected.  The  intention  or 
belief  that  an  item  revealing  sensitive 
information  will  be  seen  only  by  per¬ 
sonnel  authorized  to  have  access  docs 
not  justify  the  absence  of  adequate 
.security  classification  marking.'-.  lYo- 
ceeding  on  the  assumption  that  in¬ 
formation  will  be  sale,  although  not 
marked  for  protection  is  foolishly 
assuming  that  none  of  a  large  num¬ 
ber  of  compromising  events  will 
occur.  The  necessity  for  protection 
should  be  made  readily  apparent  to 
anyone  having  access  to  the  material 
whether  it  be  in  the  form  of  rough 
draft  or  working  papers  or  hardware 
or  mockups.  Also,  the  re-assignment 
or  transfer  of  a  classified  project  or 
program,  whether  it  is  in  the  realm 
of  research,  development,  construction 
or  engineering,  by  one  unit  to  an¬ 
other  must  include  identification  of 
classilied  information. 

Our  third  basic  policy  demands  a 
consideration  of  over-classification  as 
:"er-ured  against  undeiclassifiralioii. 
We  recognize  that  inherent  in  any 
classification  determination,  and  in 
any  subsequent  classification  review, 
is  the  requirement  that  the  classifying 
official  must  weigh  the  damage  to  the 
national  defense  that  might  result 
from  the  release  of  the  information, 
against  the  detrimental  effect  upon 
the  national  defense  that  will  defi- 
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nitcly  result  from  the  costs  and  im¬ 
pediments  inherent  in  a  decision  Lo 
classify.  While  umlerclassiiicution 
may  result  in  less  than  adequate  pro¬ 
tection,  overciassiiication  causes  a 
waste  of  resources  and  needlessly 
impedes  the  conduct  ol  normal  oper¬ 
ations.  Accordingly,  our  policy  re¬ 
quires  that  technical  information  he 
carefully  evaluated  to  identify  those 
elements  that  require  security  pro¬ 
tection  to  insure  effective  use  of 
equipment  in  operational  situations. 
When  such  information,  il  placed  in 
the  public  domain,  would  diminish 
our  technological  lead  time  or  pro¬ 
vide  another  nation  with  an  advan¬ 
tage,  it  should  be  seriously  considered 
for  classification. 

Another  basic  policy  is  that  the 
assignment  of  a  security  classification 
is  a  responsibility  of  command.  The 
project  command  originating  the  in¬ 
formation  has  the  responsibility  for 
determining  if  the  information  needs 
to  be  classified  and  the  degree  of 
protection  required.  We  believe,  how¬ 
ever,  that  it  is  most  unusual  for  a 
single  individual  to  be  knowledgeable 
about  all  facets  of  the  program  or 
project.  Accordingly,  we  have  adopt¬ 
ed  the  policy  of  a  team  concept  to 
classifying.  The  technical,  operation¬ 
al,  and  security  people  working  to¬ 
gether  have  a  much  better  chance  to 
arrive  at  appropriate  classification  de¬ 
terminations  than  any  one  segment 
working  alone.  This  concept  is  prac¬ 
tical  and  proven  to  be  most  effective. 
For  some  programs  the  contractor  per¬ 
sonnel  have  been  valuable  additions 
to  the  team  and  we  in  the  Air  Force 
certainly  encourage  their  participa¬ 
tion. 


Within  the  framework  of  our  basic 
polities  and  procedures,  we  have 
given  a  great  deal  of  attention  and 
thought  as  to  how  best  achieve  classi¬ 
fication  consistency.  This  is  no  small 
chore  hut  in  Lhe  area  of  research  and 
development  we  have  made  progress. 
Some  of  the  improvement  in  these 
areas  has  naturally  benefited  other 
fields.  For  one  thing,  we  have  estab¬ 
lished  a  standard  format  for  security 
classification  guides.  This  approach 
towards  uniformity  has  been  of  great 
.assistance  in  getting  meaningful  guid¬ 
ance  from  our  weaker  program  offices. 
Just  recently  lhe  Air  Force  Systems 
Command  has  taken  positive  action 
to  implement  our  desire  at  headquar¬ 
ters  to  provide  contrac  tors  with  guides 
via  the  use  of  the  DD  254-1,  Security 
Classification  Specification  for  con¬ 
tracts,  instead  of  the  DD  254,  Sec  urity 
Requirements  Check  List,  which  is  in 
most  instances  too  ambiguous  to  be  of 
assistance  to  the  contractor.  Moreover, 
we  believe  that  because  of  the  change 
the  prime  contractors  will  be  in  a 
better  position  to  furnish  subcon¬ 
tractors  with  better  security  classifi¬ 
cation  guidance. 

The  Air  Force  Systems  Command 
has  also  directed  that  all  programs 
being  managed  in  accordance  with 
lhe  375  series  of  Air  Force  Regula¬ 
tions  will  have  a  security  classification 
guide,  as  detailed  as  possible,  included 
as  a  part  of  the  program  planning 
documentation.  In  addition  to  estab¬ 
lishing  early  classification  consistence 
this  action  should  benefit  contractors 
in  that  they  will  be  able  to  better 
evaluate  security  requirements  at  the 
proposal  stage. 

You  can  readily  see  that  Air  Force 
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policies  and  procedures  are  aimed  at 
improving  communications  between 
die  classifier  anti  the  user.  Detailed 
and  meaningful  guidance  is  the  an- 
swer  to  improved  security  classifica¬ 
tions  and  classification  consistency. 
However,  policies  and  procedures 
alone  will  not  do  the  job.  The  guid¬ 
ance  must  reflect  consideration  of  all 
the  facets,  not  just  one  plane  of  the 
surface.  Accordingly,  we  are  constant¬ 
ly  trying  to  get  the  idea  of  team  con¬ 
cept  or  working  group  approach 
across  so  all  factors  —  technical  de¬ 
velopment  as  well  as  operational  situ¬ 
ations  —  will  be  considered  in  the 
classification  determination. 

Looking  at  our  progress  during 
these  past  three  years  we  believe  that 
by  adopting  an  operational  approach 
to  classification  management  we  have 
been  able  to  develop  practical  and 
workable  policies  and  procedures  as 
the  foundation  lor  an  effective  classi¬ 
fication  management  program. 

I  certainly  hope  that  some  of  the 
ideas  or  thoughts  I  have  presented, 
although  by  no  means  new  to  the 
management  field,  will  provoke  some- 
action  and  assist  you  in  your  own 
programs.  I  believe  the  Air  Force  has 
made  great  strides  over  the  past  few 
yi  ars.  There  are  still  many  things  re¬ 
maining  to  be  done,  but  with  the  help 
of  the  other  military  departments  and 
industry  and  the  NCMS,  I  am  sure 
that  CM  in  the  Air  Force  will  con¬ 
tinue  to  move  ahead. 

In  closing  1  must,  say  that  we  should 
keep  in  mind  that  effective  security 
classification  management  is  largelv 
the  application  of  good  judgment,  re¬ 
flecting  a  combination  of  intelligence, 
experience  and  understanding.  Yet 


there  are  other  basic  ingredients.  We 
must  have  the  conviction  that  the  job 
is  worth  doing  and  show  enthusiasm 
for  doing  it.  These  are  not  matters 
that  can  be  put  on  a  chart  or  stated 
in  policies,  procedures  or  rules.  There 
are  no  shortcuts  to  a  good  .security 
CM  performance,  The  route  involves 
circumspection,  good  judgment,  hard 
work  and  determination. 

SCHIEDERMAYER:  Thank  you 
Frank  May.  Commander  Poenicke, 
our  next  speaker,  entered  the  Navy 
in  1942  while  attending  Brooklyn 
College  and  was  commissioned  and 
designated  a  Naval  Aviator  in  1944. 
He  then  performed  normal  aviation 
assignments  until  1954  when  he  be¬ 
came  a  straight  seagoing  sailor  and 
served  on  board  cruisers,  destroyers 
and  other  ships.  He  reported  to  the 
staff  of  the  Chief  of  Naval  Material  in 
1963  from  command  of  the  USS 
“Greene”  DDR  711.  Commander 
Poenicke  is  presently  head  of  the  Se¬ 
curity  Branch  of  Headquarters,  Naval 
Material  Command.  Commander 
Poenicke. 

CHARLES  F.  POENICKE,  JR. 

1  wish  to  express  the  appreciation 
of  the  Chief  of  Naval  Material  for 
the  opportunity  to  give  you  first  hand 
knowledge  of  the  new  Naval  Material 
Command  classification  management 
program.  I  want  to  emphasize  that 
my  remarks  concern  only  the  Naval 
Material  Command,  that  is,  the  Head¬ 
quarters,  Naval  Material  Command, 
the  six  systems  commands,  and  tin- 
project  managers  directly  under  the 
Chief  of  Naval  Material. 

A  classification  section  has  been 
established  in  Headquarters,  Naval 
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Material  Command,  under  the  Depu¬ 
ty  Chief  of  Naval  Material  for  Pro¬ 
curement.  This  section  is  in  the  Se¬ 
curity  Branch  of  the  Contract  Ad¬ 
ministration  Division. 

The  Classification  Management 
.Section  ha  the  responsibility  to  es¬ 
tablish  policies,  procedures,  systems 
and  techniques  necessary  to  meet  the 
requirements  of  the  Navy  classifica¬ 
tion  management  program  within  the 
Naval  Material  Command.  Addition¬ 
ally,  the  Classification  Management 
Section  will  supervise  and  review  the 
programs  of  the  activities  of  the  Na¬ 
val  Material  Command  to  insure  com¬ 
pliance  with  overall  Navy  program  ob¬ 
jectives.  I  should  mention  here  that 
the  overall  Navy  classification  man¬ 
agement  program  is  established  by 
the  Chief  of  Naval  Operations. 

In  fulfilling  the  responsibilities  I 
just  mentioned,  the  following  tasks 
will  be  performed  by  the  new  Classifi¬ 
cation  Management  Section: 

First,  it  will  prescribe  procedures 
for  use  by  the  Naval  Material  Com¬ 
mand  to  insure:  timely  promulgation 
of  classification  plans  and  guides  re¬ 
quired  for  each  classified  plan,  pro¬ 
gram,  project  or  procurement;  that 
updated  classification  guidance  is 
available;  uniform  application  of  the 
automatic-time-phased  downgrading 
and  declassification  system;  uniform 
interpretation  of  security  classifica¬ 
tion  policy  promulgated  by  the  Chief 
of  Naval  Operations  or  higher  au¬ 
thority. 

Second,  monitor  and  review,  as  feas¬ 
ible,  the  classification  guidance  issued 
for  classified  plans,  programs,  proj¬ 
ects,  or  procurements. 

Third,  assist  the  systems  command¬ 


ers  and  project  managers,  as  practica¬ 
ble,  in  preparing  classification  guid¬ 
ance. 

Fourth,  counsel  and  furnish  techni¬ 
cal  guidance  to  the  system?  command¬ 
ers  and  project  managers. 

Fifth,  maintain  staff  surveillance 
over  i  lie  classification  management 
organizations  of  all  subordinate  ac¬ 
tivities. 

Sixth,  visit  contractor  facilities,  as 
practicable,  to  determine  if  furnished 
classification  guidance  realistically 
meets  overall  program  objectives. 

Seventh,  coordinate  and  resolve  dif¬ 
ferences  in  classification  management 
matters  arising  within  the  NMC. 

Eighth,  coordinate  security  classi¬ 
fication  matters  with  the  Deputy 
Chiefs  of  Naval  Operations  or  the 
Chief  of  Naval  Operations  as  appro¬ 
priate. 

And  lastly,  maintain  a  library  of 
scientific  and  technical  intelligence 
reports,  studies,  etc. 

Resources  have  been  allotted  to  exe¬ 
cute  this  program  and  an  experience 
factor  will  determine  what  else  is  re¬ 
quired.  The  s  stems  commanders  and 
the  Chief  of  Naval  Material  project 
managers  have  been  advised  to  insure 
that  they  have  supporting  organiza¬ 
tions  within  their  own  activities  di¬ 
rectly  responsible  for  the  classification 
management  function. 

This  concludes  my  prepared  re¬ 
marks,  Thank  you. 

f Howard  Maincs  presented  the  pa¬ 
per  that  was  to  have  been  presented 
by  Admiral  Walter  F.  Boone,  USN 
Retired,  Assistant  Administrator  for 
Defense  Affairs,  National  Aeronautics 
and  Space  Administration.] 

SOI  IF.DI.RM  AYER:  Howard 
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Maines  is  well  known  to  most  of  us 
who  have  been  in  and  around  ASIS 
meetings.  He  is  a  native  of  Ft  rt. 
Worth,  Texas.  Ilis  birthdate  is  listed 
here.  It’s  after  mine,  so  I  won’t  men¬ 
tion  it.  Howard  served  three  years  in 
the  Navy  in  the  Pacific  during  World 
War  II.  He  was  graduated  from  Texas 
Christian  University  in  1950,  and  did 
a  couple  of  years  of  graduate  work 
there  following  his  graduation.  He 
was  with  the  Investigative  Section  of 
the  Civil  Service  Commission  from 
1952  to  1955  and  was  in  the  Bureau 
of  Aeronautics  until  1958  in  Classifi¬ 
cation  Management.  From  1958  on  he 
has  been  with  NASA.  He  is  the  Chief 
of  the  Security  Classification  Manage¬ 
ment  and  Industrial  Security  Branch. 
At  NASA  he  is  presently  the  Execu¬ 
tive  Secretary  of  NASA’s  Classification 
Board.  Speaking  on  the  classification 
management  program  in  NASA  — 
Howard  Maines. 

HOWARD  G.  MAINES 

The  National  Aeronautics  and 
Space  Administration  specializes  in 
solving  different  problems.  One  of  the 
most  exacting  problems  facing  NASA 
management  is  that  of  carrying  out  its 
mandate  to  conduct  an  open  program 
of  space  activities  for  the  benelit  of 
all  mankind — a  program  for  all  the 
world  to  see  and  understand — while 
at  the  same  time  withholding  from 
the  public  domain  that  information 
the  unauthorized  disclosure  of  which 
would  have  an  adverse  effect  on  the 
national  security.  This  problem  is 
made  particularly  difficult  by  the  fact 
that  much  of  the  new  technology  be¬ 
ing  developed  by  NASA  has  some 
foreseeable  application  to  national 
defense. 


In  establishing  the  administrative 
machinery  in  1958  for  a  civilian  space 
program,  the  Congress  called  for  an 
open  technology.  It  required  NASA 
to  provide  for  the  “widest  practicable 
and  appropriate  dissemination  of  in¬ 
formation  concerning  its  activities 
and  the  results  thereof.”  At  the  same 
time,  the  Congress  provided  for  the 
withholding  from  public  inspection 
of  that  information  classified  to  pro¬ 
tect  the  national  security.  In  stipulat¬ 
ing  this  important  exception  to  the 
basic  philosophy.  Congress  recognized 
that  there  are  practical  limits  to  the 
maintenance  of  an  open  technology. 

There  are  practical  limits  within 
which  NASA  must  operate.  We  must 
conduct  our  activities  in  harmony 
with  the  work  of  other  agencies  in  the 
Executive  Branch  of  the  Government. 
The  release  of  information  classified 
in  the  interest  of  national  security  is 
an  area  in  which  we  are  not  free  to 
act  unilaterally.  NASA  is  not  repre¬ 
sented  on  the  National  Security  Coun¬ 
cil.  It  is  not  entirely  privy  to  the 
many  and  delicate  considerations  that 
underlie  the  system  of  security  classi¬ 
fications  surrounding  the  conduct  of 
our  national  defense  and  foreign  pol¬ 
icies.  The  relationship  of  our  classi¬ 
fication  practices  to  the  struggle  by 
our  open  society  against  the  closed 
circuit  of  the  Communist  countries, 
and  their  avowed  purpose  to  domi¬ 
nate  the  world,  is  not  a  matter  to  be 
determined  by  NASA  independently. 

However,  from  our  dealings  with 
other  federal  agencies,  we  do  have  a 
workable  knowledge  of  the  areas  that 
agencies  within  the  Executive  Branch 
of  the  Government  consider  to  be  sen¬ 
sitive.  NASA,  acting  on  its  own,  must 
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classify  certain  categories  of  data  and 
material  in  accordance  w:th  that 
knowledge.  But  with  only  limited  re¬ 
quirements  for,  and  access  to,  classi¬ 
fied  information  about  day-to-day  de¬ 
velopments  in  the  nation’s  world  wide 
diplomatic  and  defense  activities, 
NASA  cannot  substitute  his  own  judg¬ 
ment  for  that  of  the  Department  of 
Defense,  the  Department  of  State,  or 
other  agencies  of  the  Government  in 
the  field  of  information  security. 

What  our  nation  is  experiencing  to¬ 
day,  and  has  been  experiencing  in  the 
last  quarter  of  a  century,  is  a  scientif¬ 
ic  and  technological  revolution.  Co¬ 
operative  effort  on  the  part  of  the 
Government,  industry,  our  universi¬ 
ties,  and  the  scientific  community, 
has  been  the  prime  mover  in  this  rev¬ 
olution. 

Without  such  teamwork  and  coop¬ 
eration,  our  nation  could  not  have 
developed  the  immense  technological 
power  that  it  now'  possesses — the  tech¬ 
nological  power  that  makes  possible 
supersonic  aircraft,  ballistic  missiles, 
nuclear  and  thermonuclear  weapons, 
and  many  other  elements  of  our  na¬ 
tional  defense  posture  and  our  na¬ 
tional  economic  strength.  This  coop¬ 
eration  has  given  us  tremendous  ca¬ 
pability  for  technological  research 
and  development,  now  being  extend¬ 
ed  and  augmented  for  space  explora¬ 
tion,  which  will  be  available  to  meet 
the  national  security  and  economic 
requirements  of  the  future. 

Much  of  our  basic  research,  al¬ 
though  not  in  areas  specifically  re¬ 
lated  to  weapons  programs,  has  led  to 
later  applications  that  have  helped 
to  strengthen  our  defense  posture. 
The  fields  of  cybernetics,  cryogenics, 


solid-state  physics,  and  micro-minia¬ 
turization  are  examples  that  come  im¬ 
mediately  to  mind. 

The  influence  of  our  technological 
progress  is,  and  has  been,  a  prime 
factor  in  keeping  the  peace.  Techno¬ 
logical  and  scientific  capabilities  con 
stitute  a  basic  source  of  national  pow¬ 
er.  Preeminence  in  the  field  is  an  im¬ 
portant  instrument  of  diplomacy 
which  gives  us  leverage  in  our  deal¬ 
ings  with  other  nations  involving 
peace  and  freedom  in  the  world.  Our 
manifest  ability  to  react  quickly  and 
effectively  to  any  new  development 
threatening  our  national  well-being 
is  a  strong  deterrent  to  aggression. 

We  can  neither  wish  away  nor  af¬ 
ford  to  ignare  political  realities  that 
make  the  capability  to  conduct  varied 
operations  in  space  a  matter  of  stra¬ 
tegic  importance  as  well  as  a  means 
to  satisfy  man’s  scientific  curiosity  and 
advance  his  knowledge  of  the  uni¬ 
verse.  We  can  no  more  afford  to  fal¬ 
ter  in  space  than  we  can  in  any  earth¬ 
ly  pursuit  in  which  the  security  and 
future  of  our  nation  and  the  free 
world  hang  in  the  balance. 

The  space  effort  is  really  a  research 
and  development  competition  — -  a 
competition  for  technological  preem¬ 
inence,  which  creates  and  demands 
the  quest  for  excellence.  In  this  quest, 
the  space  program  is  increasing  our 
scientific  and  technological  power — 
a  resource  as  important  as  raw  mate¬ 
rials  and  productive  capacity.  Should 
we  fall  behind  in  the  area  of  space 
technology,  we  would  jeopardize  our 
ability  to  move  ahead  on  earth  as  well 
as  in  space.  At  stake  is  the  technolog¬ 
ical  balance  of  power  in  the  world. 

In  space  we  arc  using  science  and 
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technology  to  build  our  national  com¬ 
petence  and  to  work  toward  a  peace- 
lul  and  better  wmld.  We  believe  that 
the  reinforcement  of  this  new  foun¬ 
dation  of  power,  based  on  advanced 
technology,  can  provide  new  means 
of  meeting  man’s  needs  for  security, 
freedom,  dignity,  and  opportunity. 

Prestige  is  meaningful  only  to  the 
extent  that  it  reflects  the  substance, 
not  the  shadow,  of  power.  Thus,  the 
value  of  (he  space  effort  must  be 
judged  in  terms  of  how  well  it  pro¬ 
vides  a  visible  focus  of  power,  evi¬ 
dent  to  all  the  world,  and  manifests 
a  broad  capability  to  do  whatever  is 
necessary  to  insure  the  security  of  the 
nation  and  to  contribute  to  the  peace 
of  the  world. 

These  are  some  of  the  imperatives 
that  motivate  us  to  explore  and  uti¬ 
lize  the  new  medium  of  space. 

Thus  far  I  have  been  discuss. ng 
the  importance  of  national  technolog¬ 
ical  power  in  an  era  of  scientific  and 
technological  revolution,  and  some  of 
the  applications  and  implications  of 
that  power.  It  is  clear  that  science  and 
technology  are  becoming  major  forces 
in  all  aspects  of  human  activity.  Our 
national  security,  our  ability  to  lead 
the  free  world  and  preserve  the  peace, 
and  our  future  economic  growth,  are 
all  bound  up  in  the  efforts  that  we 
expend  to  excel  in  the  acquisition  of 
new  scientific  knowledge  and  the  de¬ 
velopment  of  new  technology. 

But  to  return  more  directly  to  our 
subject — why  is  it  necessary  for  NASA 
to  impose  some  degree  of  protection 
on  certain  of  its  new  technological  de¬ 
velopments  in  order  to  maintain  and 
exploit  our  technological  preemi¬ 
nence?  The  justification  in  four  gen¬ 


eral  areas  might  be  worth  mentioning 
as  being  illustrative. 

First,  wherever  a  new  material,  tie- 
vice,  manufacturing  process,  or  opera¬ 
tional  procedure  can  be  applied  to 
give  us  a  military  advantage,  it  is  cer¬ 
tainly  in  the  national  interest  to  pro¬ 
tect  that  advantage  for  as  long  as  we 
can.  In  this,  wc  follow  the  lead  of  the 
Department  of  Defense. 

Such  determinations  are  not  al¬ 
ways  clear  cut.  In  some  cases  it  will  be 
necessary  to  weigh  the  advantages  to 
overall  national  power  of  a  wider  dis¬ 
semination  of  a  new  development 
against  the  disadvantages  of  its  re¬ 
striction. 

We  cannot  hope  to  maintain  the 
secrecy  of  such  developments  indefi¬ 
nitely.  The  best  we  can  expect  is  to 
keep  ahead  of  potential  adversaries 
by  a  lead-time  interval  of  several 
years. 

Some  will  say  that  it  is  impossible 
to  protect  a  technological  secret  any¬ 
way — -that  if  an  unfriendly  govern¬ 
ment  wants  the  information  badly 
enough  it  can  eventually  obtain  it 
through  intelligence  nets.  Perhaps  so, 
in  many  cases.  But  we  shouldn’t  hand 
it  to  the  other  fellow  on  a  silver  plat¬ 
ter.  Let  him  pay  a  price  for  it  in  ex¬ 
pended  resources  of  men  and  money. 
He  will  have  that  much  less  to  spend 
on  weapon  systems. 

Second,  we  want  to  maintain  an  in¬ 
dustrial  lead  over  our  competitors  in 
the  world  market.  Only  by  producing 
superior  products  at  competitive 
prices  can  we  sell  enough  goods 
abroad  to  balance  the  outflow  of  gold 
required  to  support  our  economic 
and  military  commitments  around 
the  world. 
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Here  again  it  is  a  matter  of  judg¬ 
ment — of  weighing  trade-offs — as  to 
whether  we  strengthen  our  industrial 

O  ... 

position  by  an  unlimited  dissemina¬ 
tion  of  new  technological  develop¬ 
ments  or  by  withholding  under  a  con¬ 
trolled  dissemination  those  selected 
technologies  that  provide  the  answers 
to  key  problems  in  our  commercial 
productivity. 

Take  the  supersonic  transport,  for 
example.  Here  we  are  in  direct  com¬ 
mercial  competition  with  the  Euro¬ 
pean  consortium  and  the  Soviet  Un¬ 
ion  for  a  potential  world  market  that 
will  run  into  billions  of  dollars  per 
year.  NASA  is  working  on  a  number 
of  developments  which  will  probably 
represent  the  difference  between  a 
Mach  2.0  and  a  Mach  2.7  aircraft. 
Should  we  tell  oi  r  competitors  all  we 
learn  about  new  metals  and  lubricants 
required  to  produce  and  economically 
operate  the  higher  performance  en¬ 
gines,  about  welding  die  aewer  alloys 
needed  to  withstand  the  higher  skin 
temperatures,  about  sealing  fuel  tanks 
to  hold  up  under  the  more  rigorous 
operating  environment,  etc.?  1  would 
think  not. 

Third,  in  the  less  obvious  and  per¬ 
haps  intangible  political  area,  (ho 
classification  and  controlled  disclos¬ 
ure  of  some  of  our  most  advanced 
technologies  provides  our  government 
with  a  valuable  instrument  of  diplo¬ 
macy,  some  added  bargaining  power, 
if  you  will,  something  to  offei  as  an 
incentive  for  other  governments  to 
join  with  us  in  cooperative  efforts 
that  would  serve  to  advance  the  un¬ 
derstanding  among  the  nations  of  the 
Free  Work!  and  to  strengthen  our 
alliances. 


Finally,  vie  classify  certain  opera¬ 
tional  information  pertaining  to  the 
command  and  control  of  space  vehi¬ 
cles  where  the  possession  of  the  infor¬ 
mation  would  facilitate  malicious  in¬ 
terference  with  a  space  mission. 

In  compliance  with  Executive  Or¬ 
der  10501,  NASA,  along  with  some  30 
other  federal  agencies,  classifies  cer¬ 
tain  types  of  "official  information”  in 
the  interests  of  "national  defense.” 
We  interpret  "national  defense”  in  a 
broad  sense  to  encompass  not  only 
considerations  of  military  defense  but 
also  economic  and  political  factors 
having  bearing  on  the  national  de¬ 
fense  posture.  While  the  NASA  aero- 
spate  program  is  peaceful  in  purpose 
and  practice,  certain  of  the  scientific, 
technological,  and  operational  devel¬ 
opments  and  activities  of  the  program 
have  a  direct  bearing  on  national  de¬ 
fense.  In  the  economic  sector,  the  cut¬ 
ting  edge  of  international  compete 
tion  is  advanced  research  and  technol¬ 
ogy.  To  fall  behind  in  this  area  would 
be  to  lose  power  in  world  markets, 
and  this  in  turn  would  lead  to  a  de¬ 
crease  in  power  for  defense.  As  1  have 
pointed  out,  preeminence  in  the  aero¬ 
space  field  is  an  invaluable  asset  in 
international  relations,  a  visible  focus 
of  our  ability  to  do  whatever  is  neces¬ 
sary  to  insure  the  security  and  well 
being  of  the  nation. 

Protection  of  selected  NASA  infor¬ 
mation  through  security  classification 
is  not  inconsistent  with  the  space  act 
requirement  to  “provide  for  the  wid¬ 
est  practicable  and  appropriate  dis¬ 
semination”  of  NASA  information. 
The  uncontrolled  dissemination  of 
information  the  disclosure  of  which 
would  be  contrary  to  the  interests  of 
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national  defense  clearly  would  not  be 
‘  practicable  and  appropriate.”  Gen¬ 
erally  speaking,  one  might  say  that  we 
should  reveal  the  "wliat”  and  “when” 
of  our  programs,  but  not  in  all  cases 
the  "how.” 

Classification  does  not  deny  infor¬ 
mation  to  (hose  who  have  a  need  to 
know.  It  does  not  completely  restrict 
the  release  of  information.  It  simply 
results  in  information  being  dissem¬ 
inated  on  a  controlled  rather  than  an 
uncontrolled  basis.  In  this  connection, 
I  understand  that  there  are  something 
over  23,000  U.  S.  industrial  firms 
cleared  to  receive  classified  informa¬ 
tion  where  there  is  a  bona  fide  need 
to  know. 

In  general,  the  types  of  NASA-gen- 
crated  information  required  to  be 
protected  in  Lite  interests  of  national 
defense  lie  in  the  areas  of  applied  re¬ 
search  and  technology  and  operations. 
The  closer  the  approach  to  an  appli¬ 
cation  of  a  new  technology,  the  more 
likely  the  need  for  classification.  Or¬ 
dinarily,  basic  scientific  research  (i.e., 
the  phenomena  of  nature)  do  not  re¬ 
quire  classification.  For  example, 
there  is  very  little  classified  informa¬ 
tion  in  such  programs  as  Tiros,  Nim¬ 
bus,  Relay,  Echo,  etc.  Conversely, 
there  is  considerable  classified  tech¬ 
nology  in  such  programs  as  Gemini, 
Apollo,  Rover,  etc.  These  last-named 
programs  arc  developing  large  quanti¬ 
ties  of  applied  technical  data. 

We  have  recently  published  a  hand¬ 
book  that  sets  forth  the  legal  basis 
and  philosophy  underlying  our  clas¬ 
sification  program,  and  cites  some  spe¬ 
cific  criteria  and  guidelines  as  an  aid 
to  the  responsible  NASA  officials  in 
determining  appropriate  security  clas¬ 


sification  assignments.  In  the  final 
analysis,  however,  the  matter  of  clas¬ 
sification  boils  down  to  an  exercise 
in  enlightened  good  judgment. 

About  a  year  ago,  NASA’s  top  man¬ 
agement  established  a  Security  Classi¬ 
fication  Board.  Each  of  the  major  pro¬ 
gram  and  staff  offices  is  represented 
on  the  Board,  and  the  individuals  se¬ 
lected  are  of  such  stature  that  they 
can  speak  authoritatively.  We  have 
been  fortunate  in  having  high  caliber 
individuals  on  the  Board.  In  the  ten 
months  since  the  creation  of  the 
Board,  we  have  convened  it  several 
times.  Although  we  do  not  always 
find  a  unanimous  opinion,  we  have 
been  able  to  resolve  most  of  our  dif¬ 
ferences  without  too  much  controver¬ 
sy.  The  Board  members  have  addi¬ 
tional  assigned  functions  within  the 
security  classification  management 
program  other  than  membership  on 
the  Board.  They  also  serve  as  security 
classification  officers  within  their  re¬ 
spective  organizational  elements.  In 
this  capacity,  they  are  responsible  for 
the  coordination  of  proposed  classifi¬ 
cation  assignments  within  their  re¬ 
spective  offices,  interpreting  security 
classification  guides  in  their  respective 
fields  of  interest,  coordinating  the 
security  classification  reviews  of  tech¬ 
nical  information  under  their  cogni¬ 
zance  and  serving  as  channels  for 
questions  or  suggestions  concerning 
security  classification  policies  or 
guides. 

We  are  pleased  with  the  results  of 
our  Classification  Board.  I  feel  that 
it  has  made  a  major  contribution  to 
the  NASA  security  classification  man¬ 
agement  program.  The  new  NASA 
handbook  to  which  I  referred  con- 


S(i 


NCMSJ— 1966 


tains  classification  criteria  and  guide¬ 
lines  formulated  by  the  Hoard  in  re- 
.spon.se  to  the  NASA  classification  pol¬ 
ity  enunciated  by  the  Administrator. 
Wc  plan  to  review  this  document  in 
about  sis  months.  Panel  discussions 
such  as  this  will  help  us  to  assess  the 
validity  and  uclidtiess  of  this  docu¬ 
ment. 

SClllliDliRMAYER:  Our  next 
speaker  is  Joe  Sullivan,  Chief,  Ollice 
of  industrial  Security,  Defense  Con¬ 
tract  Administration  Services  Region 
in  l.os  Angeles.  He  is  a  native  of 
Huston,  lie  attended  Northeastern 
University,  majoring  in  Industrial  Re¬ 
lation:,,  Since  his  discharge  from  the 
Army  alter  Wot kl  War  II,  lie  has 
been  in  Government  procurement, 
conn  act  administration,  labor  rela¬ 
tions,  production,  and  industrial  se¬ 
curity.  As  Chief  of  the  DCASR  Office 
of  Industrial  Security,  he  directs  the 
DoD  Industrial  Security  program 
throughout  Southern  California,  Ari¬ 
zona  and  Nevada.  Approximately 
three  thousand  contractor  facilities 
are  under  the  securitv  cognizance  of 
DCASR  of  D.A.,  which  has  often 
been  referred  to  as  the  hugest  “se 
runty  cog"  office  in  the  United  States. 
Speaking  on  the  role  of  the  cognizant 
seen rit)  office  in  classification  man¬ 
agement,  Mr.  Sullivan. 

JOSEPH  C.  SULLSVAN 

The  speakers  on  this  panel  who 
have  preceded  me  have  covered  classi¬ 
fication  management  policy  and  how 
the  program  works  at  a  user  agency 
level.  I  would  like  to  address  myself 
to  how  we  at  the  local  cognizant  se- 
(iirjiv  office  get  involved  in  tin’s  pro¬ 


gram,  and  what  we  Jeel  is  our  role 
in  this  dynamic  area. 

When  the  results  of  the  Project  (it) 
study  were  evaluated  it  became  ap 
patent  that  contract  administration 
services  of  the  three  military  depart¬ 
ments  should  be  consolidated  and  a 
centrally  directed  Industrial  Security 
program  he  established. 

Dor  the  past  six  months  our  tog 
nizant  office  here  in  Los  Angeles  has 
been  experimenting  in  the  security 
classification  area.  We  have  been 
watching  the  pi  ogress  of  our  classi¬ 
fication  specialist  with  great  expecta¬ 
tion  for  we  fee!  sure  that  liis  services 
will  pay  great  dividends  ill  tire  days 
ahead.  It  has  already  become  obvious 
that  there  are  great  cost  saving  pos¬ 
sibilities  in  maintaining  a  constant 
review  of  all  DD  254’s  that  flow  into 
industry  from  the  various  user  agen¬ 
cies.  During  the  past  six-month  period 
we  have  reviewed  over  5,000  254's. 
Our  classification  specialist  must  ex¬ 
amine  the  security  requirements  to 
assure  that  classification  specifications 
identify  and  describe  the  classified  in¬ 
formation  involved  in  the  contract 
because  it  is  most  important  to  us 
that  the  contractor  is  able  to  apply 
the  necessary  protective  measures 
witirout  undue  operational  restriction. 
Our  specialist  has  been  challenging 
any  251  that  contained  unrealistic  or 
questionable  requirements,  and  we 
have  been  successful  in  getting  the 
project  office  to  make  changes  result¬ 
ing  in  more  meaningful  security  re¬ 
quirements. 

Our  classification  review  also  allows 
us  to  determine  if  the  classification 
requirements  of  like  contracts,  award¬ 
ed  by  different  sources,  are  consistent. 
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Frequently  we  find  it  necessary  to 
point  out  inconsistencies  to  various 
contracting  activities,  who  eventually 
get  together  and  agree  on  a  common 
classification. 

We  must  also  review  the  251  to 
make  sure  it  reflects  sufficient  guid¬ 
ance  for  the  contractor  to  determine 
at  which  stage  of  development  or  pro¬ 
duction  the  material  or  documents  re¬ 
quire  classification.  As  an  example, 
our  specialist  reviewed  a  254  concern¬ 
ing  a  Navy  production  contract  with 
a  firm  in  the  Los  Angeles  area.  The 
item  lei  be  produced  was  a  fuse  for  a 
missile  to  be  used  in  the  Southeast 
Asia  theater.  The  I)D  25!  indicated 
that  the  end  item,  the  military  appli¬ 
cation,  numbers  contracted,  produc¬ 
tion,  and  program  schedule,  rate  of 
delivery,  numbers  delivered,  and  unit 
cost  information  were  considered 
classified.  In  addition,  the  reliability 
of  not  only  the  end  item  but  the  com¬ 
ponents  thereof  were  considered  classi¬ 
fied  information.  It  was  apparent  that 
the  only  reliability  information  that 
should  be  considered  sensitive  was 
that  which  revealed  whether  the  end 
item  performed  its  fund  ion  in  service 
use.  A  meeting  was  held  at  our  office 
with  the  company  technical  people, 
along  with  the  Navy  project  and  con¬ 
tracting  people,  and  it  was  finally 
decided  to  declassify  all  production 
information.  In  fact  when  the  new 
DD  251  was  issued  to  the  contractor 
it  permitted  all  shipments  of  the  end 
item  to  be  unclassified.  These;  de- 
classification  actions  resulted  in  cost 
savings  and  eased  a  situation  that 
would  have  caused  serious  production 
delays.  The  cognizant  office  in  this 
case  served  as  a  catalyst  in  bringing 


together  the  proper  parties  who  were 
able  to  grant  the  contractor  relief 
from  unnecessary  classification. 

We  have  become  active  in  partici¬ 
pating  in  post-award  conferences 
where  on  many  occasions  our  presence 
has  paid  dividends  in  areas  of  cost 
avoidance.  We  are  mindlul  of  our 
goal,  which  simply  stated  is;  “security 
classification  guidance  to  the  contrac¬ 
tor  must  be  meaningful.”  If  the  251 
is  ambiguous  we  feel  that  we  must 
move  out  and  get  it  corrected  to 
everyone’s  satisfaction. 

In  another  case,  a  major  contractor 
here  in  Southern  California  had  been 
furnished  a  DD  254  that  indicated  the 
end  item  to  be  produced  on  the  con¬ 
tract  was  top  secret.  It  also  indicated 
external  configuration  or  view  of  the 
item  was  top  secret. 

The  item  (a  typical  black-box  situ¬ 
ation)  was  of  such  a  size  that  it  could 
easily  be  afforded  proper  storage  when 
not  in  use.  However,  based  on  the 
classification  guidelines  furnished,  the 
contractor  had  established  area  con¬ 
trols.  In  doing  so  he  found  it  neces¬ 
sary  to  request  interim  top  secret 
clearances  for  some  of  his  guards.  Our 
office  was  brought  into  the  picture 
only  alter  he  encountered  difficulty 
in  obtaining  and  furnishing  justifi¬ 
cation  for  interim  clearances  for  the 
guards. 

After  an  initial  discussion  with 
technical  personnel  of  the  facility,  ii 
became  apparent  that  there  was  suf¬ 
ficient  reason  to  question  the  accuracy 
of  classification  guidelines.  Through 
the  efforts  of  our  office  a  meeting  of 
interested  parties  was  called.  It  was 
determined  that  the  external  view  of 
the  item  in  question  revealed  no 
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clarified  information.  Access  to  i lit- 
information  required  possession  ol 
the  item  so  that  it  could  he  subjected 
(o  tests  and  close  examination.  It 
therefore  became  apparent  that  this 
item  could  be  safeguarded  in  the  same 
manner  as  a  document.  The  individ¬ 
ual  working  with  the  item  could 
adequately  preclude  access  by  un¬ 
authorized  individuals  and  it  could 
be  stored  when  not  in  use.  Thus  the 
need  for  area  controls  did  not  exist. 
The  DD  form  254  was  subsequently 
amended  by  the  procurement  activity. 
The  cost  avoidance  was  indeed  size¬ 
able  in  this  case. 

The  role  of  the  cognizant  security 
office  in  the  area  of  challenging  classi¬ 
fication  guidance  has  tremendous 
possibilities.  We  feel  that  as  a  result 
of  our  constant  review  and  examina¬ 
tion  we  can  continue  to  discover  ob¬ 
vious  inadequacies  or  inaccuracies. 
However,  the  real  review  must  neces¬ 
sarily  be  within  the  contractor  facility 
by  knowledgeable  technical  personnel. 
These  people  are  most  familiar  with 
the  state  of  the  art.  They  know  if  the 
guidance  furnished  is  adequate.  And 
if  revision  is  in  order  we  at  the  local 
cognizant  security  office  are  ready, 
willing,  and  able  to  help. 

We  view  this  classification  man¬ 
agement  program  as  tri-partite:  one 
part  contract  administration,  one  part 
technical,  and  one  part  security. 
Through  a  team  effort  these  three 
elements  can  assure  a  properly  run 
program.  I  implore  the  contractors  in 
this  audience  to  set  aside  their  in¬ 
herent  fear  of  disturbing  the  custom¬ 
er,  and  I  encourage  you  to  bring  your 
classification  problems  to  our  atten- 
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lion.  We  will  help,  for  we  must  have 
meaningtul  security  guidance. 

Good  security  starts  with  proper 
classification  guidance,  without,  which 
we  do  not  have  a  cornerstone.  We  in 
the  local  cognizant  office  want  to  con¬ 
tinue  as  an  active  member  of  the 
team.  ]  thank  you. 

SCH1EDEKMAYER:  Thank  you, 
Joe  Sullivan.  I  ask  the  gentlemen  who 
are  going  to  pass  the  microphones 
among  you  to  man  their  stations. 

*R1I>  J.  DAIGI.E,  Lockheed:  I 
am  addressing  my  question  to  Frank 
May.  I  was  real  pleased  to  hear  your 
lommcnt  about  the  possibility  of  let¬ 
ting  the  classification  people  in  the 
projects  sign  the  251  as  a  contractor 
representative  or  as  his  agent,  what¬ 
ever  you  will.  As  you  know,  in  indus¬ 
try,  when  we  give  out  subcontracts, 
we  give  out  all  subcontract  informa¬ 
tion  to  our  subcontractors  with  the 
exception  that  we  lack  authority  re¬ 
garding  classification  guidance.  Are 
you  contemplating  or  have  you  given 
any  consideration  to  allowing  indus¬ 
try  to  sign  DD  254 \s  to  subcontractors? 
In  the  present  instance,  we  have  to 
rely  on  the  AGO,  provided  the  AGO 
has  been  given  this  authority  by  the 
PGO.  In  many  times,  such  as  an  RFP 
situation  where  time  is  limited,  we 
are  required  to  go  clear  back  to  the 
east  coast  or  where  the  RFP  origin¬ 
ated  to  get  a  DD  254  signed  to  get 
proposal  information  from  potential 
subcontractors. 

MAY:  We  are  attempting  to  do 
this  because,  as  I  mentioned,  we  feel 
that  the  more  we  can  get  the  classifi¬ 
cation  derisions  centralized  and  the 
people  who  are  conscious  of  this  type 
of  operation  into  the  picture,  we  will 
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gel  bcllirr  classification  guidance  anil 
nioic  consistent  guidance.  We  do  not 
anticipate,  at  this  time,  that  there  will 
be  any  change  in  the  media  or  pro¬ 
cedures  involved  in  gelling  classifica¬ 
tion  guidance  to  subcontractors. 

DAlGLli:  Consider  the  fact  that  wc 
may  have  the  capability  to  pass  on 
this  specification  of  the  contract,  as 
well  as  we  do  on  all  the  other  speci¬ 
fications  in  industry. 

MAY:  This  may  be  true.  I  don’t 
know  the  legality  or  the  technicalities 
involved  in  passing  over  to  a  con¬ 
tractor  the  authority  to  pass  on  classi¬ 
fication  guidance.  1  have  always 
looked  upon  classification  guidance 
as  just  being  another  element  of  con¬ 
tract  specification.  But.  wc  have  not 
gone  that  far  yet.  We  are  moving 
ahead  a  little  slowly.  We  are  trying 
to  break  ground  and  I  think  if  we  do 
as  our  State  Department  and  move  a 
little  hit  at  a  time  until  we  get  the 
full  picture,  it  will  work.  Possibly  Joe 
Sullivan  might  address  himself  to  this. 
He  is  more  familiar  with  the  admin¬ 
istrative  contract  operation. 

SCEIIEDERMAYER:  Joe,  would 
you  tike  to  add  something  to  that? 

SULLIVAN:  No,  thank  you. 

JIM  15EUZEL,  Cornell  Labs:  My 
question  is  for  Mr.  MacClain.  This 
has  to  do  with  paragraph  marking. 
I  think  it’s  good,  but  I  think  we 
have  got  to  realize  that  in  paragraph 
marking  there  is  another  marking  on 
the  first  page  of  the  document,  name¬ 
ly,  the  group.  If  one  of  the  paragraphs 
is,  for  example,  Group  I,  does  this 
automatically  make  every  paragraph 
the  same  group  or  can  we  use  —  I’m 
certainly  not  suggesting  wc  put  the 
group  after  every  paragraph  - — -  but 


can  we  use  out  own  good  judgment? 
1  am  suggesting  tliaL  we  do,  dial  il 
we  extract  a  paragraph  we  put  it  in 
Group  IV,  if  il  should  be. 

MacCLAIN:  1  don't  believe  j  tun 
give  you  a  one-word  answer  to  that. 
The  inicni  of  the  group  mat  king  sy  s¬ 
tem  primarily  is  that  the  document, 
in  totality,  has  a  group  mat  king.  11 
this  were  true,  and  if  thcio  were 
nothing  else  on  the  document  then 
you  would  not  have  the  freedom  dial 
you  were  asking  tor  paragraph  by 
paragraph.  There  is  a  provision  in 
5210.-17  that  says  that  if  there  is  some 
thing  to  be  gained  by  putting  group 
marking  on  a  particular  paragraph, 
this  is  appropriate  and  proper.  Now 
just  exactly  where  you  get  the  author¬ 
ity  to  decide  has  to  remain  to  be  seen. 
1  don’t  know.  You  have  to  use  your 
good  judgment.  1  would  suggest  that 
if  you  have  anything  less  than  abso¬ 
lute  certainty,  you  raise  the  question 
with  the  user  agency.  What  you  are 
dealing  with  really  is  downgrading  or 
declassification,  which  might  be  very 
important.  I  think  your  approach, 
generally,  is  all  right.  Take  a  good 
look.  We  have  no  requirement  that 
group  marking  be  added  to  paragraph 
marking  at  this  time.  Before  1  lose 
rite  microphone,  I’d  like  to  say  that 
the  words  of  Joe  Sullivan  were  good 
as  far  as  I  am  concerned.  I  am  de¬ 
lighted.  I  like  his  word  “implore.” 
I’ll  add  my  emphasis  to  that.  Let’s  be 
a  friendly  society  on  both  sides  of 
this  particular  tjncstion  on  254. 

MAY:  Wc  in  the  Air  Force  do  use 
group  markings  on  paragraphs  and 
this  is  not  as  impossible  as  it  mav 
seem.  When  we  get  into  this  sort  of 
a  system,  wc  follow  the  same  thing  as 
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we  do  in  the  classification  marking. 
The  group  would  be  the  highest 
group,  tire  most  restrictive  group,  con¬ 
tained  in  the  document,  which  is  ob¬ 
vious  to  avoid  any  possible  error. 

BEUZEL:  1  have  another  question. 
Is  anyone  in  the  Government  studying 
the  downgrading-declassification  sys¬ 
tem?  Are  these  arbitrary  figures  of 
three  years  in  Group  IV?  Is  any  study 
being  made  to  change  these? 

MacCLAIN:  Yes,  we  are  studying 
this  matter.  It  is  a  very  difficult  task. 
It  is  not  as  easy  as  security  classifica¬ 
tion  in  the  first  instance.  It  may  be 
surprising,  but  it’s  true.  We  have 
definite  ideas  that  in  Group  IV  the 
period  of  downgrading  and  declassi¬ 
fication  can  be  shortened.  We  also 
have  definite  ideas  that  it  is  possible 
to  simplify  the  entire  system  some¬ 
how.  But,  these  ideas  have  really  only 
been  considered  in  our  Directorate, 
and  we  have  not,  except  for  one  in¬ 
stance,  staffed  them  throughout  the 
Department  of  Defense.  We  did  staff 
one  proposal  for  the  reduction  of  the 
time  phase  in  Group  IV  all  the  way 
through  the  Department  of  Defense, 
and  then  we  ran  across  something  out¬ 
side  of  the  Department  that  caused  us 
to  stop  where  we  were  for  the  time 
being.  It  is  one  of  our  biggest  prob¬ 
lems  and  we  are  working  at  it. 

SCHIEDERMAYER:  I  have  a 
couple  of  questions  going.  I  want  to 
ask  one  myself  to  Les  Redman.  Les, 
Group  I  includes  Restricted  Data.  Do 
you  see  any  evidence  of  any  study 
with  respect  to  having  parts  of  Re¬ 
stricted  Data  out  of  Group  I? 

REDMAN:  No,  the  provisions  of 
the  Act  require  a  kind  of  treatment 
of  Restricted  Data  that  seems  already 


to  meet  the  objectives  of  the  auto¬ 
matic  time  phase  downgrading  and 
declassification  program,  namely,  con¬ 
tinuous,  thoughtful  review  both  of 
classification  criteria  and  of  individ¬ 
ual  documents. 

BOB  DONOVAN,  United  Tech¬ 
nology,  Sunnyvale:  This  question  is 
directed  to  Mr.  May.  He  made 
relerence  in  his  talk  to  a  classification 
index,  or  index  of  all  the  Air  Force 
programs.  Now  is  this  an  index,  per 
se,  or  does  this  consist  of  the  complete 
program  guides  themselves?  I  wonder 
if  you  coidd  elaborate  a  little  bit  on 
this  point.  The  reason  for  the  ques¬ 
tion  is  that  this  is  the  first  indication 
of  perhaps  a  step  in  the  direction  of 
some  form  of  clearinghouse,  at  least 
in  one  service. 

MAY:  Well,  it’s  simply  an  index. 
A  listing  of  all  of  the  classification 
guides  that  have  been  published 
within  the  Air  Force  as  individual 
guides,  not  something  connected  with 
another  document.  Our  purpose  in 
doing  this  is  because  we  ran  across  a 
situation  out  in  the  major  commands 
where  someone  had  been  working  to 
develop  a  guide  where  we  knew  that 
there  had  been  a  guide  in  existence. 
So,  we  simply  have  listed  all  the 
guides,  given  the  date,  classification 
in  some  cases,  a  little  explanatory 
note,  and  the  office  of  primary  re¬ 
sponsibility.  So  that  if,  for  example, 
the  headquarters  of  SAC  were  inter¬ 
ested  in  getting  the  guide  on  a  par¬ 
ticular  program,  they  would  be  able 
to  write  BSD  and  procure  a  copy. 

DONOVAN:  Yon  know  that  within 
the  unified  command  structure  that 
you  have  at  SSD  or  BSD  they  at  least 
have  the  opportunity  to  relate  one 
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guide  to  the  other.  We  find  in  our 
own  ease,  particularly  with  the  tri¬ 
service  situation,  where  our  own 
product  effort  might  be  directed  down 
one  trail,  that  you  get  conflicting  in¬ 
terpretations  of  how  the  same  infor¬ 
mation  should  be  handled.  It  raises  a 
whole  host  of  classification  problems 
particularly  with  your  technical  peo¬ 
ple.  At  least  within  the  framework  of 
the  Air  Force  there  is  the  attempt  to 
establish  a  central  clearinghouse  to 
get  some  uniformity  within  the  guide¬ 
lines  as  to  what  will  be  classified  in 
particular  areas. 

MAY:  I  certainly  hope  this  will  be 
a  byproduct.  For  example,  we  just 
recently  provided  the  Navy  with  three 
different  guides  because  they  were 
working  on  a  pr  gram  with  some 
similarity.  This  aided  them  in  de¬ 
veloping  the  guide  they  wanted  to 
make  up.  Is  this  the  kind  of  thing 
you  mean? 

DONOVAN:  Yes. 

MAY:  And  we  would  do  the  same 
for  the  Army  and  other  components 
in  DoD.  We  favor  the  exchange  ol 
classification  guides  in  the  Air  Force 
and  we  wish  AEC  would  have  that 
same  attitude. 

DEAN  RICHARDSON,  Office  of 
Industrial  Security,  Cameron  Station: 
My  question  is  directed  to  Mr.  Mac- 
Clain  and  the  three  headquarters  au¬ 
thorities  of  the  user  agencies.  One  of 
our  primary  purposes  is  to  stimulate 
rapport  between  industry  and  defense 
and  AEC  and  user  agencies,  or  as  my 
boss  likes  to  say.  Colonel  Cogswell, 
“Communicate  now.”  I  think  for  the 
record,  particularly  for  this  meeting,  I 
would  like  to  hear  Mr.  MacClain  and 
the  headquarters  authorities  of  the 


three  user  agencies  comment  on  this 
business  of  stimulating  rapport  be¬ 
tween  the  user  agencies  and  industry. 
I  have,  at  this  meeting  so  far,  received 
comments  from  three  industry  repre¬ 
sentatives  who  still  are  afraid  or  at 
least  reticent  about  approaching  a 
user  agency  with  their  interpretation 
of  what  the  DI)  254  should  be  or 
■  heir  interpretation  of  what  the  DD 
251  says.  It  must  be  recognized  that 
when  an  industry  representative  or 
industry  has  the  contract  or  is  work¬ 
ing  on  the  contract,  he  is  in  a  much 
better  position  to  determine  what 
should  be  classified.  He  cannot  make 
the  original  determinations,  but  he 
can  say,  “Now  we  are  coming  up 
with  a  point,  this  doesn’t  need  to  be 
classified,”  or,  “This  does  need  to 
be  classified.”  However,  industry  still 
hasn’t  been  approaching  the  user 
agencies  with  this  problem  and  I 
think  Joe  Sullivan  touched  on  it  a 
few  minutes  ago.  I  wish  to  have 
the  committee  of  this  meeting  be  on 
record  as  to  how  do  we  really,  in  De¬ 
fense,  feel  about  this  rapport? 

MacCLAIN:  I’ll  make  a  statement 
for  our  office.  We  have  always  said, 
and  now  repeat,  that  v/e  want  security 
classification  guidance  between  in¬ 
dustry  and  the  DoD  to  lie  a  two-way 
street  at  all  times  and  anything  that 
we  can  do  to  facilitate  it  we  will  do. 
We  knorv  of  the  reticence  of  con¬ 
tractors  to  raise  questions  sometimes, 
but  we  ask  that  they  not  be  reticent 
and  that  they  do  raise  these  questions. 
When  Joe  Sullivan  said  what  he  bad 
to  say  about  the  role  they  are  per¬ 
forming  in  assisting  in  the  raising  of 
these  questions,  I  think  he  said  what 
had  to  be  said.  I  personally  think  lie 
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said  what  I  believe  in.  i  hope  thaL 
the  user  agencies  will  never  be  re¬ 
luctant  to  receive  questions  of  ade¬ 
quacy  of  classification  guidance. 

KEN  WILSON,  Sylvania:  I  wonder 
whether  anybody  could  clarify  for 
me  the  exact  intent  of  a  very  simple 
thing.  An  “X”  in  a  box  in  the  DD 
254.  We  get  conflicting  opinions  on 
this  from  various  contracting  officers. 
The  first  sentence  said  it  was  the 
highest  classification  that  was  assigned 
information  in  a  particular  subject 
and  he  went  on  for  two  paragraphs 
and  liis  concluding  sentence  said  that 
unless  we  had  written  direction  from 
the  COTR  it  was  to  be  the  only  classi¬ 
fication  assigned  it.  So  we  get  the 
question  from  our  technical  staff,  “Is 
this  the  only  or  is  this  the  highest, 
or  is  this  the  formal  classification  that 
we  should  look  at  for  this  informa¬ 
tion?”  I  can’t  find  it  any  place,  and, 
as  we  found  out  yesterday,  these  sci¬ 
entists  expect  that  it  be  logical.  I  get 
sort  of  lost. 

MacCLAIN:  I’ll  be  honest  with 
you.  I  don't  understand  the  question. 
If  your  question  is  what  is  the  level 
of  classification  that  should  be  at¬ 
tached  to  a  particular  document  or 
a  particular  piece  of  hardware  from 
which  information  can  be  obtained, 
then  I  would  say  that  unless  this  thing 
is  in  a  unit  as  a  single  document  or 
a  single  anything,  then  you  have  to 
treat  the  totality  at  the  level  at  which 
the  totality  is  classified.  I  really  don’t 
understand  you’-  question. 

I 

WILSON:  Let  me  be  more  specific. 
The  subject  that  came  up  the  last 
time  is  an  “X”  in  the  box  for  month 
ly  status  reports.  The  “X.”  was  con¬ 
fidential.  Norv,  two  of  these  reports 


said  “we  are  still  working,  boss,  wo 
haven’t  made  any  significant  advanc¬ 
es.  Wc  haven’t  lost  time;  wc  arc  still 
chugging  along.”  They  said  it  in 
about  one  paragraph.  They  didn’t  tie 
to  it  any  contract  numbers  or  other 
things  that  make  things  classified  and 
our  engineers,  arid  I  think  with  rea¬ 
son,  asked  why  is  this  confidential. 
They  could  not  see  any  confidential 
material  in  there  and  it  revealed  only 
two  copies  were  created  and  it  went 
to  the  user  agency.  It  did  not  say  we 
were  ahead  or  we  were  behind.  It 
just  said  we  are  still  here.  This  has 
come  up  on  other  boxes  and  other 
cases. 

MacCLAIN:  It  is  perfectly  appro 
priate  for  engineers  to  raise  questions 
and  appropriate  for  you  to  raise  them 
with  the  user  agency.  I  suggest  you 
do  that.  Raise  the  question  and  then 
you  will  both  agree  on  the  answer. 

WILSON:  I  did  and  I  got  a  double 
answer. 

MacCLAIN:  I  don’t  understand 
why  you  should,  and  I  am  sorry. 

MAINES:  You  will  probably  get 
an  answer  "Block  Item  3”  which  is 
talking  about  the  highest  level  of 
classification  that  will  be  assigned  to 
the  total  contract.  If  you  go  to  Block 
Item  9  where  they  start  breaking 
down  the  details,  it  is  undoubtedly 
an  Air  Force  contract  you  are  talking 
about.  To  my  knowledge,  they’re  the 
only  agency  still  deciding  whether  or 
not  you  classify  monthly  progress  re¬ 
ports. 

GEORGE  CHECHES:  This  ques¬ 
tion  is  directed  to  the  u  .er  agcn<  k-s. 
It  regards  information,  piop-rtv 
rights,  and  retention  that  is  non- 
patentable.  Now.  when  a  company  or 
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a  contractor  works  on  a  contract  lor 
a  certain  period  of  time,  it  would  ap¬ 
pear  to  me  that  we  should  at  least 
have  the  benefits  of  the  retention  of 
the  report  or  the  information  that 
we  generate  pursuant  to  contractual 
documents.  I  think  we  have  in  some 
cases  put  in  a  lot  of  time,  effort,  and 
money  from  a  cost  standpoint  as  well 
as  receiving  some  funds  from  the  Gov¬ 
ernment.  I  think  that  we  have  a  prop¬ 
erty  interest  in  classified  information. 
I  was  wondering  what  or  how  you 
can  tell  us  to  destroy  this  information 
in  which  we  have  actually  vested  prop¬ 
erty  rights. 

MAY:  Well,  it  sounds  like  a  DoD 
problem.  If  1  follow  you  —  if  you  are 
going  to  build  a  house  and  you  con¬ 
tract  to  build  <his  house  and  you 
give  him  the  plans  or  the  contractor 
maybe  develops  these  plans,  then 
when  the  project  is  all  completed  it 
becomes  yours.  Maybe  this  is  some¬ 
what,  I  think,  what  we  arc  talking 
about.  You  are  contracted  to  do  a 
job.  Everything  that  you  produce  in 
this  has  been  a  product  for  which  you 
have  been  paid. 

GHEL1US:  I  would  concur  with 
that.  However,  there  are  certain,  per¬ 
haps,  design  features  that  you  would 
like  to  incorporate  in  the  houses 
which  I  think  you  have  a  right  to 
retain.  Hut  by  merely  stating  to  the 
AGO  that  you  would  like  to  retain 
this  and  use  it  for  other  programs, 
it  is  not  suflicent  from  the  user  agen¬ 
cies  point  of  view. 

MacCI.AIN:  I’d  like  to  take  a  try. 
1  think  Frank  was  close  to  being  right 
in  the  first  instance,  but  the  infor¬ 
mational  content  of  a  classified  docu¬ 
ment  certainly  is  something  that  the 


contractor  who  developed  it  doesn’t 
get  rid  of  by  merely  destroying  the 
document  that  contains  it.  The  ques¬ 
tion  of  his  ability  to  use  that  informa 
tion  in  some  other  way  in  the  future 
does  not  mean  that  if  he  does  use  it, 
it  would  be  wrong.  But  it  certainly 
probably  means  that  if  he  does  use  it, 
he  is  not  to  classify  it.  I  think  that 
the  question  is  mixed  here  as  between 
protecting  classified  information  and 
protecting  property  interests  in  that 
information. 

CHELIUS:  The  question  is  in  re¬ 
taining  the  information.  If  we  liave 
to  destroy  the  material  or  return  it, 
we  don’t  have  a  source  from  which 
to  gather  the  information. 

MacCLAIN:  I  am  afraid  that  the 
individual  case  ought  to  be  submitted 
for  a  decision.  No  generality  could 
deal  with  it  that  I  could  think  of.  It 
is  a  challenge  of  what  you  believe  you 
own  and  what  the  Government  be¬ 
lieves  it  bought.  I  honestly  don’t 
know  the  answer,  as  a  generality. 

M.  D.  AITKEN,  AMC:  Question 
for  Mr.  MacClain.  Before  1  ask  the 
question,  however,  I  would  like  to 
address  myself  to  Dean  Richardson’i 
question  ol  rapport  between  the  user 
agencies  and  their  contractors.  Let  it 
be  stated  for  the  record  that  the  Army 
has  been,  and  will  continue  to  be  in 
the  future,  in  bed  with  all  of  their 
contractors  and  I  don’t  know  how  we 
can  establish  any  closer  rapport. 
George,  are  you  working  up  any  cost 
data  other  than  your  28  September 
figure  for  inventory?  For  example, 
how  much  does  it  cost  to  sample  con¬ 
fidential  documents  for  review  against 
downgrading  and  declassification  re¬ 
quirements?  How  much  docs  it  cost 
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to  inventory  secret  documents?  How 
much  does  it  cost  the  Government  to 
maintain  secret  documents  in  their 
inventory? 

MacCLAIN:  We  have  a  figure  on 
the  cost  of  handling  in  transit.  At  the 
present  time  we  have  no  study  under 
way  to  determine  the  cost  of  keeping 
something  in  storage.  We  have  no 
present  figure  or  any  present  project 
for  determining  the  cost  of  inventory¬ 
ing  secret  as  against  top  secret.  I  guess 
we  will  probably  try  to  determine 
hard  data  costing  in  the  future,  but 
I  can't  tell  you  specifically  when.  I 
hope  I  answered  your  question. 

AITKEN:  Yes,  you  did.  The  motiv¬ 
ation  is  that  program  approval  is  as¬ 
sured  these  days  when  you  can  demon¬ 
strate  cost  avoidance  or  cost  reduction. 
And  we  are  looking  for  these  items. 

MacCLAIN:  We  will  welcome  a 
specific  plan  on  obtaining  hard  data 
on  costs. 

SCHIEDERMAYER:  I  would  like 
to  thank,  individually  and  collective¬ 
ly,  our  panel  of  George  MacClain, 
Frank  May,  Chuck  Poenicke,  Howard 
Maines,  Joe  Sullivan,  and  also  Les 
Redman,  for  being  with  us  this  morn¬ 
ing. 


DONALD  WOODBRIDGF,:  Out- 
speaker  today  is  a  man  of  extraor¬ 
dinary  talent  and  wide-ranging  ac¬ 
tivities.  If  I  were  to  do  justice  to  his 
accomplishments,  I  would  leave  him 
no  time  to  talk.  I  shall  try,  therefore, 
to  be  brief. 

Dr.  Carter  has  been  Senior  Vice 
President  of  the  System  Development 
Corporation  since  November  1963.  Jn 
1964  the  Corporation  also  named  him 
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Manager  of  Research  and  Technology 
Division,  Here  arc  some  of  the  duties 
involved  in  that  job:  generally  direct 
a  staff  of  approximately  125  profes¬ 
sional  mathematicians,  programmers, 
psychologists,  research  scientists,  and 
research  and  technology  work,  and 
the  system  sciences,  including  pro¬ 
gramming  techniques,  experimental 
design  in  statistics,  systems  simulation, 
artificial  intelligence,  decision  mak¬ 
ing,  training,  etc.  Since  February  of 
1965,  however,  Dr.  Carter  has  been 
able  to  devote  full  time  to  his  posi¬ 
tion  as  Senior  Vice  President.  He  is 
by  profession  a  psychologist.  After 
being  graduated  from  the  University 
of  Washington  as  a  Bachelor  and 
Master  of  Science,  he  went  to  Prince¬ 
ton  where  he  earned  his  degree  of 
Doctor  of  Philosophy  in  psychology. 
He  has  put  his  training  in  psychology 
to  use  as  an  officer  in  the  Air  Force 
directing  the  research  in  the  selection 
and  training  of  navigators,  as  a  re¬ 
search  psychologist,  in  the  medical 
laboratory  at  Wright  Field,  as  Pro¬ 
fessor  of  Psychology  at  the  University 
of  Rochester,  and  as  Director  of  Re¬ 
search  at  Fort  Ord,  California.  That 
is  the  position  he  held  before  coming 
to  SDC.  His  affiliations:  Fellow  of 
the  American  Psychological  Associa¬ 
tion,  American  Association  for  the 
Advancement  of  Science,  Psycholog¬ 
ical  Association,  Society  for  the 
Psychological  Study  of  Social  Issues, 
Association  of  American  Scientists, 
and  Association  for  Computing  Ma¬ 
chinery. 

As  I  look  at  Dr.  Carter’s  career  and 
review  the  imposing  lists  of  the  many, 
many  committees,  boards  and  working 
groups  on  which  he  has  served,  the 
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many,  many  articles  lie  has  published, 
I  seem  to  discover  two  important  and 
continuing  quests,  leitmotivs  or 
themes  you  might  say:  how  to  line! 
and  train  leaders  of  men,  and  how 
to  foster  the  symbiosis  of  tire  man  and 
the  machine.  Then  I  noticed  a  par¬ 
ticular  quest  whose  name  has  always 
fascinated  me,  artificial  intelligence. 
It  was  a  name  that  seems  deliberately 
chosen  to  provoke  the  shock  of  am¬ 
bivalence,  an  attention-getting  device 
that  is  very  popular  today.  You  en¬ 
counter  it  in  slogans  or  catch  words 
like,  “Drink  Vino,  the  dry  sweet 
wine,”  or,  “Dynamic  conservatism.” 
There  is  a  great  temptation  to  digress 
at  this  point  and  play  on  the  implica¬ 
tions  and  uses  of  ambivalence.  But, 
instead,  let  me  present  to  you  a  man 
whose  intelligence  no  one  would 
classify  as  artificial.  Dr.  I,aunor 
Carter. 

NATIONAL  DOCUMENT 
HANDLING  SYSTEMS  IN  SCIENCE 
AND  TECHNOLOGY 

by  Launor  F.  Carter 

Thank  you,  Mr.  Woodbridge,  for 
that  excellent,  complimentary,  slight¬ 
ly  untrue,  introduction.  I  must  say 
that  I  am  very  impressed  at  the  num¬ 
ber  of  you  here  today.  I  had  a  speak¬ 
ing  engagement  in  New  York  on 
Tuesday,  and  on  Monday  morning, 
after  I  was  all  ready  to  leave,  I  got  a 
call  saying,  “I  am  sorry  we  have  had 
to  cancel.”  And  there  I  was  on  my 
way  to  New  York,  but  no  speaking 
engagement.  But  here  you  all  are  and 
I  am  terribly  pleased  that  you  could 
get  here  and  stay  for  so  long. 

I  want  to  talk  today  about  some 
problems  in  document  handling  and 


particularly  about  a  study  that  I  had 
the  real  pleasure  to  be  associated  with 
last  summer.  The  Committee  on 
Scientific  and  Technical  Information 
of  the  Federal  Council  for  Science  and 
Technology  wanted  to  have  a  study 
undertaken  of  the  large  total  national 
document  handling  problem.  We  had 
a  contract  to  do  that.  Eight  of  us 
spent  all  of  a  hot,  sweltering  summer 
in  Washington  undertaking  this 
study.  So  I  thought  that  I  would  like 
to  tell  you  about  that  study,  about 
kinds  of  problems  we  looked  at,  and 
about  the  conclusions  we  came  to.  1 
think  it  is  worthwhile  doing  this  be¬ 
cause,  I  believe,  it  will  serve  as  the 
basis  for  the  establishment  and  slow 
revolutionary  development  of  a  truly 
national  system  for  the  handling  ol 
scientific  and  technical  documents 
and  information.  This  is  my  text. 
This  is  the  study  and  in  it  is  my  text. 
I’m  not  going  to  read  all  of  this,  but 
I  am  using  it  as  a  set  of  notes. 

T  he  problem  of  handling  scientific 
and  technical  documents  is  by  no 
means  a  new  one.  It  is  one  that  lias 
been  with  us  a  long  time,  particularly 
since  World  War  II.  The  Congress 
has  held  a  number  of  hearings  on  this 
subject.  Congressman  l'avinski  of  Chi¬ 
cago  has  tried  several  times  to  solve 
this  problem  by  establishing  a  mam¬ 
moth  computer  switching  base  in  Chi 
cago  and  somehow  he  hasn’t  gotten  ii 
through  Congress,  His  efforts  have 
been  worthwhile  because  they  have 
stimulated  the  Executive  Branch  oi 
the  Government  to  look  at  this  ques¬ 
tion  quite  seriously.  I  think  the  Rus¬ 
sians  have  also  helped  us. 

As  many  of  you  know,  there  is  a 
Russian  organization  known  as  Vene- 


ti.  It  is  ;i  lather  large  centralized  ab¬ 
stracting  and  indexing  service  which 
serves  most  of  science  and  technology 
in  Russia.  There  are  lots  o{  pros  and 
cons  about  how  well  this  works.  But 
because  it  is  a  problem  in  our  coun¬ 
try,  the  fact  that  ll.c  Russians  have 
tried  this  effort  has  made  us  look 
rather  closely  at  it.  I  think  we  haven’t 
gone  that  far,  and  we’re  not  about  to 
go  that  far.  But,  we  do  have  this  ex¬ 
ample.  So  both  Congressman  I’avinski 
and  the  Russians  have  stimulated  a 
lot  of  thought  about  this  subject. 

Some  of  you,  no  doubt,  are  familiar 
with  the  Crawford  report  which,  in 
19132,  was  sponsored  by  the  President’s 
Science  Advisor  and  recommended 
quite  a  large  number  of  changes  in 
the  handling  of  scientific  and  techni¬ 
cal  documents.  By  and  large,  the  rec¬ 
ommendation?  of  that  tv: port  were  not 
followed.  But  Winebcrg,  of  the  Oak 
Ridge  Lab,  followed  up  the  Crawford 
report  and  in  1964  came  out  with 
probably  the  most  thorough  study  of 
it  and  recommendations  for  the  scien¬ 
tific  and  technical  document  handling 
problems.  The  major  result  of  the 
Wineberg  repot i  was  the  setting  up  of 
COSAT1,  as  an  overall  coordinating 
body  within  the  Government  for  this 
general  document  handling  problem. 
COSATI  has  sponsored  a  large  num¬ 
ber  of  efforts  to  coordinate  activities 
throughout  the  Government.  It  has 
on  it  representatives  from  all  of  the 
major  Government  organizations  — 
Walt  Carlson  from  DoD,  John  Che- 
rad  from  AEC,  and  so  on.  Last  sum¬ 
mer  they  decided  they  really  wanted 
to  have  a  thorough  going  look  at  the 
total  national  problem.  So  that  is 
where  we  came  in. 


Now,  one  wonders  what  is  the 
problem.  One  of  them,  and  I  think 
the  basic  one,  is  that  the  Government, 
has  not  defined  its  role  and  responsi¬ 
bility  with  regard  to  scientific  and 
technical  data  handling.  Each  differ¬ 
ent  department  has  a  different  idea 
of  what  it  ought  to  be  doing.  Some 
departments  like  the  AEC,  NASA, 
DoD  perhaps,  have  struggled  with 
this  problem  and  tried  to  define  var¬ 
ious  roles.  The  AEC  publishes  various 
journals  and  abstracting  services  atid 
so  forth.  NASA  does  too.  Other  de¬ 
partments  don’t  do  anything  at  ail. 
There  is  no  uniformity  whatsoever. 
And  so  this  lack  of  uniformity,  and 
this  lack  of  consistency  from  depart¬ 
ment  to  depaitment  leads  to  confu¬ 
sion.  So  one  of  our  first  definitions  of 
the  problem  was  that  the  Government 
had  to  get  some  consistency  within 
his  own  house. 

Another  problem,  of  course,  is  tire 
increasing  number  of  uses  of  scientif¬ 
ic  and  technical  information.  In  1960, 
for  instance,  there  were  about  2,370,- 
000  scientific  engineers  and  techni¬ 
cians  in  this  country.  By  1970  it  is  go¬ 
ing  to  be  in  the  order  of  4,000,000.  So 
here  in  ten  years  you  are  having  al¬ 
most  double  the  number  of  users  of 
scientific  and  technical  information. 
Likewise,  the  number  of  publications 
is  increasing  very  rapidly.  In  fact,  it 
doubles  about  every  twelve  or  fifteen 
years,  something  like  that. 

In  1961,  for  example,  there  were 
658,000  different  scientific  and  tech¬ 
nical  publications  that  came  out.  It  is 
estimated  that  by  1970,  there  will  be 
1,143,000.  An  interesting  figure  to 
put  in  the  back  of  your  mind  is  that 
the  Library  of  Congress  has  43,000,000 
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items  in  the  Library  and  it  has  in¬ 
creased  108  percent  in  the  last  20 
years.  This  problem  is  growing  and 
growing  and  growing  It  is  getting  to 
a  critical  stage.  The  libraries  arc  not 
able  to  handle  the  data  and  some¬ 
thing  needs  to  be  changed. 

Now  there  are  a  lot  of  evidences  of' 
the  statement  I  just  made.  The  Li¬ 
brary  of  Congress  cards  are  falling 
further  behind.  This  year  they  got  a 
five  million  dollar  appropriation,  part 
of  which  will  be  used  to  pick  up  the 
backlog  in  that  area.  Some  libraries 
weren’t  able  to  process  the  books  and 
journals  that  came  in.  They  were 
falling  further  and  further  behind. 
They  are  restricting  their  service.  I 
know  a  library  in  this  area  which 
some  time  ago  used  to  service  indus¬ 
trial  contractors  and  has  now  decided 
that  they  must  stop  doing  that  be¬ 
cause  they  didn’t  get  the  personnel 
and  space  to  do  it.  These  are  simply 
examples  of  the  problems  that  librar¬ 
ies  are  facing.  I  have  a  large  number 
of  these  examples,  but  I  won’t  go  over 
them  because  of  the  time. 

1  think  that  most  of  us  hope  that 
the  new  technologies  in  the  computer 
sciences  and  in  the  photo  reduction 
sciences  would  help  solve  these  prob¬ 
lems.  The  facts  are,  I  believe,  that  by 
and  large,  this  has  not  been  the  case. 
If  you  look  at  the  places  where  auto¬ 
mation  technology  has  been  applied 
to  the  document  handling  problem, 
you  can  almost  count  them  on  your 
fingers.  DDC  has  some  capability 
there.  NASA  has  a  fair  amount  with 
their  docking  installation.  Medlars 
has  some.  There  ate  a  few  libraries 
that  do  a  little  bit,  but  very  few.  So, 
by  and  large,  automation  simply 


hasn’t  been  applied  to  the  scientific 
and  technical  data  handling  problem. 
One  of  the  reasons  is  that  the  Govern¬ 
ment  has  not  supported  the  develop¬ 
ment,  the  background  development, 
that  needs  to  take  place  before  auto¬ 
mation  can  really  be  well  applied  to 
the  document  handling  problem.  And 
I  say  the  Government  because  >t  is 
largely  the  agency  responsible  for  this 
very  large  explosion  in  documents 
and  in  users.  So  we  in  the  automation 
field  have  not,  I  think,  been  able  to 
adapt  our  technologies  to  document 
handling  to  the  extent  we  have  to 
other  problems  such  as  command  and 
control  or  accounting  payrolls. 

Another  problem  is  that  of  long 
range  planning.  You  find  one  agency 
going  off  in  this  direction  or  one  com¬ 
pany  going  in  that  direction,  and  no 
coordination  and  no  long  range  plan. 
That  needs  to  be  fixed. 

Those  are  some  of  the  problems. 
What  do  we  do  about  those  prob¬ 
lems?  We  started  out  by  studying  this 
problem  in  three  ways.  First  we  look¬ 
ed  at  all  the  past  proposals  we  could 
gel  our  hands  on.  There  have  been 
about  fifteen  major  efforts  to  deal 
with  this  problem  since  World  War 
II.  We  have  abstracted  these  and  sum¬ 
marized  them  and  they  are  all  in  this 
report,  which  incidentally,  is  available 
to  anyone  that  wants  it. 

We  also  looked  at  the  question  of 
users  and  what  users’  reactions  arc. 
We  located  some  seven  hundred  arti¬ 
cles  dealing  with  users’  reactions  with 
the  scientific  and  technical  document 
handling  problem.  About  fifty  of 
these  seemed  to  have  really  factual 
information  where  they  have  done 
studies  of  what  users  think.  The  thing 
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you  get  out  ol"  this  is  that  users  tend 
to  be  fairly  dissatisfied  with  the  serv¬ 
ice  on  the  one  hand,  and  on  the  oilier 
hand  they  tend  to  know  not  much 
about  what  services  arc  available. 

The  third  thing  we  did  was  to  visit 
sonic  forty -seven  different  libraries, 
document  handling  services,  institu¬ 
tions  involved.  And  the  second  vol¬ 
ume  of  our  study  is  essentially  a  sum¬ 
mary  of  the  statistical  data,  the  studies 
that  have  been  done  before,  the  usei 
studies,  the  whole  document  handling 
institution  as  looked  at  first  from  an 
institutional  point  of  view  on  the  one 
hand,  and  secondly  from  a  document 
flow  point  of  view  on  the  other.  But 
that  was  not  our  major  problem.  Our 
major  problem  was  to  try  to  figure 
out  some  ways  of  dealing  with  the 
Government  responsibilities  in  this 
area. 

The  first  thing  we  did  was  to  try 
to  formulate  the  basic  assumptions,  or 
the  basic  underlying  propositions, 
that  we  felt  were  fundamental  to 
bringing  order  into  these  problems. 
We  formulated  some  fourteen  differ¬ 
ent  problems.  I  just  mention  four  of 
them  here  to  give  you  the  flavor  of 
the  kind  of  propositions  that  I  have 
in  mind. 

The  first  proposition,  and  by  and 
large  the  most  important,  is  that  the 
Government  has  the  responsibility  to 
assure  that  there  exists  within  the 
United  States  at  least  one  accessible 
copy  of  each  significant  publication 
of  world-wide  scientific  and  tec!  nical 
literature. 

Another  is  that  the  Government  has 
the  responsibility  to  assure  that  any 
significant  world-wide  scientific  and 
technical  literature  is  appropriately 


acquired,  announced,  and  processed. 

Third,  the  Government  has  the  re 
sponsibility  to  assure  that  the  world¬ 
wide  scientific  and  technical  literature 
is  accessible  to  qualified  individuals 
in  the  United  States. 

Fourth,  that  proposed  systems 
should  be  revolutionary  and  they 
should  start  with  the  present  system 
and  evolve  the  forms  consistent  with 
an  overall  plan. 

Now,  most  people  in  hearing  the 
first  proposition  tend  to  draw  back 
and  say,  “My  God,  you  can’t  really 
believe  that  or  mean  it.”  It  implies 
a  tremendous  amount  of  centraliza¬ 
tion,  that  the  Government  has  never 
done  this  sort  of  thing.  But  after  you 
consider  it  rather  carefully,  I  think 
most  people  accept  the  idea  that  in¬ 
deed  the  Government  does  have  the 
responsibility  to  assure  that  there  ex¬ 
ists  some  place  in  the  United  States — 
not  in  the  Government  necessarily 
but  some  place  in  the  United  States— 
at  least  one  accessible  copy  of  each 
significant  publication  of  the  world¬ 
wide  scientific  and  technical  litera¬ 
ture.  Each  phrase  there  can  be  elab¬ 
orated  at  considerable  length,  and  in 
our  study  we  do.  For  instance,  there 
is  the  problem  of  what  does  one  mean 
by  a  *  ‘significant  publication.”  Many 
people  feel  a  lot  of  stuff  published 
isn’t  really  very  significant.  But,  you 
have  to  point  out  that  before  you 
know  whether  something  is  signifi¬ 
cant  or  not,  somebody  has  to  make  a 
judgment  about  it.  And,  when  you 
consider  that  around  sixty  percent  of 
all  scientific  and  technical  literature 
is  published  outside  of  the  United 
States,  then  somebody  has  to  be  look¬ 
ing  at  the  world-wide  literature  and 
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saying,  "Is  this  something  that  we 
should  have  in  this  country  or  not?” 
And  at  the  present  time,  nobody  has 
any  consistent  responsibility  for  this 
kind  of  a  question-answering.  It  means 
you  have  to  have  some  organizations 
or  individuals  assessing  the  signifi¬ 
cance  of  the  open  publications  of  the 
world; 

So  what  is  significance?  You've  got 
to  make  some  judgments.  It  is  really 
a  question  of  economics,  in  a  way. 
How  much  are  we  willing  to  pay  for 
the  knowledge  of  the  world-wide  lit¬ 
erature?  We  certainly  want  to  do  it 
for  regularly  published  serials  of  all 
kinds.  We  want  to  do  it  for  mono¬ 
graphs,  we  want  to  do  it,  maybe,  for 
occasional  reports.  You  get  into  these 
judgmental  factors.  At  the  present 
time,  no  one  is  making  these  judg¬ 
ments.  Somebody  ought  to  be  making 
them.  I  shouldn’t  say  no  one  is  mak¬ 
ing  them,  but  it  isn’t  done  systemat¬ 
ically. 

Another  phrase  is  that  the  Govern¬ 
ment  has  the  “responsibility  to  as¬ 
sure.”  That’s  a  new  responsibility 
this  Government  has  and  we  argue 
that  the  scientific  and  technical  in¬ 
formation  is  a  national  resource  in 
the  same  sense  that  water  is  a  nation¬ 
al  resource  or  land  is  a  national  re¬ 
source,  and  that  you  don’t  let  a  na¬ 
tional  resource  be  exploited  by  hap¬ 
penstance.  I  think  in  our  country  now 
we  come  to  the  stage  where  we  look 
upon  our  national  resources  as  some¬ 
thing  that,  in  the  broad  sense,  is  a 
management  responsibility  of  the 
Government.  It  doesn’t  mean  the 
Government  does  all  of  these  things 
and  it  doesn't  mean  that  it  does  the 
detail  and  it  doesn’t  mean  that  it  op¬ 


erates.  It  means  we  look  over  our 
national  resources,  whatever  they  may 
be,  and  have  some  policies  with  re¬ 
gard  to  them.  And  we  think  that 
scientific  and  technical  literature  is  a 
national  resource  in  that  sense.  Ob¬ 
viously,  we  have  private  libraries,  pri¬ 
vate  companies  with  information  sys¬ 
tems,  and  university  libraries.  Many 
of  these  are  doing  an  excellent  job, 
but  there  is  no  coordination.  By  say¬ 
ing  that  the  Government  has  a  respon¬ 
sibility  to  assure,  we  mean  that  they 
need  to  look  across  this  and  see  if  we 
have  bad  gaps.  There  are  some  areas 
of  science  where  we  think  there  are 
gaps  and  should  be  assured  that  these 
things  are  getting  done. 

There  is  quite  a  discussion  of  this 
whole  issue  in  this  study.  Now,  how 
did  wc  recommend  all  this  to  be 
done?  There  are  lots  of  ways  you 
could  do  it  and  it’s  not  really  clear 
that  one  way  is  terribly  superior  to 
another.  But  we  did  formulate  about 
five  basically  different  approaches  to 
this  problem  and  tried  to  evaluate 
the  merits  and  demerits  of  each. 

The  first  approach  involves  two 
concepts.  The  two  concepts  are  what 
we  call  the  capping  agency  concept 
and  the  responsible  agency  concept. 
These  two  go  together.  The  capping 
agency  would  be  a  federal  agency  that 
essentially  is  responsible  for  coordi¬ 
nation  and  policy  in  the  scientific 
and  technical  documentation  area.  It 
is  clearly  a  centralized  responsibility. 
In  that  sense  a  lot  of  people  don’t  like 
it.  But  if  you’re  going  to  deal  with 
this  problem  on  a  national  level, 
you’ve  got  to  have  some  kind  of  na¬ 
tional  policy.  Somebody  has  to  do 
that. 
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Now  here  are  the  functions  which 
we  thought  such  an  agency  ought  to 
perform.  If  you  disagree  with  the  con¬ 
cept  of  centralized  agencies,  you 
ought  to  ask  yourself,  do  you  disagree 
with  the  functions.  If  you  do,  how 
would  you  get  these  functions  per¬ 
formed?  It  is  all  right  to  disagree,  but 
you  have  to  have  some  kind  of  alter¬ 
native.  The  functions  are  to  formu¬ 
late  policy  in  the  area  of  responsibili¬ 
ty  for  national  scientific  and  techni¬ 
cal  activities.  Somebody  has  to  formu¬ 
late  policy. 

Second,  formulate  federal  policy 
with  regard  to  nongovernment  librar¬ 
ies.  You  might  ask  why  that  is  an  is¬ 
sue.  Well,  it’s  an  issue  because  the 
Government  supports  portions  of 
many  nongovernment  libraries,  but 
in  a  very  inconsistent  fashion. 

Third,  formulate  policy  with  re¬ 
gard  to  information  centers.  Some  in¬ 
formation  centers  are  presently  sup¬ 
ported  by  the  Government,  others 
partially,  and  others  not  at  all. 

Formulate  policy  for  depositories 
of  Government  documents.  There  are 
twelve  hundred  different  libraries 
that  are  depositories  of  Government 
documents.  Some  have  been  support¬ 
ed  and  some  haven’t.  Some  have  been 
supported  and  suddenly  had  the  sup¬ 
port  yanked  away  and  it’s  a  fairly 
messy  situation. 

Formulate  policy  for  the  support  of 
nongovernment  publications.  As  you 
may  know,  many  scientific  journals 
are  supported  by  the  Government  by 
page  charges,  some  by  direct  subven¬ 
tion,  iome  by  allowing  certain  over¬ 
head  charges,  and  it  varies  all  over 
the  place.  There  ought  to  be  some 
policy. 


Sixth,  formulate  policy  with  regard 
to  nondocumentary  communications, 
sympo$ia,  laboratory  visits,  preprint 
situations  and  so  forth.  There  is  no 
present  policy  between  the  different 
departments. 

Seventh,  collect  statistical  informa¬ 
tion.  One  of  our  hardest  problems  in 
this  study  was  that  you  couldn’t  get 
any  statistics  you  really  believed  in. 
In  almost  any  area,  you  could  find 
three  or  four  different  statistics  that 
varied  significantly. 

Eighth,  establish  standards.  The 
problem  of  standards  is  going  to  get, 
I  think,  particularly  difficult  as  we 
go  into  automation.  The  problems  of 
titles,  of  format,  and  so  on,  all  of 
these,  if  we’re  going  to  have  a  co¬ 
ordinated  system,  are  going  to  have 
to  have  standards. 

Ninth,  recommend  science  informa¬ 
tion  research.  NSF,  of  course,  docs 
scientific  research.  We  are  not  propos¬ 
ing  that  the  capping  agency  do  it. 
Simply  recommend  what’s  needed. 
Promote  the  development  of  infor¬ 
mation  technology. 

Eleven,  formulate  policy  for  the 
training  of  librarians  and  information 
technologists.  It  is  a  sad  commentary. 
I  think,  that  the  rate  of  growth  of  in¬ 
formation  scientists  and  librarians  is 
slower  than  the  rate  of  growth  of 
other  scientists  and  technologists.  So 
the  libraries  are  falling  further  and 
further  behind. 

Formulate  policies  for  foreign  doc¬ 
uments. 

Publicize  information  services. 

Perform  budget  review  and  funding 
control. 

Formulate  policy  for  legislative  re¬ 
lations  and  legal  matters. 
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Develop  long  range  plans. 

Now,  here  are  sixteen  functions 
and  somehow  they  ought  to  be  per¬ 
formed.  We  couldn’t  figure  out  any 
good  way  to  perform  them  except  to 
get  some  agency  to  do  it.  So  we  have 
proposed  the  establishment  of  what 
we  call  the  capping  agency,  which,  in 
some  ways,  would  be  like  the  Civil 
Service  Commission  and  like  the  Bu¬ 
reau  of  the  Budget,  in  performing 
these  coordinating  functions  for  the 
Government.  We  are  talking  about 
an  expenditure  on  the  order  of  four 
hundred  million  dollars  a  year  in  the 
scientific  and  technical  document 
area.  You  may  not  like  centralization, 
but  if  you  don’t,  ask  yourself  how  do 
you  perform  these  functions  within 
the  Government.  And  if  the  Govern¬ 
ment  is  going  to  spend  this  amount 
of  money,  there  ought  to  be  consis¬ 
tency  with  regard  to  it. 

The  responsible  agency  concept  is, 
I  think,  an  important  key,  and  often 
overlooked  in  this  problem.  The  idea 
of  the  responsible  agency  was  original¬ 
ly  proposed  by  Wineberg.  He  called 
it  the  delegated  agency  concept. 
NASA  and  the  AEC  are  currently  del¬ 
egated  agents.  The  AEC  is  responsible 
for  supporting  scientific  and  technical 
publications  in  the  area  of  nuclear  en¬ 
gineering,  for  instance.  They  support 
the  nuclear  engineering  abstracts. 
They  support  the  physics  publica¬ 
tions,  and  so  on.  They  understand 
and  have  done  a  good  job  in  support¬ 
ing  these.  Now  NASA  does  the  same 
thing  in  space  technology.  Medlars,  in 
the  medicine  area,  is  another  exam¬ 
ple.  But,  in  the  rest  of  science  and 
technology,  except  on  a  hit  and  miss 
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basis,  there  is  no  clear  responsibility. 
We  suggest  that  each  of  the  major 
departments  and  agencies  of  Govern¬ 
ment  that  have  scientific  and  techni¬ 
cal  responsibilities  that  support  these 
areas  ought  to  have  delegated  to  them 
clear  responsibility  for  the  support  of 
scientific  and  technical  documents 
and  publications.  In  our  report  we 
lay  out,  for  each  field  of  science  and 
technology,  the  department  that  seems 
to  have  the  major  responsibility  in 
each  area.  I  think  the  Wineberg  re¬ 
port  did  not  get  the  support  it  should 
have  gotten  in  this  recommendation 
because  they  did  not  go  to  the  detail¬ 
ed  problem  of  looking,  in  detail,  at 
the  different  areas  of  science  and 
technology  and  in  clearly  spelling  out 
departmental  responsibilities. 

We  tried  to  do  that  and  I  think  it 
is  a  fairly  major  contribution.  Now 
that  is  the  system  that  we  recommend. 
There  ought  to  be  a  capping  organi¬ 
zation  with  the  delegated  agencies 
concept.  Let.  me  say,  again,  that  the 
delegated  agent  is  not  necessarily  the 
agent  that  does,  within  its  agency,  all 
of  this  work.  It  may  very  well  want 
to  contract  out  with  private  industry 
or  with  universities  or  information 
centers,  the  doing  of  the  work.  But, 
they  should  see  that  it  gets  done. 

Now,  another  concept  we  develop¬ 
ed,  a  different  one,  is  the  idea  of  a 
new  operating  agency  within  the  Gov¬ 
ernment.  One  could  argue  that  the 
setting  up  of  a  policy  setting  organi¬ 
zation  and  the  operating  of  the  Gov¬ 
ernment’s  responsibility  in  this  area 
could  be  done  by  one  integrated  na¬ 
tional  agency.  This  will  get  you  bet¬ 
ter  integration.  You  would  have  cas- 
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ier  standard  setting,  and  so  forth. 
We  evaluated  that  concept  at  con¬ 
siderable  length.  There  are  a  lot  of 
attractive  features  to  it,  but  we  felt 
it  was  not  as  attractive  as  the  capping 
agency-responsible  agent  concept. 

Another  idea  is  that  there  be  a 
Government-chartered  corporation. 
Somewhat  in  the  way  that  COMSAT 
perhaps  is.  They  have  a  monopoly. 
This  agency  would  have  a  monopoly 
for  servicing  the  Government  in  the 
scientific  and  technical  document 
area.  It  would  sell  its  services,  also, 
to  any  parts  of  industry  that  wanted 
to  buy  them.  There  is  a  lot  of  attrac¬ 
tiveness  of  this  feature,  because  in  the 
scientific  and  technical  area  you  have 
so  much  involvement  of  the  universi¬ 
ties,  of  Government,  of  industry,  that 
something  outside  of  any  one  of  them 
might  be  more  acceptable  than  one 
within  the  Government.  We  develop 
ed  that  idea  at  some  length.  If  it  were 
not  for  the  somewhat  radical  prob¬ 
lems  involved  in  setting  up  such  or¬ 
ganizations,  we  might  well  have 
plunged  for  that. 

Another  idea  is  to  establish  a  Na¬ 
tional  Library  Administration  based 
upon  the  Library  of  Congress.  And 
this  really  is  a  good  idea.  The  Library 
of  Congress  is  a  marvelous  depository 
of  a  lot  of  scientific  and  technical  lit¬ 
erature  as  well  as  other  literature. 
The  National  Agriculture  Library, 
and  the  National  Medical  Library 
are  the  other  two  national  libraries. 
There  are  some  three  hundred  other 
libraries  in  the  Government  which 
could  form  the  nucleus  of  a  very  fine 
scientific  and  technical  documenta¬ 
tion  organization.  The  trouble  with 
it  is  that  the  Library  of  Congress  is 


the  Library  of  Congress.  That  is  to 
say,  it  is  run  by  Congress  by  a  joint 
committee  of  Congress,  and  it  is  not 
in  any  way  under  the  direction  of  the 
Executive  Branch  of  Government. 
And  since  the  Executive  Branch  of 
Government  is,  in  our  system,  the 
operating  branch  of  Government, 
they  can’t  delegate  their  responsibili¬ 
ties,  in  a  sense,  to  Congress.  So  you 
have  got  to  change  the  organizational 
affiliations  of  the  Library  of  Congress 
to  make  this  work.  And  that  is  just 
an  impossibility  in  most  peoples’ 
judgment. 

The  other  idea  was  simply  to 
strengthen  the  existing  system.  Wc 
looked  at  that  carefully  and  concluded 
that,  although  there  were  many  able 
organizations  trying  to  deal  with  this 
problem  —  The  National  Science 
Foundation,  the  Smithsonian,  die  de¬ 
partments  I’ve  already  mentioned  — 
the  problem  seemed  to  be  getting 
more  and  more  difficult  all  the  time. 
COSATI,  as  a  coordinating  agency 
with  representatives  from  each  of  these 
departments,  but  simply  a  coordinator 
having  no  authority,  could  not  per¬ 
form  this  function.  And  we  felt  the 
situation  was  going  to  get  pretty  bad 
unless  some  greater  authority  were 
exercised  by  some  agency  within  the 
Government.  Now  each  of  these 
things  are  spelled  out,  like  thirty  or 
forty  pages  in  the  report,  and  at  the 
end  we  tried  to  evaluate  each  of  these 
different  system  requirements  that 
ought  to  be  filled  by  any  one  of  these 
organizations.  The  capping  agency  - 
responsible  agency  came  out  slightly 
ahead  of  the  others,  but  not  very 
much.  And  in  the  end,  the  judgment 
was  about  the  political  and  adminis- 
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trative  feasibility  of  each  of  the  recom¬ 
mendations.  So  that’s  what  we  recom¬ 
mended. 

The  recommendations  went  to 
GOSATI  last  September.  In  Novem¬ 
ber  COSATI  adopted  a  formal  set  ot 
recommendations  for  national  docu¬ 
ment  handling  systems  in  science  and 
technology.  By  and  large  they  went 
along  with  what  we  recommended. 
1  just  read  a  little  of  their  summary 
recommendation.  The  COSATI  re¬ 
port  says,  “The  Office  of  Science  and 
Technology,’’  this  is  Dr.  Horned’s  of¬ 
fice,  “should  accelerate  efforts  on  the 
overall  planning,  policy  formulation, 
organization,  coordination,  and  evalu¬ 
ation  of  the  integrated  national  net¬ 
work  of  information  document  han¬ 
dling  system  in  science  and  technology. 
The  OST  should  take  appropriate 
sleos  to  clarify  areas  of  responsibilities 
among  the  federal  agencies  in  this 
area.  The  OST,  in  collaboration  with 
the  Bureau  of  the  Budget,  federal 
departments,  agencies  and  other  or¬ 
ganizations,  should  undertake  the 
following:  develop  a  comprehensive, 
coordinated  program  insuring  the  re¬ 
quired  cataloging  and  announcing  of 
the  significant  world-wide  scientific 
and  technical  literature;  establish  one 
or  more  national  libraries  in  the 
field  of  science  and  technology  in 
addition  to  medicine,  agriculture,  and 
so  on;  develop  policies  concerning 
the  library  basis  for  the  documenta¬ 
tion  information  services;  propose 
and  endorse  legislation  necessary  to 
enable  the  departments  and  agencies 
to  assume  the  responsibilities  that  I 
outlined  previously.” 

Well,  I  won’t  take  the  rime  to  read 
more  of  this,  but  by  and  large,  they 


endorsed  the  positions  that  we  took, 
with  one  exception.  That  one  excep 
tion  was  that  they  were  not  willing, 
at  this  time,  to  endorse  the  establish¬ 
ment  of  a  capping  organization  as  we 
recommended.  They  rather  suggested 
that  OST  itself  serve  this  function 
since  it  is  a  part  of  the  Executive  Of¬ 
fice  of  the  White  House.  Now  it  was 
our  judgment  that  OST  couldn’t  do 
this.  Not  that  they  couldn’t  do  it, 
but  it  was  impractical  in  the  sense 
that  they  would  have  to  so  increase 
the  stall  of  OST  that  the  President 
and  Dr.  Horned  would  not  go  along 
with  it.  Time,  I  guess,  will  tell  whose 
judgment  was  correct  in  this.  So  far 
it  is  kind  of  a  stand-off. 

I  talked  with  Bill  Knox  just  yester¬ 
day.  Bill  is,  as  many  of  you  know, 
Dr.  Horned’s  special  assistant  lor  sci¬ 
entific  and  technical  information  and 
information  processing.  Bill’s  feeling 
was  that  they  were  still  going  to  try 
to  do  it  within  OST,  but  he  was  be¬ 
coming  somewhat  more  discouraged 
about  their  ability  to  put  it  over,  anil 
they  might  have  to  turn  around  and 
go  the  way  we  suggested. 

That’s  kind  of  where  things  stand 
now.  I  feel  quite  confident  that  there 
will  be,  in  the  next  year  or  so,  some 
very  significant  federal  actions  to 
achieve  greater  coordination  and 
greater  funding  in  this  area.  The 
major  inhibitors,  as  far  as  J  can  tell, 
are  the  current  involvement  in  Viet¬ 
nam  and  the  budgetary  situation.  II 
the  various  recommendations  were 
implemented,  the  four  hundred  mil¬ 
lion  dollars  that  is  spent  today  might 
go  up  to  five  or  six  hundred  million 
with  an  ultimate  reduction,  I  think, 
as  a  better  system  was  developed  and 
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more  automation  involved.  But  in  going  to  get  the  money  and  how,  ad- 

view  of  the  growth  of  number  of  ministratively,  are  they  going  to  get 

people  involved  and  the  number  of  it  done.  1  myself  was  extremely 

documents  involved,  we  shouldn’t  pleased  to  have  been  associated  with 

look  lor  any  significant  reductions,  this  effort,  to  have  had  the  privilege, 

I  think,  in  the  total  investment.  in  a  way,  of  looking  so  carefully  at 

I  have  had  a  number  of  talks  with  this  really  vast  and  important  area, 

people  in  executive  positions  in  the  and  to  have  made  some  contribution 

Government  and  so  on.  They  all  rec-  to  what,  in  the  luture,  will  be  a  more 

ognize  this  is  something  they  have  got  viable,  important,  and  greater  nation* 

to  do.  The  problem  is  where  are  they  al  resource.  Thank  you. 

PANEL  -  CLASSIFICATION  MANAGEMENT  IN 
THE  COMPUTER  ENVIRONMENT 


BOBERG:  On  occasion,  you  have 
a  situation  where  you  have  a  group  of 
people  and  a  man  who  come  together 
when  you  could  use  the  old  classic 
expression  that  here  is  a  man  that 
needs  no  introduction  to  you.  Such 
is  the  case  this  afternoon.  I  think  you 
realize  that  I  am  speaking  of  the 
moderator  for  this  afternoon’s  panel, 
our  own  Lorry  McConnell.  I  thought 
that  perhaps  there  migiit  be  some 
notes  about  Lorry  that  you  did  not 
know  or  were  not  aware  of.  I  will 
pass  them  on  to  you. 

Lorry  is  a  native  of  Butte,  Mon¬ 
tana.  He  currently  holds  the  position 
of  Head  of  the  Classification  Man¬ 
agement.  and  Editorial  Liaison  Office 
of  the  System  Development  Corpora¬ 
tion.  As  you  know,  he  is  currently  the 
Vice  President  of  our  national  .society. 
He  received  his  Master's  degree  in 
English  from  the  University  of  Cali¬ 
fornia  at  Los  Angeles  in  I!)53.  Lorry 
has  been  working  in  the  area  of  pub¬ 
lications  and  classification  for  over 
twelve  years.  In  addition  to  bis  re¬ 
sponsibilities  for  SDC  —  their  classi¬ 
fication  management  program  —  he 


coordinates  SDC’s  technical  document 
and  book  publishing  effort,  .again, 
a  man  that  needs  no  introduction,  to 
this  group,  my  very  good  friend  and 
a  irwnd  of  our  society,  Lorry  Mc¬ 
Connell.  By  the  way.  Lorry,  as  I  think 
you  all  know,  has  put.  together  the 
program  that  eve  arc  enjoying  for 
these  three  days.  He  is  the  program 
chairman. 

LORRY  McCONNELL:  Thank 
you  very  much,  Dick,  for  those 
very  kind  words.  The  idea  of  hav¬ 
ing  a  panel  on  the  subject  of  classi¬ 
fication  management  and  computer 
environment  was  one  1  sometimes 
wish  I  hadn’t  thought  up.  1  feel  quite 
inadequate  to  attempt  to  modetaie 
such  a  panel  but  1  had  such  strong 
convictions  about  the  importance  ol 
this  subject’s  coming  to  the  attention 
of  classification  management  people 
that,  in  a  moment  of  weakness,  I  fell 
J  could  volunteer  to  do  it.  1  am  not 
going  to  be  the  Lcs  Red  man  kind  ol 
moderator  arid  I  hope  you  will  for¬ 
give  me  for  that.  But  I  will  attempt 
to  remain  as  anonymous  as  1  can  and 
allow'  these  informed  and  distin- 
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guished  gentlemen  to  my  left  to  con¬ 
vey  the  important  information  to  you 
that  they  have  brought.  I  think  that 
if  it  hadn’t  been  made  clear  to  us 
before,  the  remarks  we  heard  yester¬ 
day  and  this  morning  from  our  dis¬ 
tinguished  scientific  guests  should 
make  it  abundantly  clear  that  classi¬ 
fication  management  must  address  it¬ 
self  squareiy  to  the  problems  of  in¬ 
formation  and  computer  environ¬ 
ment.  Yesterday,  Dr.  Fernbach  de¬ 
scribed  the  computer  complex  en¬ 
closed  by  a  high  wall  of  security  and 
in  which  there  was  very  little  chance 
of  discriminating  between  that  in¬ 
formation  requiring  protection  and 
that  information  not  requiring  pro¬ 
tection.  And  I  tend  to  think  that  the 
situation  that  he  described  is  fairly 
typical  of  most  of  the  computer  areas 
where  classified  information  is  proc¬ 
essed.  I  think  this  is  true  because 
we  don’t  know  what  else  to  do.  We 
lock  up  everything  inside  and  that's 
about  as  fur  as  we  ear:  go  However, 
as  Dr.  Fernbach  indicated,  this  gross 
“padlock”  approach,  if  J  could  term 
it  that,  is  intolerable.  Further,  as  the 
future  biings  time-sharing  techniques 
and  other  similar  advances,  I  think 
we  will  find  that  thete  is  a  greater 
opportunity  for  computer  complexes 
to  communicate  with  users  at  remote 
stations  so  that  the  high  wall  of  se¬ 
em  ity  around  the  computer  complex 
will  increasingly  become  not  only 
intolerable  but  unacceptable  as  a 
method  of  protecting  classified  in¬ 
formation.  Also,  I  believe  that  we  in 
classification  management  must  rec¬ 
ognize  the  possible  potentials  that  the 
computer  holds  for  us  in  helping  us 
to  solve  some  of  om  basic  problems. 


Here  with  us  today  are  three  gentle¬ 
men  who  have  given  considerable 
amount  of  thought,  to  this  and  who 
have  much  experience  to  bring  to  us 
along  these  lines. 

The  first  of  these  gentlemen  is 
Mr.  C.  Donald  Garrett,  whom  you 
have  heard  before  at  the  seminar  and 
who,  as  you  know,  is  the  Deputy  Di 
rector  for  Classification  Management, 
Office  of  the  Assistant  Secretary  of 
Defense,  Administration.  Don  was 
born  and  raised  in  Pennsylvania.  He 
received  a  B.S.  at  Franklin  and  Mar¬ 
shall  College  in  1931,  taught,  high 
school  for  a  couple  of  years,  and  then 
entered  Government  in  the  General 
Accounting  Office  in  193f».  He  was 
inducted  into  the  Army  in  December 
1942,  was  commissioned  a  Second 
Lieutenant  in  1943,  arid  left  the  Serv¬ 
ice  as  a  Captain  in  1946.  He  then  took 
a  position  in  civilian  personnel  work 
in  the  Office  of  the  Secretary  of  War 
which  was  the  designation  at  that 
time.  He  became  Executive  Secretary 
of  the  Sect';. ity  Screening  Board  and 
the  Security  Review  Board  in  tiic  Of¬ 
fice  of  the  Secretary  of  the  Army  in 
1951.  He  studied  law  under  the  G.l. 
Bill  at  George  Washington  University 
where  he  received  an  L.I..B.  in  1951- 
lie  joined  the  Office  of.  Security  Pol¬ 
icy  and  the  Office  of  the  Assistant 
Secretary  of  Defense,  (lu:  old  man¬ 
power  organization  where  Ins  o.iicc 
formally  was  established,  in  Jami.vy 
1958.  He  look  his  present,  position  in 
classification  management  in  March 
of  1963.  Don  is  a  Liciitcnatu  Colonel 
in  the  U.  S.  Army  Reserve,  Retired. 
Tic  is  a  member  oi  the  Bar  in  U.  S. 
District  Court  for  the  District  oi 
Columbia.  U.  S.  Com!  ol  Appeals  loi 
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the  District  of  Columbia,  and  U.  S. 
Supreme  Court.  He  is  also  a  member 
and  a  new  director  of  NCMS  and  a 
member  of  the  Federal  Bar  Associa¬ 
tion.  It  gives  me  very  great  pleasure 
to  bring  to  you  Mr.  Donald  Garrett. 

C.  DONALD  GARRETT 

My  subject,  “data  automation  for 
classification  control,’’  raises  all  kinds 
of  interesting  thoughts,  doesn’t  it? 
This  computer  bit  is  so  staggering  in 
what  it  can  do  that  it  even  suggested 
to  me  a  long  time  ago  that  there 
ought  to  be  a  place  for  it  in  classifica¬ 
tion  management.  But  what  and  how? 

You  computer  people  and  many  of 
you  “sedassifists”  long  ago  were 
prompted  to  apply  computer  tech¬ 
niques  to  various  phases  of  classifica¬ 
tion  and  security.  Document  control, 
including  downgrading  and  declassifi¬ 
cation  notices  and  action,  has  been 
set  to  computer  music  by  many  of 
you..  I  would  suppose  that  you  ma¬ 
chine  people  long  ago  developed  a 
fairly  standard  program  to  take  care 
of  such  things.  This  is  not  the  kind 
of  classification  control  that  I  have 
in  mind, 

With  the  great  quantity  of  various 
kinds  of  equipment  used  in  Dol), 
sooner  or  later  computer  techniques 
were  bound  to  be  developed  to  main¬ 
tain  records  on  what  was  classified 
and  wluit  was  not.  I’m  thinking  spe¬ 
cifically  of  Military  Handbook  HO, 
many  of  you  once  knew  it  as  JANAP- 
110.  Mil-H()  is  the  book  that  lists  all 
the  electronic  equipment,  and  many 
components  and  pans  used  in  Dol), 
and  shows  who  has  primary  cogni¬ 
zance  over  each  bit  and  what  is  classi¬ 
fied  at  what  level.  It  covets  over 


100,000  items,  1  believe,  and  about 
30,000  or  so  are  listed  as  classified. 
The  people  who  put  this  together, 
(a  bow  to  the  people  in  the  old  Bu- 
Snips  in  Navy  is  in  order  for  monitor¬ 
ing  the  show)  used  a  computer  to  put 
together  all  the  data.  It’s  a  wonderful 
book  and  provides  a  quick  reference 
showing  the  various  items  of  electron¬ 
ic  gear  that  are  or  are  not  classified. 

It’s  a  pretty  good  trick  to  put  some¬ 
thing  like  Mil-140  together.  It  took 
something  like  eight  or  ten  months  to 
do  it,  I  believe.  The  Air  Force  says 
that  going  through  that  exercise  they 
found  almost  half  of  the  items  that 
were  listed  as  classified  should  not 
have  been.  Even  some  electronic 
equipment  for  the  B-17  of  World  Wat 
Two  days  was  still  listed  as  classified. 
It  looks  like  we  need  to  keep  some 
better  control  over  classification. 

This  is  one  kind  of  computer  ap¬ 
plication  for  classification  control  but 
it’s  not  what  1  have  in  mind.  It’s  use¬ 
ful  to  know  what  items  of  hardware 
are  classified  and  at  what  level,  but 
this  really  is  the  end  product  ol  some¬ 
one’s  classification  management  ac¬ 
tion,  so  to  speak.  It’s  all  right  in  some 
circles,  as  in  logistics  channels  and  in 
pioduction  lines,  to  think  of  classifi¬ 
cation  in  terms  of  hardware  items, 
but  there’s  a  lot  mere  to  classification 
than  Lliat.  It.  is  in  the  more  funda¬ 
mental  aspects  of  classification  that 
I  arn  suggesting  that,  perhaps,  com¬ 
puters  could  be  used  to  do  something 
more  toward  classification  control. 

Bight  now  there  is  no  one  pl.uc 
in  the  Depai  tmeni  of  Dclnnc  ui 
wliidt  any  one  can  go  to  find  out 
what  is  classified  about  any  poti-tdar 
program,  project.,  study,  operation  o) 


NG.MSJ  -1  %f> 


107 


even  item  of  hardware.  There  are 
not  evert  a  small  number  of  points 
of  contact  where  the  answers  are  avail¬ 
able. 

For  example,  the  Directorate  for 
Security  Review,  in  Public  Affairs  in 
the  Pentagon,  gets  for  clearance  a 
paper  from  an  engineer  in  a  company 
plant  covering  advanced  radar  prin¬ 
ciples.  Being  a  subject  of  interest  to 
Army,  Navy,  Air  Force,  ARPA, 
DDR&E,  maybe  even  DIA,  Security 
Review  has  to  fan  out  copies  of  the 
engineer’s  paper  to  all  those  points. 
Army  may  have  to  send  it  to  Fort 
Monmouth  in  New  Jersey.  Navy 
would  would  send  it  to  the  Research 
Laboratory  in  Maryland  and  might 
even  send  it  all  the  way  out  here  to 
Mugu,  Air  Force  probably  would 
send  it  to  Fort  Hanscom  in  Bedford, 
Massachusetts,  or  to  Rome,  New  York. 
All  this  takes  time  and  much  effort 
and.  expense.  Wouldn’t  it  be  a  good 
idea  to  have  one  spot  where  Security 
Review  could  go  to  check  out  the 
many  items  of  information  in  the 
engineer’s  paper  real  quickly? 

One  point  to  remember  is  that  here 
we  are  not  talking  about  a  particular 
item  of  equipment,  like  the  AN/APQ 
f;f>  or  whatever  you  call  it.  Here  we 
are  considering  theory  and  the  appli¬ 
cation  of  theory.  Really,  when  you 
come  right  down  to  it,  this  is  where 
good  classification  can  be  much  more 
effective  than  in  <  ounce non  with  in¬ 
dividual  items  of  equipment  because 
the  decision  could  affect  many  items 
of  equipment. 

Another  example:  somebody,  some¬ 
where,  tomes  up  with  a  new  project. 
Let's  say  it  involves  the  application 
of  laser  techniques.  Where  does  the 


project  officer  go  to  get  help  in  mak¬ 
ing  the  very  necessary  classification 
decisions?  How  does  he  check  out 
what  should  be  classified?  He  can 
refer  to  DoD  Instruction  5200.18  is¬ 
sued  by  DDR&E,  where  he  will  find 
guidance  covering  general  categories 
and  subcategories  of  laser  applications 
and  research.  He  needs  to  go  further 
to  determine  what  is  sufficiently  spe¬ 
cial  about  his  application  of  lasers  to 
his  particular  problem  to  decide  what 
needs  to  be  classified. 

It  has  been  suggested  that  there  be 
one  place  where  all  program  and 
project  officers  could  go  to  get  a 
reading  on  all  the  things  that  are 
generally  classified  in  iheir  projects. 

Consider  another  perplexing  prob¬ 
lem,  really  in  two  parts.  Suppose  you 
are  a  project  officer  given  the  job  of 
developing  a  super-duper  infrared  re¬ 
connaissance  system.  Where  do  you 
go  to  find  what  has  been  published 
about  infrared?  How  much  of  this 
published  material  affects  what  you 
are  doing?  What  technical  intelli¬ 
gence  is  available?  Here  are  the  two 
aspects  of  year  problem,  the  open  lit¬ 
erature  and  the  unknown  quantity  of 
the  state  of  foreign  development,  that 
vitally  affect  classification. 

One  place  of  reference  where  you 
could  go  to  find  out  all  about  what 
has  been  going  on  in  your  field  would 
reduce  the  scope  ol  your  problem. 
I’m  not  supposing  or  even  suggesting 
that  a  project  officer  would  be  as¬ 
signed  to  any  project  ill  which  be  is 
completely  green,  but  he  needs  help 
in  analyzing  the  state-of-the-art  in  his 
field  unless  he  is  a,  or  the,  recognized 
authority  in  lli.it  field  and  knows  all 
there  is  to  he  known  about  it. 


One  more  example  seems  appropri¬ 
ate:  occasionally,  top  level  officials 
of  the  Government  — the  President, 
the  Secretary  of  Defense,  the  Secretary 
of  one  of  the  services  or  one  of  the 
top  level  generals  —  makes  an  official 
public  pronouncement  in  the  form  of 
testimony  on  Capitol  Hill  or  in  a 
press  conference  that  includes  infor¬ 
mation  previously  classified.  When 
this  occurs  someone  must  decide  ex¬ 
actly  what  needs  to  be  declassified  and 
to  send  out  appropriate  declassifica¬ 
tion  notices  to  all  interested  parties. 

To  do  this  job  it  is  necessary  to  re¬ 
view  the  transcripts  and  pick  out  the 
data  that  may  have  been  classified.  In 
many  cases,  the  subject  matter  of  the 
testimory  or  the  press  conference  may 
cover  many  subjects  and  a  host  of 
data  having  technical,  tactical  or 
strategic  importance.  The  principal 
problems  involve  identifying  the  spe¬ 
cific  items  of  information  that  had 
been  classified  prior  to  the  pronounce¬ 
ment,  which  now  reejuire  declassifica¬ 
tion,  identifying  the  parties  having 
primary  interest  in  the  various  subject 
matters,  and  sending  out  the  appro- 
pi  iate  declassification  notices.  Part  of 
the  difficulties  stems  from  the  nature 
of  these  pronouncements  and  the 
manner  in  which  the  information  is 
collected  and  assembled.  Solutions 
could  be  speeded  up  if  there  were  one 
spot  in  Dol)  where  we  could  go  and 
ger.  a  reading  on  what  was  classified 
and  who  had  cognizance  over  it. 

The  answers  to  these  and  many 
similar  problems  would  expedite  mat¬ 
ters.  Put.  what  should  he  done?  At 
first,  glance  it  would  seem  that  the 
solutions  should  not  be  too  difficult. 
Hut  exploration  and  analysis  shows 


that  there  arc  many  complications. 
Here's  where  we  run  into  trouble  in 
planning  this  concept  i  have  in  mind. 

The  real  rub  comes  in  the  complex¬ 
ity  of  DoD  operations.  There  prob¬ 
ably  is  not  a  single  field  of  human 
endeavor  but  somebody  in  DoD  is 
working  in  it.  Because  we  are  con¬ 
stantly  striving  to  be  first  (Number  2 
is  not  good  enough!)  in  the  develop¬ 
ment  of  new  and  belter  equipment 
and  techniques,  much  of  what  we  do 
is  research  and  development.  As  soon 
as  you  say  R&D,  you  think  of  classi¬ 
fication.  This  means  that  at  any  one 
time  hundreds  of  scientists  and  en¬ 
gineers.  in  almost  as  many  fields  of 
interest,  are  busy  on  work  that  is  or 
may  be  classified.  Problems  of  classi¬ 
fication  extend  all  the  way  from  the 
initial  concept  to  the  ultimate  bard 
ware,  covering  hundreds  of  items  of 
information.  This  is  not  only  in  DoD 
but  in  industry,  too. 

How'  widespread  is  our  DoD  inter¬ 
est,  really?  .1  doubt  that  anyone  knows 
for  sure.  Probably  one  of  the  best 
sources  of  information  on  the  total 
scope  of  DoD  scientific  and  technical 
activity  is  contained  in  a  book  (ailed 
“Thesaurus  of  ASTIA  Descriptors.” 
ASTI  A  is  new,  of  course,  the  Defense 
Documentation  Center,  DDC.  That 
thesaurus  is  designed  to  provide  a 
means  for  cataloging  and  indexing 
scientific  and  technical  reports,  main¬ 
ly  to  facilitate  secondary  distribution 
to  eligible  interested  parlies.  It  is  not 
set  up  to  show,  and  it  does  not  indi¬ 
cate,  die  kinds  of  information  that 
warrant  classification.  But  it  does  give 
some  idea  of  the  scope  of  DoD  scicti 
tific:  and  technical  interest. 

In  the  DDC  thesaurus  there  is  a 
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general  descriptor  field  listing  26 
items,  like  areospace,  biological  and 
medical  science,  guided  missiles,  ord¬ 
nance,  etc.  The  26  fields  arc  divided 
up  into  170  descriptor  groups.  Under 
“ordnance"  are  10  items,  including 
ammunition  and  explosives,  ballistics, 
bombs,  etc.,  and  under  “propulsion” 
three  items,  engines,  propulsion  and 
rockets.  Then  the  descriptor  groups 
are  repeated  separately  with  indivi¬ 
dual  descriptors  totaling  about  5,500 
items,  many  of  them  appearing  in 
several  groups.  This  is  a  whale  of  a 
lot  of  stuff. 

The  Military  Electronic  Sytems 
Catalog,  very  conveniently  compiled 
and  published  for  the  world  to  see  by 
Armed  Forces  Management  magazine, 
listed  in  one  issue  770  AN  systems, 
281  electronic  systems  with  project 
names  and  35  *’L”  programs.  But 
even  that  catalog  doesn't  list  all  the 
electronic  activity. 

At  one  count,  I  believe,  there  were 
something  like  *178  research  projects 
under  way.  A  listing  by  a  commercial 
establishment  shows  about  280  major 
weapons  systems,  programs,  and  proj¬ 
ects  in  Dol).  And  so  on  and  on. 

Not  only  do  we  have  a  problem  in 
scope  o[  interest  but  also  in  “who  does 
it.”  At  last  count  there  were  621  Dol) 
olficiuls  designated  to  exercise  orig 
inal  top  secret  classifying  authority, 
8554  had  original  secret  classifying 
authority  and  about  32,000  bad  orig¬ 
inal  confidential  authority.  Now  this 
doesn’t  mean  that  all  tlio>e  people 
are,  in  fact,  making  original  classifi¬ 
cation  decisions,  but  they  could.  Con¬ 
sider,  too,  that  each  system,  program 
or  project  officer  or  manager,  all  lour 
or  live  hundred  of  them,  all  over  the 
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country,  must  make  classification  de¬ 
terminations.  These  are  really  the 
people  who  have  the  job  of  deciding 
what  should  be  classified  in  the  hun¬ 
dreds  of  different  DoD  systems,  pro¬ 
grams,  projects,  operations,  equip¬ 
ment,  etc.  Nobody  believes  it  would 
be  practical  to  centralize  that  deter¬ 
mination  activity  into  one  spot  but 
the  desirable  solutions  lo  the  many 
questions  I  mentioned  earlier  suggest 
that,  it  might  be  a  good  idea  to  have 
all  the  determinations  that  those  peo¬ 
ple  make  accumulated  somewhere  in 
one  record  system. 

Here  we  come  to  the  crux  of  the 
concept  I  have  in  mind  by  which  data 
automation  might  provide  the  means 
of  supplying  the  services  apparently 
needed.  One  is  the  maintenance  of  a 
central  record  of  all  classification  de¬ 
terminations  in  DoD  operations.  Be¬ 
cause  of  the  tremendous  scope  of  Dol) 
interest  and  the  complexities  resulting 
from  (tying  u>  accumulate  in  one 
central  point  literally  thousands  o! 
classification  determinations  in  suib 
a  way  as  to  make  them  readily  search¬ 
able  and  useful,  only  data  automation 
scents  to  provide  a  possibility  of  solu¬ 
tion. 

A  review  of  some  70  or  more  classi¬ 
fication  guides  and  guidances  issued 
by  the  military  departments  reveals 
startling  differences  in  approach  and 
in  results.  Here  I  must  give  the  Air 
Force  credit,  particularly  in  the.  Air 
Force  Systems  Command,  in  arriving 
at  a  desirable  uniform  format  and 
content  for  their  master  classification 
guides. 

From  this  review  1  listed  some  300 
or  more  items  that  someone,  some¬ 
where,  at  some  time,  had  considered 
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for  classification  purposes.  In  my  own 
fumbling  fashion,  1  attempted  to 
categorize  those  items.  I  believe  this 
is  probably  the  first  faint  step  along 
the  way  to  development  of  appropri¬ 
ate  computer  language  for  the  con¬ 
cept  I  have  in  mind.  I  have  placed 
these  classifiable  items  in  19  groups. 
There  are  three  or  four  of  these 
groupings  that  actually  comprise  the 
heart  of  the  classification  problem. 
They  are:  specifications,  capabilities, 
performance  and  maybe  operations. 
For  whatever  they  are  worth,  copies 
of  this  listing  can  be  made  available. 

Here  I  must  emphasize  a  very  im¬ 
portant  fundamental  of  classification. 
It  is  information,  and  only  informa¬ 
tion,  that  is  classified.  (One  of  these 
days  I  hope  to  iind  time  to  write  a 
paper  for  our  Journal  that  will  help 
to  crystallize  and  sell  this  idea.)  All 
physical  things,  documents,  cards, 
tapes,  hardware,  equipment,  every¬ 
thing  like  that,  are  classified  only  be¬ 
cause  they  contain  or  could  reveal 
classified  information.  Some  other 
time  wc  can  argue  the  universality 
and  totality  of  this  fundamental  of 
classification.  It  is  basic  to  the  concept 
1  am  considering. 

The  listing  of  items  I  have  prepared 
is  not  complete  in  that,  I  am  sure,  it 
does  not  cover  all  the  many  items  of 
information  involved  in  Dol)  opera¬ 
tions  that  may  require  classification. 
One  of  the  first  steps  that  would  have 
to  he  undertaken  would  be  to  develop 
a  complete  dictionary  or  thesaurus  of 
terms  expressive  of  items  of  classifi¬ 
able  information.  This  compilation 
would  have  to  cover  the  entire  field 
of  DoD  interest  and  activity. 

This  compilation  would  form  the 


heart  of  a  computer  language  system 
from  which,  by  proper  memory  ar¬ 
rangement  and  programming,  a  com¬ 
puter  operation  could  be  developed 
that  would  provide  ready,  quick  an¬ 
swers  as  to  what  is  classified,  at  what 
level,  in  every  phase  of  DoD  oper¬ 
ations  and  activity. 

In  this  system  I  envision  maybe 
three  or  four  descriptor  fields.  First, 
a  general  lield  of  interest  group  — 
broad,  something  like  the  20  descrip¬ 
tor  groups  in  the  DDC  thesaurus. 
.Second,  a  listing  of  the  kinds  of  in¬ 
formation  most  frequently  involved 
in  classification  decisions.  Third,  a 
categorization  of  kinds  of  hardware 
that  are  sufficiently  general  to  apply 
in  many  fields  of  interest.  And  a 
possible  fourth  category  of  descriptors 
covering  miscellaneous  things,  like 
financial  records  of  various  kinds  and 
other  software  items  that  frequently 
contain  and  reveal  classified  infor¬ 
mation.  So  far  as  1  know,  none  of 
these  descriptor  fields  or  groups  have 
been  stated  in  a  manner  that  can  be 
used  immediately  for  classification 
control  purposes. 

Items  of  information,  like  the  de- 
struct  frequency  ol  an  operational 
IC11M,  the  composition  of  a  highly 
developed  unique  material,  or  the 
thermal  resolution  obtained  by  an 
infrared  mapping  system,  and  the 
many  thousands  of  similar  items 
would  be  reported  by  the  responsible 
classifying  authorities  on  each  pro¬ 
gram,  project,  study,  items  of  equip¬ 
ment,  and  munitions,  to  a  central 
data  bank.  I  do  not  mean  that  the 
particular  frequency  or  the  exact  de¬ 
tails  of  material  composition  would 
be  icported,  but  only  the  items  of  iit- 
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formation  that  are  classified  would  be 
reported.  The  information  reported 
would  then  be  stored  for  immediate 
retrieval.  The  parallel  sets  of  descrip¬ 
tors  that  I  mentioned  would  serve  as 
the  storing  and  indexing  system. 

From  my  choice  of  language  you 
can  see  that  I  do  not  fully  compre¬ 
hend  the  scope  of  the  machine  prob¬ 
lems  involved.  Perhaps  even  the 
fundamental  concept  I  am  trying  to 
portray  is  archaic  in  terms  of  today’s 
computer  capabilities.  Nevertheless, 
this  is  one  concept  of  data  automa¬ 
tion  for  classification  control.  It 
would  be  a  computer  system  that  has 
accumulated  in  one  place  every  pos¬ 
sible  classified  item  of  information 
involved  in  every  Dol)  activity,  main¬ 
tained  in  such,  manner  as  to  provide 
at.  computer  speeds  answers  to  all 
kinds  of  questions  on  classifications 
assigned.  This  system  could  be  made 
to  perform  these  functions: 

Provide  promptly  accurate  data 
on  what  is  classified,  at  what  level, 
and  what  is  unclassified,  in  every 
I)oI)  system,  program,  project  and 
operation.  This  would  speed  up  the 
.Security  Review  process  measur¬ 
ably. 

Keep  tabs  on  downgrading  and 
declassification  actions. 

Provide  a  means  for  identifying 
information  previously  classified 
that  is  declassified  because  of  offi¬ 
cial  publication,  and  for  sending 
out  notices  to  all  interested  parties. 

Assure  uniformity  in  classifica¬ 
tion  determinations  in  like  activ¬ 
ities  in  the  same  Dol)  component, 
in  different  Dol)  components  and, 
possibly,  in  different  Government 
a  gene  ics. 


Identify  offices  and  officials  who 
have  cognizance  over  classification 
determinations  that  should  be 
changed  because  of  changes  in  con¬ 
tributing  factors,  such  as  open  pub¬ 
lication,  official  pronouncements, 
intelligence,  etc. 

On  call,  provide  the  basis  for 
writing  classification  guides  for  new 
programs,  projects  and  operations. 

All  this  sounds  like  a  wonderful 
idea  but  there  are  many  very  practical 
problems  that  could  easily  defeat  the 
successful  operation  of  such  a  mech¬ 
anism.  Probably  the  most  significant 
problem  stems  from  the  fact  that  the 
decision-making  process  is  not  suscep¬ 
tible  to  centralization.  Therefore, 
failure  of  the  necessary  reporting  sys¬ 
tem  for  any  reason  could  ruin  the 
operation  —  whether  because  the  re¬ 
ports  are  not  timely  or  not  forthcom¬ 
ing,  or  the  decisions  are  not  in  the 
proper  format  for  adaptation  to  com¬ 
puter  language,  or  if  the  decisions  are 
in  terms  ol  classifying  hardware  and 
not  information. 

There  is  one  other  prospect  that 
might  make  this  concept  more  feas¬ 
ible.  The  decision-making  process  and 
classification  control  could  possibly 
be  centralized  in  the  Centers  for 
Analysis  ol  Scientific  and  Technical 
Information.  These  Centers,  22  of 
i  hem  i  he  last  I  heard,  were  established 
by  ODDRScF.  under  the  Dol)  Instruc¬ 
tion  5 1 00.4  S,  July  2H,  1%-1.  They  arc: 
primarily  for  the  purpose  of  accumu¬ 
lating  for  selected  scientific  disciplines 
every  possible  bit  of  data,  analyzing 
the  state-of-the-art,  both  ojxm  and 
secret,  foreign  and  domestic,  and  pre¬ 
senting  reports  thereon  to  eligible  in¬ 
terested  parlies.  With  this  kind  of 
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concentrated  knowledge  in  specific 
scientific  disciplines,  it  would  seem 
that  those  centers  would  be  in  a  very 
good  position  to  make,  or  at  least  to 
monitor,  security  classification  deter¬ 
minations  in  those  disciplines.  Conse¬ 
quently,  it  is  possible  that  those  cen¬ 
ters  could  provide  for  those  scientific 
disciplines  the  services  I  mentioned. 

This  whole  thing  is,  of  course,  con¬ 
tingent  upon  a  showing  that  the  net 
values  to  be  achieved  from  the  cen¬ 
tralized  computer  operation  would  lie 
sufficient  to  warrant  the  cost  of  estab¬ 
lishing  and  operating  it.  I  don’t  know 
whether  it  is  but  it  seems  as  though 
it  might  be.  I  don’t  really  know 
enough  about  data  banks  and  re¬ 
trieval  systems  to  understand  just 
what  kind  of  a  computer  problem 
would  be  involved,  Feasibility  of  the 
tiling  would  have  to  be  established. 
Inherent  in  the  decision  to  go  ahead 
is  the  primary  clement  of  cost  in 
terms  of  equipment,  manpower,  and 
time.  Accumulation  of  all  the  data 
1  am  thinking  about  also  could  raise 
all  kinds  of  security  questions,  me¬ 
chanical  to  be  sure,  but  serious. 

LORRY  McCONNELL:  Thank 
you  Don.  Our  next  speaker  is  one  of 
the  very  few  1  have  been  able  to  dis¬ 
cover  in  the  technical  area  who  has 
devoted  attention  to  our  security 
techniques  in  the  computer  environ¬ 
ment.  lie  has  very  graciously  con¬ 
sented  to  lie  with  us  today  and  lor- 
tunatcly  was  able  to  make  it  horn 
Pennsylvania.  I  refer  to  Mr.  Harvey 
Bingham.  Mr.  Bingham  was  born  in 
Cleveland,  Ohio.  He  received  the 
B.M.E.  degree  from  Rensselaer  Pol\- 
teclmic  Institute  in  1%.'$  and  M.S.E.E. 
degree:  horn  Drexel  Institute  of  Tech¬ 


nology  in  1959.  He  is  a  Ph.  D.  candi¬ 
date  in  Systems  Engineering  at  the 
University  of  Pennsylvania.  From 
195.H  to  1955  Mr.  Bingham  worked 
on  a  prototype  integrated  air  defense 
system  while  in  the  U.  S.  Army  Sig¬ 
nal  Corps  Engineering  Laboratories. 
From  1955  to  1959  he  was  employed 
by  the  Martin  Company  where  he 
performed  test  planning,  field  testing 
direction  and  evaluation  of  the  Mis¬ 
sile  Master  system,  reconnaissance 
studies,  and  systems  analysis  of  the 
Titan  ground  support  equipment.  In 
1959  he  joined  the  Burroughs  Cor¬ 
poration  in  Pennsylvania.  He  is  pres¬ 
ently  a  Senior  Engineer  in  the  Ad¬ 
vanced  Development  Department.  His 
early  responsibilities  included  data 
processing  lor  airborne  antisubmarine 
warfare.  He  developed  and  program¬ 
med  performance  measures  for  mes¬ 
sage  switch  evaluation  and  analyzed 
methods  for  achieving  security 
through  modularity  and  common  user 
communications  networks.  He  was 
the  project  engineer  on  a  study  of 
combined  hardware  and  software  se¬ 
curity  techniques  for  LDP  of  multi¬ 
level  classified  inlormation.  His  re¬ 
cent  effort  lias  been  optimizing  task 
sc  heduling  and  resource  allocation  in 
general  patallel-processing  and  multi¬ 
processing  computer  systems.  He  is 
t  intently  principal  investigator  study¬ 
ing  implicit  computational  parallel¬ 
ism  with  object  for  a  formal  basis  for 
a  parallel  compiler  language.  Mr. 
Bingham  is  a  member  of  the  Assoc  ia¬ 
tion  lor  Computing  Machinery,  the 
Institute  of  Electrical  and  Electronic 
Engineers,  and  the  Scientific  Re¬ 
search  Society  ol  Amciica.  It  gives 
me  great  plcasine  to  introduce  Mr. 
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Harvey  Bingham,  presenting  a  paper 
by  himself  and  Mr.  P.  K.  Sorensen, 
“Security  Techniques  for  EDP  of 
Multilevel  Classified  Information.” 

HARVEY  W.  BINGHAM 

Safeguarding  multilevel  classified 
(need-to-know)  information  in  a  sin¬ 
gle,  highest-level  classified  electronic 
data  processing  (EDP)  system  may  be 
accomplished  by  a  combination  of 
hardware  and  software  techniques. 
Safeguarding  must  prevent  access  be¬ 
yond  authorization  in  spite  of  possi¬ 
ble  hardware  malfunctions,  and  at 
the  same  time  impose  minimal  oper¬ 
ational  impediments  to  authorized 
user  activity. 

Fail-safe  assurance  requires  that  no 
system  user  can  have  access  to  infor¬ 
mation  for  which  he  has  no  need-to- 
know,  nor  after  his  successful  identifi¬ 
cation  to  the  system  can  he  modify 
the  system  beyond  predefined  limits. 

User  interaction  with  the  EDP  sys¬ 
tem  is  assumed  through  terminal 
units  in  a  private  secure  work  sta¬ 
tion.  Identification  of  a  user  to  the 
processing  system  yields  an  EDP-read- 
able  proxy  (the  user  s  control  profile) 
to  the  set  of  security  and  need-to- 
know  control  code  names  grouped  by 
allowable  processing  activities.  This 
user’s  control  profile  is  pre-established 
by  the  system  supervisor  to  be  suffi¬ 
ciently  flexible  to  permit  the  user  to 
do  his  work.  A  user’s  control  profile 
defines  the  allowable  access  and  proc¬ 
essing  for  the  work  station  through 
which  the  corresponding  user  identi¬ 
fication  has  been  made. 

The  following  assumptions  have 
been  made  in  this  evaluation  of  EDP 
security  techniques: 
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1 .  The  electronic  data  processing 
system  has  a  multiprogramming 
and  multiprocessing  capability, 
and  includes  remote  on-line  con¬ 
soles. 

2.  The  system  operates  under  an 
executive  control  program  (ECP) 
which  assigns  hardware  to  user 
programs  and  performs  security- 
related  operations. 

3.  Each  system  user  has  a  uniquely 
defined  security  clearance  and 
need-to-know  classification  lim¬ 
iting  access  to  the  programs  and 
data  base  (user’s  control  profile). 

■1  A  personnel  identification  tech¬ 
nique  exists  which  relates  the 
current  user  of  each  equipment 
to  the  system  (a  physical  card  or 
user’s  key  for  activating  the  user 
work  station). 

5.  Security  techniques  should  have 
only  a  nominal  cost  increment 
for  new  system  design;  some 
techniques  should  be  applicable 
for  retrofit. 

In  regard  to  physical  configurations, 
most  present  EDP  configurations 
hatch  a  group  of  programs  for  proc¬ 
essing.  Programmer  and  operator  arc 
intermediary  between  user  and  hard¬ 
ware.  Job  turnaround  time  is  general¬ 
ly  measured  in  hours.  Thus,  each  job 
processed  at  user  request  tends  to  be 
large,  with  bias  toward  retrieval  of  too 
much  information  processed  in  too 
many  ways,  often  resulting  in  ex¬ 
traneous  hard  copy  output  horn 
which  the  user  selects  the  part  that 
is  pertinent.  The  security  protection 
principally  resides  in  physical  control 
and  single  common  personnel  senility 
clearance. 

An  evolutional  y  approach  to  re- 
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duce  the  turnaround  time  provides 
users  with  on-line  consoles  serviced  by 
time-sharing  (not  high-speed  mem¬ 
ory  space-sharing)  the  data  processing 
equipment,  plus  suitable  backup 
batch  processing  workload  when  no 
on-line  demand  exists.  In  general, 
any  access  to  tile  directories  is  pro¬ 
tected  by  control  codes  associated 
with  data  or  program  entities,  user’s 
control  profiles,  and  equipment  se¬ 
curity  profiles. 

Another  modular  processing  config¬ 
uration,  representative  of  systems  of 
apparent  future  development,  is  sug¬ 
gested  in  figure  1.  Special  purpose 
processing  equipment  is  minimized, 
data  interfaces  have  common  charac¬ 
teristics,  and  sufficient  quantities  of 
each  type  of  unit  are  provided  to  ful¬ 
fill  the  system  demands  (two  of  each 
are  shown). 

Physic  ally  secure  user  work  stations 
include  terminal  units  for  use  by  one 
user  at  a  time.  Muliplc  bulk  files  are 
accessed  by  controllers  through  I/O 
control  processors  into  sections  of  a 
high-speed  memory,  assignable  as 
needed.  Multiple  processors  operate 
under  a  common  executive  control 
program  (KCP)  which  allocates 
equipment  and  assigns  jobs.  By  such 
dynamic  KCP  control,  the  available 
processing  power  can  be  applied  to 
the  multiple  jobs  which  provide  the 
current  demand  lot  service. 

Many  hardware  features  common 
to  such  modular  systems  are  available 
for  assuring  jolt  separation,  ami  have 
direr;  applic  ability  to  .security  control 
as  weil.  Some  of  these  hardware  lea- 
t  tires  are: 

1.  Processors  have  both  control  and 
user  modes. 


2.  A  broad  set  of  interrupt  condi¬ 
tions  exist  from  both  internal 
and  external  sources. 

3.  Memory  bounds  registers  pro¬ 
vide  protection  of  the  ECP  and 
its  associated  service  programs 
and  control  tables  from  access  or 
alteration  by  user  programs,  and 
also  keep  user  programs  and  da¬ 
ta  separated  while  allowing  con¬ 
current  presence  of  information 
for  multiple  users  in  the  high¬ 
speed  memory. 

i.  Privileged  instructions  for  set¬ 
ting  special  registers  and  input/ 
output  control  are  executable 
only  by  1/CP  direction  in  control 
mode. 

5.  Flag  bits  appended  to  memory 
words  are  usable  for  identifica¬ 
tion  of  word  type  and  for  inter¬ 
rupt,  or  other  control  purposes, 
independently  of  the  data  con¬ 
tent  of  the  memory  words. 

6.  Input/output  units  require  feed 
back  confirmation  of  proper  con¬ 
nection,  both  with  internal  mem¬ 
ory  areas  and  terminal  units, 
prior  to  data  exchange  initia¬ 
tion. 

7.  Multiprocessing  and  multipro¬ 
gramming  with  interrupts  re¬ 
quire  program  relocatability;  i.e., 
it  must  be  possible  to  set  jobs 
aside  and  resume  them  at  arbi¬ 
trary  times  on  possibly  a  differ¬ 
ent  hardware  set. 

Additions  to  existing  processor,  in- 
put/output  control  processor,  bulk 
file  controller,  and  bulk  file  of  about 
10  percent  extra  hardware  can  pro¬ 
vide  significant  security  enhancement. 

A  processor  module  has  basic  arith¬ 
metic  and  control  capability  and  op- 
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erates  on  words  or  characters.  Parity 
generation  or  checking  is  provided  on 
all  memory  accesses.  The  processor 
has  two  modes  of  operation  with  the 
control  mode  entered  through  the 
maskable  interrupt  system.  It  includes 
flag  bits  for  word  content  control 
while  in  user  mode.  It  has  privileged 
instructions  usable  only  in  control 
mode,  and  it  includes  multiple  mem¬ 
ory  bounds  registers  piovrding  com¬ 
parison  for  ail  memory  addresses  to 
restrict  user  program  accgjjks  to  only 
those  memory  addresses  jf'oreviously 
verified  as  necessary  for  that  user 
program. 

Processors  ol  apparent  future  devel¬ 
opment  have  multiple  modes  of  op 
eration  differing  in  the  capability  of 
processing  instructions  available  and 
possibly  in  memory  access  restrictions. 
The  modes  may  be  separated  into  at 
least  two  groups,  control  and  user, 
differentiated  by  the  setting  <>f  a  re¬ 
dundant  set  of  flip-flops. 

In  the  control  mode,  the  lull  in¬ 
struction  set  is  available,  including 
both  unrestricted  and  privileged  in¬ 
structions.  Privileged  institution-,  in¬ 
dude  those  that  control  input,  and 
output,  and  imemipt  mask  register 
loading. 

In  the  user  mode,  only  the  unre¬ 
stricted  subset  of  the  available  instruc¬ 
tions  can  be  executed.  Any  require¬ 
ment  for  a  function  performed  by  a 
privileged  instruction  is  fulfilled  by  a 
call  on  the  KCP.  Should  a  privileged 
instruction  on.  at  in  a  user  program, 
it  is  treated  as  illegal  and  results  in  an 
interrupt  transferring  control  to  the 
KCP.  The  processor  responding  to  this 
interrupt  is  placed  in  the  control 
mode,  the  interrupt  is  interpreted  bv 
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the  KCP  and  results  in  execution  of 
the  necessary  control  action.  Proper 
completion  of  this  control  action  is  a 
prerequisite  to  executing  the  privileg¬ 
ed  instruction  desired  by  the  user  pro¬ 
gram. 

Programmed  entry  into  control 
mode  is  only  by  an  interrupt  specified 
in  an  associated  mask  register.  Any 
programmed  attempt  to  ^ircunivent 
the  interrupt  entry  is  prcwSUsd  in 
normal  operation  by  physical  lockout 
of  access  paths.  The  mask  register 
and  the  ECP  base  program  address 
register  are  similarly  physically  pro¬ 
tected.  These  precautions  provide  as¬ 
surance  that  the  control  of  interrupts 
is  initiated  as  expected  by  the  ECP. 
Programmed  exit  from  control  mode 
back  to  user  mode  is  at r omplished  by 
executing  a  return  to  usei  inode  priv¬ 
ileged  instruction. 

Flag  bits  in  memory  words  are 
used  for  control  purposes  rather  than 
for  actual  user  procc-sing.  As  such, 
they  arc.  not  alterable  by  the  user,  but 
ate  inserted  by  either  special  physwaJ- 
Jy  unlocked  switches,  or  by  the  ECP, 
or  may  bo  created  by  hardware  alone. 
The  most  significant  possible  appli- 
rations  of  flag  bits  for  secuiity  ju  titer - 
tion  arc: 

Parity — Cencratcd  by  all  units 
preparing  information  for  transmis¬ 
sion  and  checked  by  all  receiving 
units;  provides  error  detec  tion. 

Execute-only  —  Used  to  identify 
and  protect  bom  alteration  the 
ECP  and  service  programs. 

Memory  bounds  load  -  Indicates 
a  memory  word  from  which  a  user’s 
program  can  obtain  settings  of 
memory  bounds  legist  its  about  an 
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area  previously  allocated  by  the 
ECP  to  it. 

Security  label — Used  ts  a  class  i- 
f  icd-u  i  i  cl  ass  i  f  ied  i  nd  i  tutor. 

Privileged  instructions  are  the  ones 
that  a  clever  systems  programmer 
needs  to  defeat  system  control  resid¬ 
ing  in  the  ECP.  The  requirement  of 
a  control  mode  signal  as  input  m  well 
as  recognition  of  unique  operation 
codes  to  permit  executing  privileged 
instructions  provides  redundant  as¬ 
surance  that  these  will  be  unavailable 
to  user  programs  (including  unveri¬ 
fied  systems  programs).  Privileged  in¬ 
structions  include:  In  put /output  com¬ 
mand  descriptor  establishment  used 
by  the  input  /output  control  processor 
to  control  information  transfer,  flag 
bit  setting  on  memory  bounds  load¬ 
ing  information,  interrupt  mask  reg¬ 
ister  control,  interrupt  response  base 
address  loading,  mode  control  regis¬ 
ter  resetting  U>  return  to  user  mode. 

The  combination  of  memory 
bounds  registers  with  a  fail-safe  con¬ 
trol  program  is  the  recommended 
means  of  providing  memory  access 
control.  In  the  assumed  multipro¬ 
gramming-multiprocessing  environ¬ 
ment,  floating  programs  arc  necessary 
to  permit  dynamic  memory  alloca¬ 
tion  for  space-sharing  of  memory 
among  multiple  concurrent  users.  All 
memory  accesses  required  by  a  user 
program  should  be  verified  as  within 
memory  bounds. 

Ihe  first  type  of  memory  bounds 
register  bounds  the  user’s  program 
reference  table.  Within  these  bounds 
a  user’s  program  may  reference  by  in¬ 
direct  address  the  arbitrarily  allocated 
objects  required  by  the  program. 
Such  a  reference  allows  access  by  the 


user's  program  to  the  base  address  of 
the  named  object  area  and  thus,  in¬ 
ternal  entry  access  by  indexing  rela¬ 
tive  to  that  bast  within  the  bounds 
associated  with  thaL  area. 

The  second  type  of  memory  bounds 
legistcr  indicates  the  access  permissi¬ 
ble  in  a  particular  memory  area.  The 
types  considered  are;  execute  only — 
for  program  strings,  read  only  —  for 
data  tables  that  are  to  be  referenced 
but  not  altered,  and  lead  and  write — 
for  working  data  storage.  Two  bounds 
register  pairs  of  the  second  type  arc 
required,  one  for  the  program  string 
in  process,  and  one  assignable  to  ei¬ 
ther  of  the  data  access  types.  Deter¬ 
mination  of  which  is  to  be  loaded  is 
a  function  of  the  hardware  and  the 
program  reference  table  (PRT)  entry 
resulting  from  the  instruction  mak¬ 
ing  the  indirect  address  call.  Rather 
than  provide  a  separate  set  of  memory 
bounds  for  the  ECP,  the  ECP  pro¬ 
gram  words  ase  identified  by  normal¬ 
ly  unalterable  execute-only  flag  bits. 

No  special  security  features  are  rec¬ 
ommended  for  inclusion  in  high¬ 
speed  memory  modules.  Parity  check¬ 
ing  is  presumed  as  part  of  normal  de¬ 
sign  on  received  addresses  and  data 
for  writing  into  memory,  as  is  parity 
regeneration  and  checking  on  mem¬ 
ory  reading. 

An  inpui/uutpui  control  processor 
(lOCP)  provides  the  data  flow  and 
control  interface  between  live  high¬ 
speed  memory  modules  and  the  pe¬ 
ripheral  units  (either  terminal  device-, 
in  a  work  station  or  bulk  file  control¬ 
lers).  The  main  function  of  this  in¬ 
terface  is  to  ensure  the  integrity  of 
the  data  and  the  routing;  between  its 
proper  source  and  destination.  An 


118 


NCMSJ  ...  IhiV. 


IOCP  is  a  limited  capability,  special 
purpose  processor.  Its  program  con¬ 
trol  instructions  are  descriptors  pre¬ 
pared  by  any  processor  in  control 
mode  and  received  via  any  memory 
module.  IOCP  control  functions  in¬ 
clude  receiving,  repeatir  g,  or  gen¬ 
erating  control  signals  be  ween  or  for 
the  peripheral  units  or  one  of  the 
processors  (executing  the  ECP).  The 
normal  functions  include  fully  buf¬ 
fered  independent  access  with  mem¬ 
ory  modules,  peripheral  units  selec¬ 
tion,  connection  verification,  inter¬ 
rupt  generation  or  relapi.g  for  proces¬ 
sor  notification  or  servicing,  and  dr< or 
transfer  buffering  including  both  rate 
and  format  matching  for  a  variety  of 
types  of  periphera1  units. 

Memory  bounds  arc  retjuim!  as 
part  of  each  descriptor  to  en  ure  all 
addressing  is  proper.  Security  compar¬ 
ison  is  made  of  the  control  code  in  a 
descriptor  in  the  I/O  memory  with 
the  control  code  of  a  physical  record 
read  from  a  bulk  file.  Comparison  i * 
also  made  of  a  user’s  key  pattern  with 
its  terminal  unit. 

The  unit  maximum  security  level 
allowed  by  physical  security  consid¬ 
erations  for  any  exchange  from  ter¬ 
minal  unit  is  checked  against  the  -se¬ 
curity  part  of  control  codes  to  vssu.c 
no  release  of  more  highly  classified 
information  than  permitted.  The 
maximum  unit  security  level  indica¬ 
tion  is  wired-in  and  not  changeable 
under  program  control.  In  this  form 
the  IOCP  provides  a  redundant  hard- 
ware  security  limit  check  which  is  in¬ 
dependent  of  any  performed  by  proc¬ 
essor  hardware  or  software.  In  a  sys¬ 
tem  which  is  computation-bound  ra¬ 
ther  than  inpiil/output  hound,  the 


memory  blanking  and  checking  re¬ 
sponsibility  required  before  memory 
reallocation  can  be  included  in  the 
IOCP  to  relieve  the  computation  bur¬ 
den. 

The  work  station  for  a  user  con¬ 
tains  a  gtoup  of  one  car  more  input/ 
output  terminal  devices  plus  a  user’s 
key  pattern  generator  in  a  physically 
secure  enclosure.  Only  one  user  at  a 
time  is  allowed  in  a  work  station  so 
that  the  security  controls  necessary  to 
restrict  access  to  that  user  (his  user 
control  piofilc)  can  be  taken  as  re¬ 
stricting  infoi  mafiosi  exchange  with 
terminal,  devices  in  the  work  station. 
The  use: ’s  kev  pattern  initiates  user 
icU ntific.ation-autlieiiiicaiion,  and  ver¬ 
ifies  user  presence  before  allowing 
classified  input  ot  output.  Insertion 
or  withdrawal  of  t!v  user’s  key  ini¬ 
tiates  an  interrupt  tluf*  changes  n>e 
work  station  status. 

The  bulk  file  controller  serves  a*: 
an  address  an  .  building  device  lor 
itansfer  of  a  physical  record  br.Lvecn 
the  bsdk  file  and  the  connected 
ft  receives  control,  commands 
th.-u  include  file  addresses  relayed 
Srum  cis'seripc-'s  in  ibe  KHli1.  I  ha 
bulk.  !iht  comrollrr  «q  pence,  .> 
cuience  indicator  at  t.'it.  tod  o?  each 
physical  'record  written  m-n  'tie  file. 
When  later  read  this  sequent  indi¬ 
cator  verities  that  the  physical  record 
is  the  one-  addressed,  that  it  is  read  in 
its  entirety,  and  that,  no  ahciation 
has  occurred. 

is  act.  storage:  section  of  a  bulk  file 
may  be  protected  from  alteration  by 
physically  disabling  the  write  circuits, 
A  security  feature  that  could  be  add¬ 
ed  to  the  hulk  file  is  a  locked  com¬ 
partment  within  which  arc  write-dis- 


abling  •.witches  and  the  means  for 
setting  the  execute-only  flag  bit  for 
each  word  of  those  physical  records 
that  contain  the  executive  control 
program.  This  would  be  the  only  way 
to  set  the  bit  and  thus  identify  the 
programs  as  able  to  he  run  in  cori'roi 
mode. 

In  regard  to  software  security  tech¬ 
niques,  the  executive  control  program 
(KCP)  provides  the  structure  within 
which  security  routines  and  tech¬ 
niques  are  applied.  Addition  of  secur¬ 
ity  protection  software  to  the  KG I* 
represents  about  a  10  per  cent  in¬ 
crease  over  that  normally  required  ior 
a  m  tilt  i  proccssing-imdl  i  programming 
KCP. 

'I 'he  KCP  implements  and  controls 
the  multiprocessing  and  multipro¬ 
gramming  capabilities  of  the  system 
and  provides  security  safcguanling  as 
well.  'I  lie  KCP  provides  the  user  with 
the  action  needed  at  each  point  in  his 
job  processing.  A  series  ol  tables  and 
directories  is  required  to  keep  track 
of  user  jobs  and  the  updating  system 
itself.  These  tables  and  directories  re¬ 
side  iii  protected  memory  and  arc 
only  available  to  the  KCP.  Most  in: 
p<»  l.ant  in  this  discussion  is  die  pro¬ 
gram  reference  tabic  (PRT)  which 
contains  [he  name  for  each  object  ref¬ 
erenced  by  a  program,  and  memory 
area  assigned  by  the  KCP,  not  (be  pro¬ 
grammer,  including  memory  bounds. 

In  addition  to  the  tables  required 
for  the  KCP,  three  tables  are  provided 
explicitly  for  seuti't  control  the 
control  code  name  /able,  the  system 
user  table,  and  a  set  of  user  control 
profiles,  one  per  user.  The  control 
code  name  table  provides  information 
lor  transformation  between  control 


code  and  full  English  control  code 
name.  'Kite  system  user  table  provides 
the  file  name  or  high-speed  memory 
address  of  each  user's  control  profile. 
A  unique  user’s  control  profile  exists 
for  each  user  of  the  system.  It  pro¬ 
vides  the  information  necessary  to 
identify  and  authenticate  the  uset 
and  to  associate  to  that  user  the 
security  classifications  and  necd-to- 
know  authorization  deemed  necessary 
by  his  supervisor  for  effective  per¬ 
formance  of  assignments. 

The  user’s  coutiol  profile  is  in  a 
read -restricted  and  write  protected 
area  ol  memory.  Reading  is  restricted 
to  an  ECP-<  ailed  3/0  service  pro¬ 
gram,  Alteration  of  any  user  s  control 
profile  is  done  only  by  an  ECP-r.alled 
service  program  that  lots  its  access  pro 
tected  by  a  control  code  unique  to  the 
system  supervisor.  This  program  is 
usable  onlv  by  that  user’s  supervisor, 
who  must  also  gain  system  access 
through  tin  ideal ilicaiion-amhentica- 
tion  procedure,  and  who  lias  write 
access  to  a  control  code  reserved  for 
his  use  only.  It  this  degree  of  access 
control  is  inadequate,  it  can  be  cou¬ 
pled  with  a  properly  identified  sec¬ 
ond  person  (possibly  the  user  him¬ 
self)  who  must  concur  in  the  super¬ 
visor  action. 

For  control  ol  user  production  jobs, 
all  requests  for  programs  and  data 
must  be  processed  by  the  KCP.  At  job 
production  scheduling  for  a  user  (not 
program  preparation),  the  user's  job 
is  assigned  and  the  skeleton  program 
relerenc.e  table  (PRT)  for  the  re¬ 
quested  job  is  assigned  a  PRT  area. 
This  skeleton  is  complete  except  for 
actual  locations  and  the  presence  in¬ 
dication  for  each  entry.  The  KCP  ver- 
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ifies  the  right  o£  the  user  to  have  ac¬ 
cess  to  the  desired  information  pro¬ 
gram  segments  and  data  blocks  named 
in  the  PRT  by  checking  the  control 
code  of  the  named  information  in  the 
system  director)'  against  that  user’s 
control  profile.  If  the  request  is  ap¬ 
proved,  the  KCP  first  allocates  mem¬ 
ory  space,  enters  the  assigned  base  lo¬ 
cation  (and  computed  upper  limit) 
for  each  named  PRT  entry,  obtains 
the  required  progiams  and  data  from 
the  bulk  or  other  storage,  and  places 
these  information  entities  within  the 
high-speed  memory.  The  EC  l*  then 
checks  the  header  contents  of  each  re¬ 
trieved  data  block  for  control  code 
against  the  expected  cotiiiol  code  (and 
possibly  data  block  name  or  block 
number).  If  this  cluck  is  satisfactory 
the  corresponding  PUT  entry  is  mark¬ 
ed  as  present  in  high-speed  memory. 
Some  or  all  of  the  memory  bounds 
registers  may  also  be  set  by  the  EG1* 
at  this  time.  The  computer,  after  ver¬ 
ifying  that  everything  has  been  set  up 
correctly,  initiates  the  user  piogram. 

For  a  user  to  manipulate  the  EDI* 
system  by  bis  programming  action,  no 
must:  know  its  operation,  organiza¬ 
tion  and  security  protection  tech¬ 
niques,  gain  access  to  the  operating 
system  while  in  process  of  controlling 
this  system,  and  retogni/e  and  success¬ 
fully  avoid  execution  of  all  subrou¬ 
tines  which  can  detect,  log,  or  abort 
bis  manipulation. 

Protection  can  be  provided  to  pro¬ 
hibit  a  user’s  manipulation  of  the  sys¬ 
tem  by  dividing  the  operation,  organ¬ 
ization,  and  security  protection  tech¬ 
niques  into  parts,  by  preventing  ac¬ 
cess  to  the  operating  .system  through 
making  metm  ry  hound  registers  fail- 
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safe  (the  program  does  not  depend 
upon  the  bounds  registers  for  limiting 
addresses),  and  by  random  insertion 
of  program  challenges  in  a  program 
string  to  force  knowledge  either  of  the 
proper  responses  (as  would  be  avail¬ 
able  to  an  authorized  user  of  lire  pro¬ 
gram)  or  interpretation  and  avoid¬ 
ance  of  such  segments  of  a  program 
string. 

Logging  provides  some  measure  of 
after -ilic-lart  security  control.  What 
logging  is  required  is  an  administra¬ 
tive  decision.  Assuming  that  a  system 
log  is  required,  it  should  keep  a  run¬ 
ning  log  on  each  user's  requests  and 
the  responses  to  these  requests  from 
the  data  base.  Log  information  can 
be  separated  into  multiple  records 
with  different  control  codes  available 
only  to  different  supervisors.  Phis  dif¬ 
fuses  the  log  analysis  responsibility 
among  multiple:  supervisors,  sea  that 
cross  checking  can  be  achieved. 

The  security  protection  ptovided 
by  ECP  must  be  fail-safe,  that  is,  in¬ 
formation  processing  should  be  inter¬ 
rupted  at  any  detected  hardware  mal¬ 
function  or  at  any  programmed  at¬ 
tempt  to  transgress  pc:t  missiblc  secur¬ 
ity  bounds  (or  alter  them  in.  any  un¬ 
authorized  manner).  Thus,  at  each, 
major  step  in  the  information  process¬ 
ing,  positive  ac  tion  must  be  taken  to 
permit  initiation  of  the  succeeding 
step.  Each  positive  action  is  a  .specific 
check  that  must  yield  the  correspond¬ 
ing  specific  response;  otherwise,  the 
process  is  intew upied,  and  the  failure 
(presumed)  or  forbidden  action  re¬ 
quest  is  investigated. 

A  single  thread  example  of  set  urity 
safeguarding  dining  system  .startup 
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and  use  illustrates  the  application  of 
the  previously  described  techniques. 
Figure  2  is  a  summary  flow  chart  o£ 
user's  job  control  by  the  ECP  indicat¬ 
ing  the  supervisor’s  role  in  system 


startup,  the  user’s  identification  and 
authentication,  and  the  ECP  control 
of  input  and  output,  memory  alloca¬ 
tion  and  privileged  instruction  execu¬ 
tion. 


Figure  2.  Uaer  Job  Flow  Control  by  ECP 
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The  EC?  accepts  supervisory  inter¬ 
rupt  from  a  peripheral  device  to  en¬ 
able  setting  up  the  user’s  control  pro¬ 
file  tables  for  other  currently  allow¬ 
able  users.  The  originally-loaded  ECP 
contains  a  routine  which  can  only 
identify  supervisors.  The  EC?  inter¬ 
rupt  response  initiates  the  authentica¬ 
tion  sequence  corresponding  to  that 
supervisor's  key  pattern.  Satisfactory 
completion  of  this  authentication 
opens  the  supervisor’s  user  ct  itrol 
profile.  That  supervisor  activates  en¬ 
tries  in  the  system  user  table  of  iden¬ 
tification  authorizations  for  the  users 
he  supervises  (as  allowed  by  his  con¬ 
trol  profile)  and  v/ho  currently  re¬ 
quire  system  access.  At  completion  the 
supervisor  receives  an  output  confirm¬ 
ing  the  users  whom  he  has  currently 
authorized  and  a  log  record  is  made 
of  this  action.  When  satisfied,  the  su¬ 
pervisor  releases  the  ECP  and  effec¬ 
tively  opens  the  system  to  the  other 
users  now  authorized. 

Control  of  a  user  by  the  EC?  starts 
when  a  user  inserts  his  key  in  a  key 
pattern  generator  at  a  work  station. 
The  resulting  interrupt  is  used  to  re¬ 
late  the  user  to  the  work  station  and 
its  intituled  terminal  units  and  to 
identify  the  user’s  control  piofile. 
When  the  profile  is  available  in  high¬ 
speed  memory,  authentication  re¬ 
sponses  from  the  user  are  matched 
against  the  expected  responses  in  the 
user’s  control  pofile.  Successful 
matching  activates  the  user’s  control 
profile,  and  an  “open”  indication  is 
made  in  tile  system  user  table.  An 
opened  user’s  control  profile  provides 
the  control  codes  authorized  for  proc¬ 
essing  information  for  the  user  at  that 
work  station. 
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The  identified  and  authenticated 
user  initiates  a  processing  request 
from  his  work  nation  by  a  suitable  in¬ 
terrupt.  The  IOC?  forwards  this  in¬ 
terrupt,  now  identified  as  to  unit  and 
user  key  patten.-,  to  the  processor  mo¬ 
dule  responsible  for  this  interrupt. 
The  processor  enters  control  mode 
and  tlu  ECP  sets  up  and  bounds  suf¬ 
ficient  memory  areas  for  buffering  in¬ 
put  messages  from  the  user  terminal 
unit  and  pvepares  necessary  descript¬ 
ors  to  allow  the  IOC?  to  control  the 
further  processing  input.  Upon  com¬ 
pletion  of  sufficient  input  to  specify 
the  desired  user  processing,  if  the  con¬ 
trol  codes  of  data  or  program  entities 
arc  included  in  that  user’s  control 
profile,  the  processing  is  initialed. 

References  to  program  data,  and 
working  storage  blocks  are  handled 
indirectly  through  that  user’s  PRT. 
Thus  the  pre-established  memory 
hounds  (including  allowed  use)  con¬ 
tained  in  the  PRT  entries  are  avail¬ 
able  for  reloading  memory  hounds 
registers  prior  to  any  user  program 
addressing  into  a  block.  Flag-bit  pro¬ 
tection  of  such  a  PRT  entry  assures 
that  the  content  can  only  be  used  for 
hounds  reestablishment. 

Instruction  a  d  d  toss  comparison 
against  memory  hounds  registers  con¬ 
fines  instruction  execution  to  tin 
use)  ’s  allocated  execute-only  areas. 
Data  or  working  storage  areas  may  he 
read-only  or  both  read-and  writc  ac¬ 
cess  protected  by  hounds  registers  for 
the  user,  as  determined  by  use  indica¬ 
tors  in  the  memory  hounds  register. 

All  I/O  requests  ate  directed  to  the 
appropriate  I/O  service  program  exe¬ 
cutable  in  control  mode  only.  In  this 
discussion,  I/O  is  considered  as  view- 
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ed  from  the  ECP  and  high-speed 
memory.  An  area  of  this  memory  re¬ 
reiving  an  input,  record  remains  un¬ 
available  to  the  user  until  its  control 
code  is  checked  against  the  user’s  con¬ 
trol  profile.  Once  this  area  is  released 
to  a  user  program,  processing  of  its 
content  should  be  unrestricted  until 
an.  output  attempt  is  made.  Control 
code  alteration  (through  its  control 
code  name)  is  necessary  in  the  legiti¬ 
mate  execution  of  the  user’s  function 
(i.c.,  reclassification).  To  prohibit  this 
alteration  restricts  the  user  unneces¬ 
sarily.  A  reasonable  limitation  is  that 
a  user  may  alter  the  control  code,  re¬ 
stricted  only  by  the  presence  of  re¬ 
classification  permission  on  the  new 
control  code  in  his  user  control  pro¬ 
file. 

At  the  time  for  output,  the  user’s 
(output)  control  profile  will  deter¬ 
mine  the  acceptability  of  the  output 
request.  This  includes  ensuring  that 
the  control  code  placed  on  the  out¬ 
put  record  is  within  the  user’s  output 
control  code  list. 

Depending  upon  the  level  at  which 
retrieval  information  is  entered,  re¬ 
quests  on  the  data  base  for  program 
or  data  records  may  have  several 
types  of  checks  imposed.  At  the  first 
level,  file  index  key  words,  a  user  may 
be  restricted  to  certain  key  words  or 
classes  of  key  words,  defined  by  con¬ 
trol  codes  in  tin:  user’s  control  profile. 
The  second  level,  retrieval  identifier 
(or  file  address)  of  each  information 
record  described  by  the  key  word,  re¬ 
quires  the  identifier  to  include  the 
control  code  of  the  desired  informa¬ 
tion  so  a  check  can  be  made  with  the 
user's  control  profile  to  sec  if  the  re¬ 
trieval  is  allowable. 


1’hese  two  types  of  checks  ace  made 
on  items  that  are  separate  from  the 
actual  data  being  protected.  If  cither 
of  these  cheeks  fails,  accessing  the  in¬ 
humation  is  not  permitted.  The  re¬ 
trieval  system,  once  it  has  the  address 
of  an  object  file,  accesses  the  data 
base  (bulk  file)  through  4 he  IOCP 
and  bulk  file  controller  for  the  re¬ 
quired  information  record. 

At  I/O-completc  interrupt,  some 
information  in  response  to  the  request 
is  in  high-speed  memory.  A  memory 
bounds  check  on  the  transfer  address¬ 
es  assures  that,  it  is  in  its  assigned  in¬ 
put  area.  Prior  to  release  of  this  in¬ 
formation  to  the  user’s  program,  the 
access  is  logged  and  a  check  is  made 
that  the  control  code  contained  in  the 
header  of  tire  information  itself  is  in 
the  user’s  control  profile.  Another 
check  is  made  to  ensure  that  the  in¬ 
formation  control  code  matches  the 
control  code  associated  with  the  ad¬ 
dress  contained  in  the  information  re¬ 
trieval  system.  Any  hardware  mal¬ 
function  altering  part  of  these  would 
he  delected,  and  any  undesired  infor¬ 
mation  release  would  be  prevented. 

Output  to  the  data  base  in  the  bulk 
file  first  compares  the  control  code 
of  the  data  with  the  user's  control  pro¬ 
file  to  sec  if  the  requester  is  permitted 
to  make  such  an  output,  request.  If 
this  check  is  successfully  completed, 
the  data  is  released  to  the  information 
storage  program. 

An  input  tequest  by  a  program  on 
a  terminal  unit  (for  example,  read 
card  or  read  console  buffer)  will  have 
several  levels  of  check  imposed  before 
i  he  requested  data  is  released  to  a  user 
program.  A  file  header  will  precede 
each  file.  This  header  will  have  cilhei 
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the  control  code  name  or  the  control 
code  of  the  file  which  must  corres¬ 
pond  with  one  in  the  read  part  of  the 
user’s  control  profile  or  the  request 
will  not  be  serviced,  and  appropriate 
administrative  action  will  be  initiated. 
Completion  of  this  cheek  opens  this 
file  to  this  user. 

Only  after  the  lile  is  open  will 
records  in  this  file  body  be  accessed 
by  the  ECP.  Each  record  has  a  con¬ 
trol  code  name  in  its  body  or  a  con¬ 
trol  code  in  its  header.  The  record 
control  code  must  be  in  the  user’s 
control  profile  of  the  requester  or  (he 
data  will  not  be  released. 

Output  to  peripheral  device  in¬ 
cludes  two  checks:  the  user’s  control 
profile  contains  the  control  code  of 
the  data  to  ascertain  that  the  request 
is  pcrrnissahle,  and  the  security  level 
for  the  peripheral  equipment  includes 
the  security  part  of  the  control  code 
of  the  data  to  ascertain  the  equipment 
qualifications  for  handling  the  data. 
The  output  program  passes  the  de¬ 
scriptor  of  the  output  request  to  the 
lOCI’  for  executing  the  output. 

Requests  requiring  prolonged  pioc- 
essing  can  he  left  in  process;  however, 
any  output  to  a  work  station  is  with 
held  until  the  intended  user  is  ac¬ 
tually  at  an  output  station  and  has 
properly  identified  himself.  11  the 
output  is  too  bulky  for  conveniently 
storing  in  memory,  the  appropriate 
I/O  service  routine  will  create  a  file 
on  disk  or  magnetic:  ta]>e  with  the 
same  security  protection  by  control 
code  as  any  other  file  in  the  system. 

When  the  ECP  determines  that  a 
user’s  assigned  areas  must  be  over¬ 
laid  for  another  user,  or  when  a  user 
piogram  terminates  (is  finished  with 


an  assigned  area),  the  memur) -met - 
write-check  security  routine  of  the 
ECP  will  blank  out  the  area  and  all 
registers,  table  locations,  etc.,  assoc  i- 
ated  with  it.  A  positive  check  on  the 
blank-out  procedure  will  be  success¬ 
fully  completed  before,  the  areas  arc: 
reassigned. 

Placing  security  protection  trust  in 
the  ECP  requires  that  it  be  made  in¬ 
vulnerable  to  surreptitious  alteration. 
Thus,  safeguards  are  required  cm  pe  n¬ 
etration  of  the  ECP. 

The  system  programme!  ma\  pie- 
pave  and  debug  a  program  that  will 
eventually  be  used  as  part  of  the  ECP 
or  as  a  se  t  vice  program.  This  program 
is  executed  in  user  mode  and  has  a 
control  code  name  indicating  its 
eventual  purpose.  Such  a  program 
will  no  doubt  include  privileged  in¬ 
struction.':.  A tt enqued  execution  of  a 
privileged  instruction  will  interrupt, 
the  program.  The  ECP  will  interpret 
the  interrupt,  identify  in  that  user’s 
control  profile  that  lie  is  permitted 
to  prepare  a  program  having  potential 
ECP  use,  anti  provide  interpretative 
execution  of  that  privileged  instruc¬ 
tion  using  only  unclassified  informa¬ 
tion  in  response.  In  order  to  use  this 
unclassified  information,  ii  may  be 
necessary  to  substitute  names  01  ad¬ 
dressers  for  those  used  in  the  ac  tual 
attempt.  The  system  programmer,  to 
minimize  his  uncertainty  in  the  re¬ 
sult  of  interpretation,  should  supply 
suitable  unclassified  material  himself. 
It  the  program  performance  depends 
upon  control  code  recognition  other 
than  unclassified,  one  ran  be  selected 
from  a  simulated  classified  control 
code  set.  One  unclassified  record  lot 
each  such  .simulated  rout rol  code  can 


l>c  included  in  the  data  base.  These 
simulated  control  codes  can  be  chosen 
to  have  all  distinctive  security  levels, 
and  can  be  included  in  each  system 
programmer’s  user  control  profile. 

Upon  the  system  programmer’s  sat¬ 
isfaction  that  his  new  program  is 
ready  for  addition  as  a  part  of  the 
ECP  or  as  a  new  service  program,  ad¬ 
ministrative  permission  must  be  ob¬ 
tained  from  a  system  supervisor  for 
inserting  this  program.  In  order  to 
actually  include  this  program,  the 
supervisor  opens  a  physical  lock  in 
the  bulk  file  hardware.  Within  this 
unlocked  compartment  is  the  switch 
to  release  tire  write  lock  on  the  area 
ol  the  bulk  file  in  which  these  control 
programs  are  kept.  Also  in  this  area 
is  the  switch  to  set  (at  program  write 
time)  the  control  flag  bit  on  each 
word  denoting  control  program. 

Thus  the  supervisor  decides  and 
tatters  arty  new  control  program  only 
after  having  been  satisfied  by  the 
preparing  system  programmer  that  ii 
does  function  as  intended.  To  execute 
the  new  program,  the  write  lock  must 
be  restored,  the  compartment  locked, 
and  the  program  read  into  high-speed 
memory  with  flag  bit  now  properly 
set  for  execution  as  a  control  program. 

The  ECP  and  its  service  programs 
are  operated  by  using  a  set  of  tables 
and  directorates  which  contain  perti¬ 
nent  configuration  and  work  demand 
information  for  the  user  programs  to 
be  run.  In  addition,  a  PRT  is  created 
for  each  user.  The  required  tables  are 
established  by  the  ECP,  executable  in 
control  mode  only.  The  integrity  of 
i  he  tables  is  preserved  by  only  the 
one  PRT  for  the  current  user  being 
within  the  PRT  memory  bounds 


when  outside  of  control  mode.  All 
other  tables  ;.nd  the  ECP  and  service 
programs  as  well  as  all  memory  areas 
assigned  to  others  users’  programs  are 
restricted  from  the  current  use,  by 
memory  bounds  registers.  All  manor) 
areas  in  these  tables  piivately  allo¬ 
cated  to  a  user  lor  data  or  program.-, 
are  verified  to  be  unique  to  the  user. 
Thus,  the  ECP  cannot  be  violated 
through  indirect  addressing  via  these 
tables. 

In  summary,  the  recommended 
techniques  provide  assured  security 
control  by  restiicting  user  access  to 
those  data  or  programs  for  which  he 
lias  security  clearance  and  need-io- 
know.  This  restriction  is  achieved  by 
memory  '  use'’  control  established  by 
an  inaccessible  executive  control  pro¬ 
gram  which,  ill  turn,  provides  checks 
of  each  memory  access  against  hard¬ 
ware  mesnoiy  bounds  when  user  pro¬ 
grams  aie  executed.  The  ECP  is  pro¬ 
tected  against  tampering  by  physical 
locks.  Only  the  ECP  assigns  hardware, 
allocates  memory  including  mcmoiy 
bounds  to  confine  u  ,er  programs,  and 
establishes  all  inputs  or  outputs.  Eat  h 
information  entity  (program  or  data) 
has  a  control  code  which  is  checked 
against  the  requesting  user’s  coutiol 
profile  prior  to  release  to  the  user's 
program.  This  check  is  performed 
by  both  the  ECP  and  the  input/om 
put  control  processor.  The  IOCP  es¬ 
tablishes  and  confirms  connections  to 
peripheral  units,  addresses  memory 
within  memory  bounds,  and  performs 
security  checks  against  header  content 
of  records  transferred,  bulk  file  con¬ 
trol  assures  integrity  of  accessed  rec¬ 
ords,  and  permits  write  lockout  and 
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I  lag  hit  setting  to  protect  the  control 
program. 

For  modular  multiprogramming 
multiprocessing  systems  of  apparent 
future  development,  the  hardware 
techniques  suggested  for  security  pro 
lection  represent  about  a  10  per  cent 
increase  in  LDP  hardware  over  that 
necessary  for  the  basic  processing  task 
performed  in  a  multiprogramming, 
multiprocessing  system  with  on-line 
users.  A  corresponding  small  increase 
in  memory  is  required  for  security 
routines  and  tables.  The  individual 
execution  times  for  security  routines 
are  small  compared  to  the  ECP  rou¬ 
tines  within  which  they  are  imbedded. 
Most  of  the  techniques  arc  suitable 
for  retrofit  to  present  s\ stems. 

McCON’NLLL:  Thank  you  very 
much,  Harvey  Bingham.  1  recall  a 
statement  of  one  of  our  scientists  that 
those  of  us  in  the  classified  field  and 
•  hose  ol  us  in  the  technical  field  can 
and  ought  to  attempt  to  create  a 
dialogue  with  one  another.  1  lor  one 
am  going  to  go  back  and  read  that 
again.  I  here  is  a  wealth  of  informa¬ 
tion  there. 

Out  linal  speaker  today,  Mr. 
Charles  Buckley,  is  another  one  ol 
those  rare  individuals,  at  least  ol  iny 
experience,  who  has  considerable 
store  of  technical  knowledge  to  con¬ 
vey  to  us.  As  an  associate  of  the  Bell 
System,  Mr.  Buckley  lias  main  ex¬ 
amples  of  application  for  mass  data 
handling  whic  h  1  am  sure  can  inspire 
us  to  find  comparisons  and  perhaps 
applications  ill  the  security  classifica¬ 
tion  field.  Mr.  Buckley  is  a  native  of 
Detroit,  Michigan.  He  is  a  graduate 
of  the  University  of  Detroit  where  he 
majored  in  economics.  He  has  worked 


in  the  Bell  System  h  r  23  years.  The 
past  fifteen  years  he  has  been  act’vely 
engaged  in  data  processing  activities. 
Mr.  Buckley  was  a  staff  supervisor  in 
the  Systems  Research  and  Develop¬ 
ment  Department  at  the  Michigan 
Bell  Telephone,  where  he  worked  on 
early  LDP  applications  rising  the  Uni- 
vac  File  Computer,  the  IBM  707-1  and 
tlic  IBM  1101.  From  1901  to  1903  he 
worked  for  A' I  &T  on  a  pilot  project 
using  a  large  scale  computer  ior  the 
mechanization  of  revenue  accounting 
work.  Since  1903  he  worked  for 
the  Chesapeake  and  Potomac  Tele¬ 
phone  Company  in  Washington,  D.  C. 
Currently  he  heads  the  Chesapeake 
and  Potomac  Telephone  Company's 
Data  Processing  Methods  Division.  It 
is  indeed  my  pleasure  to  present  to 
you  now  Mr.  Charles  Buckley,  speak¬ 
ing  on  mass  data  handling  in  the  Bell 
System. 

C.  P.  BUCKLEY 

The  mass  handling  of  data  is  not 
new  in  the  Bell  System.  We  have  been 
successfully  coping  with  this  problem 
for  many  years.  However,  we  arc  near 
the  saturation  point  today. 

The  Bell  System  had  nearly 
76,000,000  telephones  in  service  at  the 
end  of  1965.  Our  customers  generated 
266,000.000  local  tails  every  day.  In 
addition,  they  used  out  long  distance 
set  vice  over  13,000,000  times  every 
day  last  year.  These  same  customers 
requested  changes  in  their  basic  serv¬ 
ice  50,000,000  times  in  1965. 

The  Bell  System  operates  this  em¬ 
pire  by  employing  dose  to  800,000 
people.  Our  share  owners  have  in¬ 
vested  close  to  S28, 000, 000,000  in  the 
equipment  needed  to  serve  our  t  us- 
tomers. 
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This  will  give  you  s  >me  idea  ol  the 
magnitude  of  the  problem.  Conven¬ 
tional  means  of  handling  data,  such 
as  clerks  in  tile  early  days,  followed 
by  punch  card  equipment  alter  the 
war  and  modern  batch  type  com¬ 
puters  since  the  middle  liities,  are  no 
longer  adequate  to  serve  the  needs  ol 
our  growing  dynamic  business. 

For  the  last  live  years,  the  System 
has  been  developing  new  approaches 
to  tope  with  the  ever  increasing  vol¬ 
ume  of  business.  We  call  our  new 
approach  the  business  Informal  ion 
System.  The  new  generation  of  com¬ 
puters  is  now  available  to  make  ll.l.S. 
possible. 

Let's  talk  about  the  development 
of  a  business  Information  System  in 
the  telephone  industry  and  what,  we 
expect  of  it  in  a  lew  years. 

We’ve  been  using  computers  in  the 
bell  System  lor  lilleen  or  sixteen 
years,  but  the  early  computers  didn’t 
have  the  kind  ol  sophisticated  capa¬ 
bility  they  have  today.  So  we  used 
them  originally  to  attack  out  work 
in  piece  par 'is  met  hani/.ing  opera¬ 
tions  individually,  where  it  was  need¬ 
ed  most  or  where  we  could  conveni¬ 
ently  do  it. 

Here  was  one  ol  our  big  volume 
headaches,  sorting  toll  call  tickets  by 
the  millions,  livery  time  anybody 
made  a  toll  call  the  operator  wrote 
all  the  details  down  on  a  ticket.  These 
all  came  to  us  in  a  random  fashion 
and  we  had  to  sort  them  down  In 
hand  in  telephone  number  older,  and 
by  date  order,  and  in  all  sons  ol 
other  ways  required  ol  good  set  site. 
We’re  talking  about  Kill, ()()(), ()()()  ol 
these  tilings  every  month.  1  his  ol- 
leietl  us  a  fantastic  oppominily  be¬ 


cause  sorting  is  something  that  big 
computers  did  extremely  efficiently. 

However,  wc  still  had  to  rate  each 
ticket  manually.  A  girl  had  to  take 
the  call  record  and  see  how  many 
minutes  it  lasted,  between  which  two 
cities,  then  she'd  look  into  a  very  com¬ 
plex  rate  schedule  and  write  down  the 
correct  amount,  and  ultimately  it 
would  get  on  your  bill. 

Then  this  machinery  came  along. 
1 1  was  not  a  very  elegant  operation  by 
today’s  standards,  but  it  could  do  the. 
entire  rating  and  billing  job.  Inci¬ 
dentally,  this  was  a  vacuum  tube  cal¬ 
culator,  and  we  had  to  install  special 
air  conditioning  just  to  take  away  the 
tremendous  heat  it  created.  In  hu  t, 
some  elegant  engineering  used  these 
early  mac  hines  to  help  heat  the  build¬ 
ings.  If  was  kind  of  an  odd  way  to 
do  it,  but  some  of  these  things  threw 
off  enough  heat  that  they  actually 
reduced  the  load  on  the  furnaces. 
■Still  these  were  vet  y  high  class  data 
processing  systems,  and  people  even 
wrote  learned  theses  about  them. 

You  know,  the  pace  of  this  tech¬ 
nology  is  inn  edible.  Wc;  have  a  fellow 
in  out  department  who  said  the  other 
day,  “In  the  good  old  days,  we  used 
to  do  thus  and  so.”  The  good  old 
clays  were  about  seven  years  ago  fen 
him,  and  lie  was  talking  about  what 
ate  already  old  style  methods.  Today’s 
pace  of  technology  is  characterized  by 
the  anecdote  that  says  that  if  the 
Amciicans  invent  something  today, 
two  weeks  horn  today  the  Russions 
will  claim  they  invented  it  a  year  ago, 
and  two  weeks  from  then  the  Japanese 
will  be  selling  it.  at  half  price.  Now 
that  kind  of  a  world  is  teally  a  vicious 
one  in  which  to  live,  and  the  people 
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in  the  compuLci  area  cxpccL  (his  kind 
of  development. 

Well,  what  we  had  in  el  fee  t  in  die 
old  days  was  a  big  Chinese  puzzle,  and 
with  the  computer  eapahility  avail¬ 
able  then  we  eoukl  only  attack  parts 
of  the  puzzle.  You  saw  attacks  in  these 
various  areas:  market  management 
statistics,  the  big  billing  and  collect¬ 
ing  job  I’ve  been  talking  about,  trunk 
estimating  (a  really  rascally  tough 
pioblem  of  where  do  you  put  your 
facilities  and  how  do  you  connect 
them  up),  outside  plant  records  and 
studies,  and  directory.  And  we  had 
service  orders,  personnel  statistics, 
property  and  cost.  We  had  to  attack 
every  one  of  these  things  in  an  iso¬ 
lated  way.  And  other  businesses  using 
computers  had  the  same  kind  of  ex¬ 
perience. 

The  fact  is  of  course  that  all  those 
jobs  we’ve  been  doing  are  inter¬ 
related  parts  of  a  total  picture.  Today, 
with  the  new  generation  of  computers 
and  the  communication  network,  we 
have  a  way  of  attacking  this  as  one 
vast,  interrelated  system.  Now  at  this 
point,  I’d  like  to  give  you  just  one 
personal  anecdote,  a  story  that’s  told 
by  Hank  lJoettinger,  our  Assistant 
Comptroller,  that  illustrates  how  your 
attitude  towards  data  processing  and 
change  will  dictate  how  things  go  if 
you’re  involved  with  them. 

In  the  middle  of  World  War  II, 
down  at  Fort  Meade,  there  were  a 
hunch  of  characters  from  MIT  and 
Cal  Tech  and  like  places  —  the  horn¬ 
rimmed  short  haired  types  who  were 
really  going  to  win  the  war  with  tec  h¬ 
nology.  And  they  were  put  in  charge 
of  an  old-time  sergeant  who  chewed 
tobacco,  and  had  a  leather  strap 


around  his  hack  and  a  campaign  hat. 
and  he  said,  “Now  you  men  are  sup¬ 
posed  to  become  officers,”  and  he  said 
it  as  though  the  Nazis  had  a  tremen¬ 
dous  edge.  And  then  lie  said,  “Any¬ 
body  of  you,”  and  he  spat  in  the  dust. 
“Anybody  of  you  who  becomes  an 
officer  in  this  here  Army  has  got  to 
’earn  to  use  this  here  sabre.”  And 
these  O.I.’s  thought  that  was  some¬ 
thing  because  they  were  going  to  win 
this  baby  with  technology  and  all 
that.  The  sergeant  says,  “Now,  any  of 
you  smart  guys  know  why  this  here 
sabre  is  curved?”  And  there  was  a  kid 
from  MIT  named  Kiefer  in  the  back, 
and  he  said,  “Yes,  Sir."  “Don’t  call 
me  ‘sir,’  sonny,”  the  sergeant  says. 
“What’s  your  reason?”  Kiefer  says, 
“Due  to  rotary  motion  of  the  human 
arm,  it  is  necessary  to  get  the  maxi¬ 
mum  shearing  stress  when  the  object 
to  be  cut  .  .  He  gives  a  live  minute 
lecture  on  mechanics,  on  the  shearing 
stress,  the  history  of  the  scimitar 
from  the  Crusades  on.  and  the  ser¬ 
geant  stands  there  spitting  pints  ot 
tobacco  into  the  dust,  and  finally  he 
says  at  the  end  of  this  very  erudite 
lecture,  “You’re  wrong,  .Sonny,  this 
here  sabre  is  curved  so  it  will  fit  into 
this  here  scabbard.” 

To  some  extent,  the  way  people 
organize  operations,  you  go  around 
and  ask  them  why  we  do  this  or  why 
we  do  that,  they'll  give  you  the  kind 
of  answer  that  the  sergeant  gave.  We 
have  to  fit  things  into  the  scabbard. 
We  have  to  fit  it  into  the  kind  of 
paper  work  systems  available.  This  is 
what  we  had  to  do  in  the  early  com¬ 
puter  days.  Now  we’re  trying  to  avoid 
that  scabbard  type  of  restriction.  And 
I  think  we  can. 
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Well,  it  was  a  gioat  accomplishment 
when  we  put  all  the  information 
about  toll  calls  on  punched  cards,  and 
it  took  us  about  ten  years  to  get  this 
kind  of  a  system  in.  But  then  people 
began  getting  dissatisfied,  with  it  be¬ 
cause  pretty  soon  we  liacl  this  kind  of 
a  problem:  here's  about  one  day’s  toll 
tickets  for  one  office’s  long  distance 
calls;  it  has  obvious  limitations;  it 
takes  up  space  and  it’s  tough  to  find 
any  one  of  those  cards  you  may  want. 

So  we  moved  up  to  magnetic  tape. 
This  is  a  very  cheap,  highly  dense, 
compressed  storage.  But  you’ll  notice 
it  has  the  same  disadvantages  the 
Egyptians  had  with  their  papyrus 
scrolls.  If  you  needed  something  that 
was  in  the  middle  of  the  papyrus  you 
had  to  be  a  pretty  fast  man  with  the 
scroll.  We  have  the  same  problem 
with  tape;  you  can’t  get  at  whatever 
you  want  quickly  enough. 

All  right,  we  don’t  like  magnetic 
tape.  We’ll  do  something  like  the  fel¬ 
low  did  when  he  tore  his  papyrus  into 
pieces  and  made  the  first  book 
(which,  by  the  way  was  one  of  the 
first  large  volume  random  access  de¬ 
vices).  Only  we’ll  cut  our  tape  up 
into  short  lengths  and  paste  it  on  an 
old  drum.  On  this  kind  of  a  drum 
you  can  put  about  130,000,000  char¬ 
acters  of  information,  you  keep  the 
drum  rotating  constantly,  and  you 
can  access  it,  pick  information  off  it, 
in  about  1  /20tli  of  a  second.  And  you 
can  have  this  even  though  you’re 
miles  away  from  this  central  storage 
machine.  All  you  need  are  telephone 
circuits  to  conned  you  to  the  com¬ 
puter.  That’s  where  communications 
comes  in  to  give  this  data  processing 
real  signiticance. 


Now  this  is  a  random  access,  or  as 
some  people  prefer,  direct  access,  am! 
every  manufacturer  leas  got  n.  Com¬ 
bine  that  with  associated  data  process 
ing  machines  and  yon  have  a  modern 
computer  center.  This  is  the  ted) 
nology  that  is  making  possible  the 
kind  of  system  we’re  talking  about 
today,  the  Business  Information  Sys¬ 
tem. 

You’ll  hear  two  pieces  of  jargon 
applied  to  systems  like  this,  which  is 
unfortunate  in  a  way,  except  that 
like  all  jargon  they're  useful  at  times. 
"On-line”  means  that  ail  stations,  all 
equipment  in  the  system  are  con¬ 
nected  to  and  arc  under  the  control 
of  the  central,  processing  unit.  It’s 
like  the  telephone  system  actually  — 
as  soon  as  you  pick  your  receiver  up 
you’re  connected  to  the  telephone 
switching  system  which  is  ready  to  go 
to  work  lor  you.  You’re  "on-line.” 
"Real-time”  means  you  get  what  you 
want  right  now,  as  soon  as  you  ask  for 
it.  Just  as,  in  the  telephone  system 
again,  you  get  your  party  when  you 
dial.  With  a  data  processing  system, 
real-time  is  the  ability  to  get  informa¬ 
tion  from  the  source  as  it  occurs,  and 
to  produce  it  in  the  typewritten  or 
other  form  you  want  it  as  needed, 
under  control  of  the  central  process 
ing  unit. 

Another  useful  term  to  remember 
is  “shared  time.”  A  random  access 
machine  like  the  drum  1  showed  you 
can  find  the  information  you  want 
and  give  it  to  you  so  fast  —  in  micro¬ 
seconds  —  that  is  can  also  take  care 
of  other  people’s  demands  on  it  al¬ 
most  simultaneously,  like  a  master 
chess  player  who’s  so  fast  he  can  play 
against  many  opponents  at  one  time. 
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I  hey ’u'  all  sharing  liis  lime,  but  be¬ 
cause  of  his  speed  none  of  them  ever 
lias  to  wait  lor  him. 

In  a  planned  system,  a  sen  ic  e  rep 
resentative  will  be  hooked  r.p.  “on 
line,”  to  a  data  processor  having  a 
central  storage  lile  containing  all  Un¬ 
essential  information  about  each  ol 
our  customers.  This  tile  will  be  con¬ 
tinuously  updated  by  the  various  dc 
pari  men  Ls,  and  its  information  will  be 
immediately  available  to  cvervone 
needing  it  to  handle  customers’  serv¬ 
ice  requests.  With  such  a  device,  a 
represent  alive  can  be  ol  help  to  any 
c  ustomer,  not  just  those  whose  records 
she  has  at  her  desk.  And  you  the  cus¬ 
tomer  won't  have  to  wait  until  one  of 
the  girls  with  your  records  is  bee  to 
talk  to  you.  Any  one  of  them  can  help 
you.  AH  she  has  to  do  is  key  in  your 
telephone  number  and  she  immedi¬ 
ately  gets  your  account  record  on  the 
screen  in  front  of  her.  If  this  isn’t 
enough,  she  hits  a  page  flip  key  and 
she  can  see  more  of  your  record.  She 
can  also  get  this  information  by  key¬ 
ing  in  your  home  address,  or  your 
name. 

Now  obviously  the  system  we  have 
been  talking  about  is  not  just  a  man¬ 
agement  information  system  used  only 
by  people  at  the  top  who  extract  in¬ 
formation  bom  it  with  which  to  run 
the  business.  A  lot  of  information 
systems  yon  read  about  today  are  like 
that. 

We  take  a  different  view.  We  think 
of  this  as  a  business  system  where  a 
relatively  low  level  clerk  is  as  involved 
in  it  as  the  Chairman,  of  the  Board. 
But  certainly  the  information  avail¬ 
able  from  the  big  central  file — trans¬ 
actions  that  involve  money,  man¬ 


power,  material,  facilities  —  -  also  has 
to  be  in  a  form  that  makes  for  much 
better  planning,  decisionmaking,  and 
control,  the  functions  that  add  up  io 
scientific  management.. 

When  you  apple  scientific  manage: 
mem  to  a  business,  you  have  to  get 
many  things  in  extreme  detail.  We 
do  this  now  —  manpower  scheduling, 
sales  forecasting,  simulation,  cost  an¬ 
alysis,  statist, cal  sampling,  application 
of  other  “Operations  Research”  tech¬ 
niques.  But  data  processing  system:, 
help  you  get  this  information  bister 
so  you  can  make  meaningful  decisions 
while  the  data  arc  still  current,  in¬ 
stead  of  having  tea  wait  until  .the 
critical  moment  to  act  has  passed. 

Now  we’re  at  the  point  where  we 
say,  “And  now,  gentlemen,  I’d  like 
to  go  over  implementation  of  B.I.S. 
with  you.”  I  think  of  a  remark  b) 
Charles  F.  Kettering:  “God  knows 
there’s  no  greater  endurance  contest 
than  the  introduction  of  a  new  sys¬ 
tem.”  An  important  part  of  our  job 
at  C  8c  P  is,  of  course,  to  get  this 
Business  Information  Service  into 
existence,  to  get  it  implemented.  To 
do  that,  we  have  to  be  one  third  in¬ 
telligence  agent  (just  trying  to  keep 
track  of  what’s  going  on  is  a  gar¬ 
gantuan  effort  in  this  field) ,  one  third 
consulting  engineers  to  men  in  our 
companies,  and  one  third  political 
persuaders.  Actually,  this  implementa¬ 
tion  mission  is  so  complex  the  only 
way  to  talk  about  it  is  to  be  brief  and 
rather  general. 

Basically  we  have  three  segments 
to  B.I.S.  First  there;  is  customer  serv¬ 
ice,  which  you’re  pretty  familiar  with. 
Second  are  the  whole  facilities  and 
supplies  area  —  trunk  engineering 
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operations,  .supplies  and  inventory 
operations  and  other  engineering  ac¬ 
tivities.  And  l! tird  are  personnel -- 
employee  records  and  pa  yroll,  surveys, 
statistics,  reports. 

We  have  selected  the  customer  serv¬ 
ice  area  because  it  is  certainly  the 
most  important;  it  involves  the  cus¬ 
tomer  directly.  If  we  don’t  deliver  first 
class  service  to  yon,  all  of  our  other 
efforts  have  little  significance. 

Concentrating  in  this  area  first, 
really  gives  us  a  chance  to  improve 
our  service.  Right  now  it  takes  us  an 
aveiage  of  Mi  days  to  put  in  a  tele¬ 
phone.  While  this  is  considered  mir¬ 
aculous  by  the  rest  of  the  world,  it 
is  not  considered  good  enough  here 
with  the  ever  rising  expectations  of 
the  public.  Almost  fifty  per  cent  of 
our  employees  arc  affected  by  work 
in  this  area.  It  involves  all  of  our 
operating  departments.  The  greatest 
need  is  here,  right  now.  In  the  Bell 
System,  most  of  the  electronic  data 
processing  activity  to  date  has  been 
in  litis  area;  the  area  is  well  defined, 
we  have  good  records  to  work  with. 
We  call  this  segment  “Business  In¬ 
formation  Set  vice,  Customer  Requests 
for  Service  Phase.” 

Today,  the  Michigan,  New  Eng¬ 
land,  Ohio  Bell  and  New  York  tele¬ 
phone  companies  have  important 
pioneering  projects  under  way  using 
real-time  random  access  data  process¬ 
ing  systems.  These  pioneering  el  foils 
arc  in  the  areas  of  processing  new 
set  vice  otders,  the  assignment  of  tele¬ 
phone  numbers  and  cable  pairs,  and 
directory  operations.  In  addition,  the 
New  York,  Southwestern  and  Penn¬ 
sylvania  companies  are  working  with 
computer  manufacturers,  exploring 

132 


nays  to  lonvert  present  o|>e> aliens 
on  medium  and  large  batch  type  com¬ 
puters  directly  to  random  access  type 
computers.  And  1,1  New  jersey,  Bell 
Laboratories  and  New  jersey  Bell  are 
conducting  a  specialized  trial  involv¬ 
ing  rails  to  information  operators. 

All  these  efforts  arc  laboratory  ex¬ 
periments  attacking  di'lerent  parts  ol 
the  overall  Business  Information  Svs 

j 

tern.  When  these  experiments  arc  com¬ 
pleted,  we  expect  to  bring  together 
the  best  developments  of  the  various 
trials  into  a  package  that  can  be  trans¬ 
ferred  to  other  companies  when  they 
are  ready  to  move  ahead  to  a  full- 
i  lodged  B.I.S. 

Notv  I  don’t  want  to  fool  you. 
There  is  an  awful  lot  of  work  in  all 
of  this,  A  good  deal  of  it  involves  lay¬ 
ing  down  the  conceptual  framework 
which  will  allow  all  this  new  tech¬ 
nology  to  be  applied.  And  you  have 
to  be  extremely  flexible  when  you  do 
this.  You  always  have  to  keep  in 
mind  the  old  military  maxim  that 
says  the  plans  do  not  survive  the 
battle. 

The  role  of  the  innovator  can  be  a 
very  iough  one.  In  fact,  the  whole 
history  of  science  is  a  sort  of  hostility 
to  new  ideas.  That’s  understandable. 
It  takes  lime  for  things  like  this  —  a 
computerized  Business  information 
System  — -  to  mature.  It  takes  time  to 
finance  it,  and  to  lay  out  a  program 
in  which  tens  of  thousands  of  em¬ 
ployees  have  got  to  know  exactly  what 
is  expected  ot  them. 

Sometimes  we  tell  people,  “Look, 
we’re  not  trying  to  sell  anything.  All 
we’re  t'ymg  to  do  is  treat  you  like 
the  draft  board  treats  paeilists  when 
they  get  one  in  the  draft.  A  pacifist 
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comes  in  and  lie  says,  “You  can't  make 
me  fight.  1  detest  fighting.  No  matter 
what  you  do,  you  will  never  get  me 
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don’t  draft  me.”  The  draft  board 
cojics  with  this  very  simply:  they  say, 
“We  will  not  attempt  to  make  you 
fight,  the  most  we  will  do  is  transport 
you  to  the  battlefield  and  let  you  use 
your  judgment."  In  a  way,  that  de¬ 
scribes  a  lot  of  what  we  do  in  imple¬ 
menting  13. LS. 

We  have  taken  a  brief  look  at  some 
of  the  application  going  on  in  the 
Bell  System  today.  Have  I  covered 
any  points  that  should  be  significant 
to  the  NCMS?  I  hope  so.  Let’s  review 
some  of  the  facts. 

Relatively  low  cost  mass  storage 
computers  are  available  and  on  the 
market  now. 

Proven  programming  techniques  in 
your  application  area  are  in  use  in 
many  industries  now. 

Data  security  can  be  obtained  cith¬ 
er  through  hardware  or  software  or 
a  combination  of  both. 

Communication  links  will  allow 
you  to  use  as  many  computers  as 
necessary  to  stoic  information,  and 
they  can  be  located  many  miles  apart, 
if  desirable. 

I  believe  that  hardware  and  pro¬ 
gramming  techniques  are  available 
now  to  allow  the  storage  and  classi¬ 
fication  of  data.  The  challenge  before 
NCMS  will  be  the  total  system  design. 
For  instance:  How  will  the  original 
file  come  into  being?  How  will  it  be 
kept,  up-to-date?  Who  will  have  access 
to  it?  Under  what  ground  rules?  Re¬ 
member,  the  computer  does  not  make 
policy.  It  operates  as  directed — by 
people.  Thank  you. 
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McCONNELL:  Thank  you  Mi. 
Buckley  for  a  very  informative  and 
entertaining  presentation.  We  have 
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LFS  AYRES.  Anns  Control  and 
Disarmament.  Agency.  This  subject 
- — 1  am  addressing  my  remarks  to  Mi. 
Buckley  —  this  subject  of  putting  lots 
of  sensitive  information  into  one  place 
invariably  brings  up  the  problem  of 
what  mechanism  are  you  going  to  try 
and  develop  to  protect  the  informa¬ 
tion  in  its  location  from  being  either 
disturbed  or  hurt  in  some  ntannet.  1 
hesitate  to  use  the  word  sabotage,  but 
that  is  exactly  what  1  mean.  Like  for 
instance  there  must  be  some  com¬ 
petitors  to  the  Bell  System  that  would 
just  love  to  louse  up  your  B.I.S.  for 
you.  And  this  brings  to  mind  the  fact 
that  it  has  been  done  to  Bell  System 
maliciously  by  the  young  college  elec¬ 
tronics  boys  who  a  couple  of  years 
ago  devised  a  system  for  beating  the 
direct  dial  system.  Would  you  com¬ 
ment  on  that,  please? 

BUCKLEY:  This  is  a  continuous 
problem  within  the  system.  What  we 
do  is  duplicate  our  files  at  the  cud 
of  each  business  day  so  we  do  have 
parallel  records.  Notv  as  you  go  more 
and  more  into  on-line  wheel  type 
processing,  this  isn’t  as  easy,  but  I  am 
sure  that  we  will  develop  similar 
methods.  In  addition  to  that,  many 
of  our  on-line  jobs  are  what  we  call 
duplex  design.  They  have  duplex 
memory.  They  have  duplex  CPU,  or 
central  processing  unit,  so  I  am  con¬ 
fident  that  we  can  get  around  this. 
As  far  as  getting  into  the  system  and 
disturbing  any  of  our  vital  informa¬ 
tion,  of  course  our  degree  of  security 
wouldn’t  come  close  to  what  you  re 
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quire  but,  believe  me,  we  have  a  fair 
number  of  methods.  We  have  pro¬ 
gramming  techniques  where  you  have 
seeutilv  levels  that  will  allow  you  to 
enter  specific  parts  of  memory,  and 
this  is  really  a  rather  simple  device. 
You  have  a  code  name  and  you  ba\ 
to  enter  this  code  name  or  the  number 
into  the  CPU  before  it  will  allow  you 
to  get  into  a  specific  segment  of 
memory.  It’s  really  a  level  of  security 
so  that  the  clerk  has  access  to  a  part 
of  this  system,  but  she  doesn’t  have 
to  the  financial  data  or  the  salary  or 
the  personnel  records  for  instance. 
You  can  also  do  it  in  the  way  that 
Harvey  described,  where  you  can  only 
use  a  certain  piece  of  hardware  to 
enter  the  machine.  You  use  a  key  and 
you  have  to  turn  the  key  on  and  only 
this  particular  piece  of  hardware  can 
enter  that  particular  segment  of 
memory.  So  there  are  many  ways 
available  today  and  they  all  work. 
The  real  challenge  I  hope  I  can 
make  this  point  strong  enough  —  is 
not  so  much  in  the  technical  design 
of  the  computer.  For  years  this  has 
been  our  biggest  handicap,  and  often 
it  has  been  the  reason  we  sat  back 
and  said,  “Gentlemen,  if  1  could  only 
have  faster  memory  or  more  memory 
I  could  do  thus  and  so.’’  Well,  the 
manufacturers  have  fooled  us,  you  see. 
Now  they  have  it  and  the  real  prob¬ 
lem  is  system  design.  Our  biggest 
weakness  in  lire  industry  today  is 
not  being  specific  enough  in  what  we 
want.  If  wc  can  define  the  problem, 
I  am  confident  we  can  program  it 
and  make  it  work.  In  most  industries, 
and  it's  probably  true  in  the  Govern¬ 
ment,  this  is  a  science  that  is  not 
exact  by  any  means  at  all. 


DONALD  VVOODBRIDGE:  Mr. 
Bingham,  1  understood  you  !n  say 
that  your  security  system  presupposes 
that  the  entries  on-line  from  Luc  pe¬ 
ripheral  station  would  be  encrypted? 

1J1NGI1AM:  1  didn’t  mean  to  im¬ 
ply  that  is  the  general  case.  Although 
if  we  indeed  wanted  to  exchange  se¬ 
curity  in  lot  (nation  across  country  to 
a  remote  work  station  we  may  have 
to  use  conventional  communication 
techniipies.  If  you  ate  in  the  region 
of  the  computer,  you  can  provide  nor¬ 
mal  within  installations  type  connec 
t  ions. 

WOOD  BRIDGE:  But  for  remote 
station,  this  would  make  the  station 
considerably  more  elaborate  than  for 
ordinary  access? 

BINGHAM:  Most  certainly  it 
would.  If  you  were  going  to  have  to 
proviile  communication  security  I 
don’t  know  anv  way  to  cheat  that  one. 

WOODIfRiDGE:  1  don’t  either. 
I  might  point  out  also  that  while  we 
have  looked  today  at  the  technology 
and  the  matter  of  information  access 
in  general,  we  have  one  other  prob¬ 
lem  in  regard  to  classification  —  get¬ 
ting  classification  guidance.  That 
hasn’t  ,  en  brought  up  at  all.  It  may 
well  be  brought  up  tomorrow  in  the 
work  shops  on  classification  standards. 
How  will  you  have  to  frame  classifi¬ 
cation  guidance?  For  instance  how 
can  you  bring  uniformity  into  the 
system  so  as  to  make  any  retrieval  or 
any  inquiry  you  address  to  the  com 
puter  process  it  in  an  intelligible 
fashion.  That’s  a  rhetorical  question. 

FRED  DAIGLE:  1  guess  my  ques¬ 
tion  is  for  Mr.  Bingham.  Is  Mr.  Gar¬ 
rett’s  system  feasible?  The  one  that 
he  proposed  to  us.  And  when  are  you 
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going  to  make  an  unsolicited  proposal 
to  DoD? 

BINGHAM:  I  think  Mr.  Garrett's 
system  is  feasible,  if  feasibility  does 
not  include  economics.  But  of  course 
feasibility  does  include  economics.  At 
wliat  level  do  you  want  to  break  this 
information  down?  What  is  the  fine 
structure?  What  is  the  cost  of  having 
the  information  updated  quickly 
enough  that  it  can  continue  to  be 
meaningful.  And  1  think  that  he 
raised  the  proper  caveat  on  making 
sure  that  it  is  current  information 
that  is  in  there  so  that  people  will  he 
willing  to  use  it  and  count  on  it.  The 
remote  access  stc:on  will,  tied  into 
a  computer,  greatly  aid  in  this  type 
of  information  entry  if,  indeed,  that 
information  can  remain  unclassified 
And  policy  should,  in  general,  I  sus¬ 
pect,  be  unclassified. 

DAIGLE:  Wc  might  draw  a  simile 
of  accuracy  in  feeling  that  the  system 
will  be  responsive  to  Mr.  Buckley  be¬ 
cause  if  a  telephone  hilling  system 
isn  t  very  accurate,  I  am  sure  he  gets 
lots  of  comments  before  the  day’s  bills 
are  through  being  opened. 

A.  At.  S  T  ELLE,  JR.:  Several  years 
ago,  I  made  a  pn  sentation  to  a  sym¬ 
posium  similar  to  this  with  the  AEC, 
and  my  premise  was  that  wc  should 
publish  a  telephone  book  rather  than 
trying  to  get  this  into  the  computer 
setup.  I  think  we  have  a  telephone 
man  here  who  is  certainly  experienced 
in  that.  My  feeling  was  —  and  is  — 
that  the  random  access  of  the  tele¬ 
phone  book  is  very  difficult  to  beat 
when  you  have  a  limited  number  of 
people  acquiring  access,  and  that  the 
time  span  of  the  accuracy  of  any  given 
bit  of  information  is  in  the  order  of 
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several  months  or  even  as  high  as 
several  years.  So  my  feeling  was  that 
ujwlatmg  a  hook  of  the  sue  of,  say. 
the  1  ,os  Angeles  directory  or  New 
York  directory,  about  once  every  six 
months  would  be  an  adequate  situa¬ 
tion  to  really  keep  classification  in¬ 
formation  available  to  people  that 
needed  it.  I  also  extended  my  think¬ 
ing  a  little  bit  further  in  that  you 
could  categmi/.o  your  telephone  book 
so  that  you  could  have  at)  alpha 
helical  index  as  well  as  a  subject  in¬ 
dex.  1  was  hoping  that  the  subject 
index  could  be  regarded  along  the 
lines  more  of  technical  disciplines 
rather  than  common  plume  books. 
The  hope  was  that,  the  information 
could  be  conveyed  almost  entirely  in 
technical  language  so  that  the  tech¬ 
nical  people  that  would  be  requiring 
information  would  express  their  re¬ 
quirements  in  their  technical  char¬ 
acters.  This  would  be  conveyed  by 
the  classification  management  people 
through  their  telephone  book  and 
they  could  then  in  turn  write  a  proper 
DD  254  or  whatever  was  necessary  for 
the  particular  scope  of  work.  I  think 
wc  have  an  excellent  opportunity 
here  to  get  some  son  of  a  judgment 
as  to  which  direction  should  wc  really 
go.  Should  we  go  the  mechanical, 
routine  type  of  access,  or  should  wc 
go  to  the  electronic,  very  rapid,  high 
speed  access  to  f!  kind  of  informa¬ 
tion. 

GARRETT:  The  big  pioblem  is 
to  identify  the  data  that  is  classified. 
Wc  have  not  done  that.  I  don’t  think 
we  have  done  it  in  our  very  many 
system  program  projects  outside  of 
perhaps  some  areas  of  die  Air  Force. 
Too  much  emphasis  has  been  placed 
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on  classified  hardware  and  1  think  we 
have  to  get  to  this  idea  of  classified 
information.  As  1  sec  it  now,  the 
computer  forms  the  possibility  of  at¬ 
tacking  this  problem.  However,  I  real¬ 
ly  don’t  know  the  scope  of  it  myself. 
These  listings  of  three  or  four  hun¬ 
dred  items  that  1  mentioned  in  my 
talk  are  only  the  beginning.  It’s  hard¬ 
ly  a  real  first  main  step  as  I  see  it. 
1  really  don't  know  the  whole  scope 
of  the  problem,  Mr.  Stellc.  It  might 
be  possible  to  maintain  some  kind  of 
a  dictionary,  some  kind  of  a  telephone 
book  or  notebook  that  would  contain 
all  this  information.  1  seriously  doubt 
it.  ft  .might  well  be,  as  I  suggested, 
if  you’re  working  with  hibernation 
information  you  might  go  to  an  outfit 
in  Cleveland  and  get  all  the  data  that 
they  would  know  about  hibernation. 
You  could  go  to  some  center  where 
all  of  the  appropriate  scientific:  data 
is  accumulated  and  maybe  maintain 
your  central  records  for  that  discipline 
at  that  one  spot,  and  anybody  who  is 
working  in  that  particular  discipline 
could  get  the  data.  Maybe  in  that 
spot  they  could  maintain  a  telephone 
book,  a  dictionary,  or  something  like 
that  type  of  record  rather  than  going 
to  the  computer  system. 

McCONNELL:  It  sounds  to  me 
that  we  are  being  advised  that  the 
hardware  is  all  there,  but  maybe  we 
better  do  some  system  analysis  to  be 
sure  we  know  how  to  use  it  and 
whether  we  need  to  use  it  or  not  in 
specific  instances. 

HOWARD  MAINES:  It’s  more  of 
an  observation,  but  I  understand  that 
AEC  Headquarters  is  not  doing  any¬ 
thing  along  this  line  but  they  are 
computerizing  answers  that  they  have: 


given  in  different  interpretations.  1 
understand  that  is  computerized, 
where  they  can  go  to  the  computer 
and  get  the  same  answers.  What  are 
they  l.cs? 

ITS  REDMAN:  1  understand  that 
an  effort  ot  that  nature  is  indeed  in 
process.  The  immediate  question,  of 
course,  is  the  quality  and  consistency 
of  the  input..  Once  again  it’s  the  sys¬ 
tem  design,  not  the  hardware. 

MAINES:  Maybe  that  is  the  first 
step  along  the  road  to  eventually 
achieving  something  in  that  area. 

REDMAN:  It  certainly  is.  The  de¬ 
sirability  of  being  consistent  in  the 
classification  business  is  as  high  as 
almost  anywhere  except,  perhaps,  in 
the  application  of  explosives  to  in¬ 
dustrial  tasks. 

MAINES:  What  type  of  computer 
—  in  our  limited  ideas  of  what  we 
can  use  it  for  —  what  type  would  be 
most  adaptive  lor  something  like  this? 

BUCKLEY:  Your  generation  hard¬ 
ware  just  about  from  any  manufac¬ 
turer  is  capable  ol  doing  this  type  of 
work.  The  new  360's  or  the  new  RCA 
Spectra  Service,  Univae,  etc.,  you  can 
go  cm  and  on.  They  are  almost  all 
the  same. 

MAINES:  I  suppose  we  have,  in 
our  various  centers,  many  computers 
and  one  ol'  the  biggest  gripes  1  hca; 
constantly  is  the  cost  of  these  things, 
and  so  that  is  something  to  keep  in 
mind. 

BUCKLEY:  The  cost  of  hardware 
is  going  down  at  a  fairly  fast  rate. 
The  processing  power  of  the  hardware 
is  at  a  point  now  where  the  cost  of 
processing  information  is  quite  cheap. 

BINGHAM:  As  an  observation,  the 
cost  of  entering,  holding  for  a  month, 
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.mil  rcpioducing  a  page  of  informu 
lion  on  a  suitable  display,  electronic 
display,  is  now  less  than  the  cost  of 
a  Xerox  copy  of  the  same  page.  This 
is  an  indication  that  the  storage  costs 
have  gone  down  significantly.  It  is 
also  an  indication  that  we  can  prob¬ 
ably  think  of  calling  up  from  the 
bulk  storage  of  a  computer — assuming 
we  don’t  have  exorbitant  telephone 
communication  costs — we  can  call  it 
tip  cheaper  and  present  it  on  a  display 
than  we  can  pull  it  out  of  a  published 
phone  book  to  obtain  the  same  in¬ 
formation,  and  probably  an  awful  tot 
of  other  irrelevant  information  as 
well. 

BUCKLEY:  We  are  convinced,  in 
the  Bell  System,  we  could  save  literal¬ 
ly  millions  and  millions  of  dollars  a 
year  by  doing  away  with  the  tele¬ 
phone  directories  because  of  the  new 
techniques  and  random  access.  How¬ 
ever  we  would  never  be  allowed  to 
do  it  by  the  public  because  they  need 
the  book  to  address  postcards  and 
Christmas  cards. 

MacCLAIN:  Has  anybody  here 
really  yet  tried  to  do  this  for  classified 
information?  If  so.  would  they  be 
willing  to  identify  themselves  and 
communicate  with  us? 

REDMAN:  1  should  bring  to  your 
attention  LRL  is  using  a  machine  to 
keep  track  of  its  decisions  and  guid¬ 
ance  and  so  forth.  This  is  a  simple 
machine  using  light -through  holes  to 
identify  materials  and  files. 

MacCLAIN:  If  we  wanted  to  ob¬ 
tain  information  on  this,  would  we 
simply  write  to  them? 

REDMAN:  Yes,  Dean  Warner, 
LRL. 

JAMES  G.  MARSH.  Sandia  Cor¬ 


poration:  We  use  a  by-pioduct  of  the 
nomenclature  system  keeping  track 
of  classified  components,  nomencla- 
tme,  and  the  like.  Wc  would  be  glad 
to  supply  a  copy  of  what  we  have 
done,  if  it  will  be  of  any  use.  1  want 
to  emphasize  that  we  arc  just  getting 
started. 

BOBERG:  George,  I  might  add 
that  we  have  a  project  under  the 
same  name  but  1  don’t  think  we  are¬ 
as  far  along  the  line  as  the  rest  of 
these  people.  I’m  speaking  of  Aero¬ 
space  Corporation.  Arc  there  any 
other  questions? 

MacCLAIN:  This  question  is  for 
Mr.  Bingham.  Have  you  actually  re¬ 
duced  to  operational  test  the  system 
you  described,  and  if  so,  coidd  you 
tell  us  a  little  bit  about  that? 

BINGHAM:  The  system  that  I  de¬ 
scribed  in  large  measure  is  presently 
part  of  a  number  of  manufacturers’ 
computer  equipment.  The  facility  for 
multiprocessing,  where  more  than  one 
user  is  sharing  the  machine  at  a  time, 
composes  most  of  the  demands  of 
system  privacy  and  system  security 
that  I  have  described  in  my  talk.  I 
did  identify  a  few  specific  additional 
features  such  as  the  flag  bit  on  the 
executive  program  execution.  And 
the  feature  at  present  is  not  in  any 
of  the  existing  systems  to  my  knowl¬ 
edge.  But,  the  reason  that  the  com¬ 
puter  manufacturers,  in  their  larger 
systems,  are  going  to  multiprocessing, 
as  a  way  of  achieving  most  for  the 
dollar,  is  that  there  are  many  system 
demands  for  things  that  are  not  cur¬ 
rently  in  the  most  expensive  part  of 
the  hardware,  in  the  high  speed 
memory.  So  that  this  system  must  wait 
for  access  to  information  from  the 
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bulk  storage.  They  bcltci  have  some¬ 
thing  else  productive  to  do  at  that 
time  or  you're  paying  lor  down  time 
foi  expensive  hardware.  So  even  the 
smallest  burroughs  line  is  now  going 
to  multiprocessing,  recognizing  this 
very  feature  of  more  throughput  for 
the  dollar.  So  most  of  these  features 
are  becoming  available  in  the  third 
generation  or  certainly  third  and  a 
half  generation  of  computer  systems 
that  your  companies  are  now  buying 
and  will  be  buying. 

DON  THOMPSON,  EG&G:  1 
do  want  to  point  out  that  1  think 
there  is  a  particular  problem  here. 
And  that  is  that  you  cannot  get 
a  yes  or  no  answer  back  on  whether 
a  particular  piece  of  information  is 
classified.  The  guides  arc  written  in 
such  a  way  that  most  of  it  is  an  in¬ 
terpretive  way  to  get  an  answer.  The 
computer  is  built  on  a  yes  or  no  basis. 

MrCONNELL:  Thank  you  very 
much  for  that  comment.  I  am  afraid 
we  will  have  to  conclude.  Thank  you. 


AN  AUTOMATED  DOCUMENT 
DECLASSIFICATION  SYSTEM 

By  Robert  D.  Donovan 

The  system  described  in  this  paper 
is  based  upon  the  following  premises: 

There  is  no  such  thing  as  a  per¬ 
manent  secret  of  nature. 

Any  scientific  discovery  is  a  link 
to  the  future,  which,  if  kept  secret, 
can  impede  the  next  step,  but  does 
not  prevent  others  from  creating 
their  own  links. 

Security  classifications  arc  subject 
to  a  Gresham’s  Law  of  security 
wherein  true  security  can  be  jeop¬ 
ardized  by  the  overclassification  of 
non-essentials. 


f  lic  information  pioccss  is  an 
integral  part  of  research  and  de¬ 
velopment.  KKcD  cannot  be  en\  i 
aged  without,  communication  ol  ;lu 
results  of  that  elion. 

The  printed  word,  particularly 
in  the  form  of  complete  documents, 
will  cease  to  be  the  principal  means 
of  communication  in  the  next  dec¬ 
ade  as  new  diversified  computer 
input/outpul  devices  become  avail¬ 
able. 

The  major  problem  in  technical 
literature  today,  both  classified  and 
unclassified,  is  developing  new 
switching  methods  that  will  permit 
the  transfer  (or  switch)  of  infor¬ 
mational  elements  rather  than  the 
complete  documents  themselves. 

Paragraph  classification  is  an  es¬ 
sential  link  in  this  development  of 
new  switching  methods  and  a  sys¬ 
tems  approach  must  be  made  to  the 
problem  now. 

The  entire  security  classification 
decision-making  process  must  be  re¬ 
examined  in  light  ol  these  new  de¬ 
velopments. 

The  true  price  of  secrecy  to  our 
technology  cannot  be  measured  solely 
by  cost  reduction  or  cost  avoidance 
accounting  techniques.  Columbia 
University’s  Dr.  I.  I.  Rabi,  a  dis¬ 
tinguished  Nobel  prizewinner  in 
physics,  once  wrote: 

“The  secrets  of  military  technology 
must  be  as  highly  protected  as  any 
trade  secrets,  but  only  as  long  as  they 
are  real  secrets.  In  most  cases,  this 
time  is  measured  in  years  rather  than 
decades.  Although  most  policy  makers, 
amateur  or  professional,  are  not  deep¬ 
ly  interested  in  or  capable  of  judging 
the  technological  situation,  secrecy 
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results  in  frustration,  doubt  and  tim¬ 
idity  about  the  exercise  of  any  inde¬ 
pendent  judgment.  The  result  has 
been  that  a  number  of  less  inhibited 
men  of  greater  or  lesser  scientific  or 
technical  accomplishment,  but  with  a 
low  boiling  point,  have  been  gaining 
the  public  ear  on  tire  basis  of  prestige- 
acquired  through  a  technical  accom¬ 
plishment,  quite  limited  in  scope  .  .  . 
The  fear  of  being  guilty  of  a  judg¬ 
ment  based  on  a  partial  knowledge  of 
the  facts  misleads  many  judicious 
people  into  accepting  judgments  by 
others  whose  knowledge  is  even  more 
partial  but  which  extends  into  the 
dread  domain  of  the  top-secret.” 

Therefore,  we  must  necessarily  ex¬ 
amine  all  phases  of  the  classification 
decision-making  process  to  insure  that 
it  is  making  a  positive  contribution 
to  the  national  defense.  The  unknown 
quantity  in  the  process  is  who  is  mak¬ 
ing  the  classification  decisions  and 
how  are  they  being  communicated  to 
the  contracting  agencies  responsible 
for  applying  them  within  the  frame¬ 
work  of  the  industrial  security  pro¬ 
gram.  There  are  many  oft- repeated 
stories  ranging  from  the  hilarious  to 
the  near-tragic  of  errors  and  their 
effects  on  the  classification  system. 
Legend  still  holds  that  some  security 
classifications  are  established  with  all 
the  science  and  skill  of  a  dart  game. 
Personally,  I  have  always  discounted 
this  legend  because  the  mathematical 
probabilities  of  an  accurate  hit  arc- 
much  belter  in  darts  than  they  could 
ever  be  in  ihe  present  system  of  assign¬ 
ing  security  classifications. 

There  have  been  a  number  of  basic 
research  tools  developed  by  the  sci¬ 
entific  and  technical  disciplines  over 


the  years  that  could  easily  be  accepted 
for  use  in  the  classification  decision¬ 
making  process.  Examples  of  some  of 
these  techniques  are: 

Modified  Citation  Indexes.  This 
has  been  a  useful  tool  of  the  legal 
profession  for  almost  100  years  and 
could  be  modified  to  achieve  central 
direction  and  control  of  classifica¬ 
tion  upgrading  /  downgrading  ac¬ 
tions.  This  would  essentially  pro¬ 
vide  a  national  reporting  system 
and  provide,  for  the  fb  t  time,  a 
uniform  approach  to  declassifica¬ 
tion  not  based  on  artificial  time 
periods  as  is  the  case  under  the 
automatic  time-phased  downgrading 
and  declassification  system. 

Key  Word  Studies.  Considerable 
research  needs  to  be  done  in  the 
application  of  key  word  retrieval 
technique  as  it  relates  to  classifica¬ 
tion.  As  P.  B.  Baxendalc  of  IBM  es¬ 
tablished  in  1958,  the  more  ften  a 
word  appears  in  a  report  the  more 
it  becomes  representative  of  the  re¬ 
port  content.  The  COSATI  Subject 
Category  List  modified  for  DoD  use 
by  the  Defense  Documentation  Cen 
ter  is  a  good  example  of  the  broad 
application  of  this  technique. 

Exploitation  of  Topical  Sen¬ 
tences.  A  promising  technique  also 
explored  by  Baxendalc  that  offers 
a  possible  shortcut  to  reviewing  re¬ 
ports  for  classification  by  paragraph 
involves  exploitation  of  the  way 
engineering  report  writing  is  taught 
in  schools  and  colleges.  For  a  mini- 
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her  of  years  most  report  writing 
students  have  been  taught  to  ex¬ 
press  the  prime  thought  in  cither 
the  first  or  he<t  sentence  ol  a  para¬ 
graph.  Utilizing  this  principle  Bax- 


NCMSJ — 1900 


139 


endale  analyzed  a  selected  group  of 
reports  and  found  that  85%  of  the 
time  the  prime  thought  was  ex¬ 
pressed  in  the  first  sentence.  It  ap¬ 
peared  in  the  last  sentence  only  7% 
of  the  time. 

Text  Schematics.  One  of  the  most 
promising  of  the  new  techniques  is 
the  use  of  text  schematics  to  permit 
relatively  complex  instructions  to 
be  translated  into  computer  lan¬ 
guage.  This  technique  employs  the 
use  of  schematic  logic  diagrams  to 
communicate  basic  instructions  or 
guidance  with  a  minimum  of  mis¬ 
interpretation.  The  original  studies 
of  this  method  were  made  by  L.  E. 
Allen  and  W.  B.  Kehl  who  were 
investigating  an  information  re¬ 
trieval  language  for  legal  studies. 
The  application  of  this  technique  to 
providing  centralized  and  meaning¬ 
ful  security  classification  guidance 
by  computer  is  feasible  today.  It 
would  be  possible  to  program  a 
computer  system  to  permit  random 
access  inquiries  by  user  agencies  and 
thereby  standardize  classification 
interpretations  provided  to  con¬ 
tractors. 

All  of  the  techniques  I  have  dis¬ 
cussed  so  far  deal  with  the  identifi¬ 
cation  and  retrieval  of  similar  classi¬ 
fied  information  elements  that  may 
he  scattered  through  many  different 
re|M>rts.  The  inherent  difficulties  in 
finding  a  solution  to  this  problem 
were  described  almost  a  decade  ago  in 
a  report  by  the  Department  of  De¬ 
fense  Analyses  which  stated: 

“Even  widi  the  unlikely  achieve¬ 
ment  of  a  complete  system  of  classifi¬ 
cation  and  declassification  guidelines 
covering  all  known  scientific  ar  1 
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technical  information,  there  is  a  con¬ 
siderable  problem  in  the  indexing 
and  retrieving  of  reports.  Technical 
information  is  scattered  throughout 
many  unindexed  documents.  It  is, 
then,  a  difficult  task  to  implement 
declassification  of  a  particular  tech¬ 
nical  area  by  finding  all  references  to 
it  in  classified  documents.” 

A  temporary  alleviation  of  the  clas¬ 
sification  problem  as  it  related  to 
World  War  Two  and  Korean  War 
documents  was  obtained  in  1961  by 
the  implementation  of  the  automatic, 
time-phased,  downgrading  and  de- 
classification  system,  but  this  was  es¬ 
sentially  an  experiment.  As  important 
as  that  system  was  in  breaking  the  ad¬ 
ministrative  logjam  of  outdated  and 
overclassified  documents  the  basic 
problem  of  timely  as  opposed  to 
time-phased  (in  other  words  less  than 
12  years)  declassification  remains. 
Obviously,  the  automatic  downgrad¬ 
ing  provisions  of  this  system  were  wel¬ 
comed  by  industry,  but  it  must  be 
realized  that  the  principal  achieve¬ 
ment  was  an  administrative  one — the 
changing  of  an  “accountable”  docu¬ 
ment  to  a  “non-accountable”  (al¬ 
though  still  classified)  item  on  a  time- 
phased  basis.  The  net  result  is  that 
the  free  flow  of  unclassified  technical 
information  throughout  the  entife 
scientific  community  has  not  been 
significantly  improved  and  may,  in 
fact,  have  been  impeded  by  removing 
the  sense  of  urgency  for  a  workable 
solution  that  existed  prior  to  1961. 

In  the  14th  Report  of  the  House 
Committee  of  Government  Opera¬ 
tions  published  in  November  1963, 
the  results  of  the  DoD  declassification 
program  were  assessed  as  follows: 
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.  .  performance  in  reducing  the 
amount  of  classified  information  still 
remains  to  be  demonstrated.  In  short, 
a  good  policy  foundation  for  breaking 
the  classification  bottleneck  has  been 
completed,  but  the  actual  results  are 
yet  to  conic.” 

The  tremendous  growth  rate  of  our 
technical  and  scientific  literature  in 
the  past  five  years  has  all  but  wiped 
out  the  initial  gains  achieved  through 
the  time-phased  declassification  sys¬ 
tem.  In  1963,  the  President’s  Science 
Advisory  Committee  noted  that  100,- 
000  government  reports  titles  are  add¬ 
ed  to  the  technical  literature  annual¬ 
ly  and  25.000  of  these  are  classified. 
The  total  collection  in  the  Defense 
Documentation  Center  as  of  May  31, 
1966,  is  832,705  anu  is  now  growing 
at  the  rate  of  50,000  titles  per  annum. 
The  1  in  A  classification  ratio  also 
applies  to  that  collection,  which 
means  12,500  c’is.sified  titles  are  add¬ 
ed  each  year  of  which  approximately 
4,000  are  secret.  Only  600  individual 
regrading  notices  (non-automatic) 
are  received  and  processed  by  DDC 
each  year.  As  you  are  aware,  DDC 
makes  no  attempt  io  apply  the  auto¬ 
matic,  time-phased  downgrading  to 
their  collection  or  reproductions,  pre¬ 
ferring  instead  to  pass  the  whole  ad¬ 
ministrative  problem  on  to  the  hap¬ 
less  customer.  The  net  result  is  that 
the  DDC  classified  inventory  alone 
has  grown  bv  almost  60,000  in  the  last 
five  years.  If  you  apply  the  same  1  to 
1  ratio  to  internally  generated  tech¬ 
nical  reports  and  memorandums 
within  government  and  industry  it  is 
no  wonder  that  we  now  find  our  tech¬ 
nical  personnel  in  this  predicament. 

it  is  imperative  that  we  begin  to 


plan  now  for  the  problems  that  we 
will  face  in  the  next  decade.  Much 
work  has  to  be  done  both  at  the  DoD 
level  and  also  in  industry  itself,  tor 
example,  the  implementation  ol 
5210.47  in  the  industrial  security  pro¬ 
gram  will  require  a  major  and  expen 
sive  retraining  program  for  technical 
and  clerical  personnel.  If  we  limit 
ourselves  only  to  the  letter  and  not 
the  spirit  of  the  directive  we  will  have 
lost  a  major  opportunity  to  exert  a 
positive  influence  on  the  luture  course 
of  classification  management. 

It  is  not  enough  to  just  put  a  “C” 
or  an  “S”  at  the  beginning  of  each 
paragraph  or,  worse  yet,  threaten  to 
write  our  technical  reports  without 
any  paragraphs  at  all.  What  should 
be  done  at  the  very  outset  of  this 
program  is  require  that  the  basis  for 
each  classified  paragraph  be  clearly 
established  and  listed  in  a  “classifica¬ 
tion  index”  at  the  end  of  each  report. 
In  addition,  the  system  of  identifica¬ 
tion  of  each  classification  element 
should  be  machine-compatible  in  or¬ 
der  to  provide  for  future  automation. 
Therefore,  when  a  classified  informa¬ 
tion  clement  is  derived,  excerpted,  or 
paraphrased  from  an  existing  classi¬ 
fied  report  any  downgrading  or  de¬ 
classification  action  will  equally  ap¬ 
ply  to  that  portion  of  the  newly  creat¬ 
ed  document  as  well.  A  fairly  simple 
system  can  be  established  whereby  an 
incoming  DD  Form  254  can  be  ana¬ 
lyzed,  the  individual  classification 
items  numerically  encoded  and  a  de¬ 
tailed  security  plan  prepared  in  which 
the  encoded  classification  elemerns 
are  keyed  to  the  specific  items  that 
require  classification.  The  author  or 
editor  can  then  use  the  detailed  se- 
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curity  plan  to  prepare  the  “classifica¬ 
tion  index,”  identifying  each  classi¬ 
fied  paragraph  incorporated  into  the 
published  report.  The  "classification 
index,”  which  corresponds  roughly  to 
a  “citation  index/’  can  be  keypunched 
for  each  original  document.  The 
card  deck  will  include  the  informa¬ 
tion  element  code,  classification,  the 
basic  control  number  (machine  com¬ 
patible)  and  paragraph  reference 
number.  When  a  revised  DD  254  or 
other  downgrading  instruction  is  re¬ 
ceived  the  elements  to  be  downgrad¬ 
ed  can  be  quickly  retrieved  by  tabu¬ 
lating  machine,  corrected,  merged, 
printed  and  published  as  a  downgrad¬ 
ing  notice.  A  variation  of  this  tech¬ 
nique  can  also  be  applied  to  classi¬ 
fied  documents  received  from  exter¬ 
nal  sources. 

Although  this  would  be,  necessari¬ 
ly,  a  one  company  system  (since  they 
establish  the  code  list)  it  logically  fol¬ 
lows  that  it  could  be  applied  to  all 
classified  subcontracts  under  its  con¬ 
trol,  thereby  insuring  both  adminis¬ 
trative  efficiency  and  timeliness  in 
furnishing  classification  guidance. 


There  are  also  broader  applications 
possible  if  DoD  user  agencies  were  to 
apply  this  technique  to  specific  pro¬ 
grams.  The  master  security  classifica¬ 
tion  guides  published  by  Space  Systems 
Division,  for  example,  appear  to  be 
amenable  to  this  kind  of  application. 
In  any  event  a  system  wili  be  in  op¬ 
eration  that  permits  rapid  identifica¬ 
tion  and  retrieval  of  specific  classified 
information  elements  rather  than 
complete  documents.  This  system 
would  certainly  place  us  much  closer 
to  the  goal  set  for  a  model  classifica¬ 
tion  program  some  years  ago  when 
Air  Force  Lt.  General  I.  H.  Edwards, 
a  former  member  of  the  Joint  Chiefs 
of  Staff,  stated: 

“I  think  the  crux  of  the  whole  prob¬ 
lem  is  expressed  in  the  phrase  in  our 
report,  in  which  we  point  out  the  act 
of  classification  is  simple  and  expedi¬ 
tious,  and  declassification  is  involved 
and  tedious,  and  that  somewhere 
along  the  line  those  two  extremes 
must  be  brought  closer  together  and 
make  classification  more  difficult,  and 
declassification  simpler  and  faster.” 
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WORKSHOP  SESSIONS 

Supervised  by  Fred  J.  Daigle 


The  workshops  conducted  on  July  15 
were  well  attended,  by  representative 
cross-sections  of  the  membership.  The 
consensus  was  that  these  sessions  were 
definitely  worthwhile  but  that  more 
time  should  be  allotted  for  future  such 
activities.  The  summary  of  one  session, 
on  standardization  of  classification 
guidance,  is  not  available  at  this  time. 
The  opinions,  comments,  and  recom¬ 
mendations  summarized  below  repre¬ 
sent  a  consensus  of  the  participants  but 
should  not  be  construed  as  being  the 
official  position  of  NCMS. 
POST-CONTRACT  CLASSIFICATION 
SPECIFICATIONS 

R.  D.  Donovan  was  discussion  leader. 
The  problem  was  stated  as: 

After  comfiletion  of  a  contract  or  Jnograin. 
little  or  no  downgrading  is  authorized 
through  the  medium  of  the  annual  1)1)  257 
issued  to  industry. 

BACKGROUND:  During  the  life  of  a 
contract,  industry  originates,  receives, 
and  maintains  many  classified  docu¬ 
ments.  Many  think  that  upon  contract 
completion  it  is  a  simple  matter  to 
bundle  these  up  and  either  return  them 
to  the  customer  or  destroy  them.  This 
is  not  the  case.  Contract  closure  in 
many  instances  progresses  over  a  period 
as  long  as  three  years.  During  this  time, 
the  customer  requires  the  contractor  to 
provide  on  demand  any  of  the  many 
bits  of  information  necessary  to  justify 
contract  performance,  review  technical 
procedure,  etc.  After  closure,  retention 
of  certain  classified  documents  is  re¬ 
quired  to  satisfy  the  needs  of  post- con¬ 
tract  audits  and  renegotiations. 

In  addition,  the  customer  has  long 
recognized  the  value  to  himself  and  to 
the  nation  of  permitting  industry  to 
retain  certain  classified  information  for 
use  in  follow-on  contracts  or  for  ad¬ 
vancing  the  state  of  the  art  in  like  or 
related  fields. 

It  Is  easy  to  see  how  a  document 
originated  early  in  a  program  could  at¬ 
tain  the  age  of  seven  to  nine  years  with¬ 
out  downgrading.  Much  attention  was 
drawn  to  this  situation  by  the  Wright 
Commission  Report  in  1957.  No  immedi¬ 
ate  activity  resulted  from  this  report, 
but  in  1960  the  DD  254  was  revised  to 


reflect  classification  of  information 
rather  than  things  and  in  1961  the  Au¬ 
tomatic  Downgrading  and  Declassifica¬ 
tion  system  was  instituted.  Many  factors 
have  contributed  to  the  lack  of  further 
activity  as  regards  old  documents,  one 
being  the  current  practice  by  classifica¬ 
tion  authorities  of  assigning  all  classi¬ 
fied  information  in  a  given  contract  or 
program  to  a  single  automatic  down¬ 
grade  group,  predominantly  Group  3 
(we  are  not  here  to  consider  the  right 
or  wrong  of  this  approach,  but  it  is 
necessary  to  our  problem  to  know  that 
it  is  being  done).  As  a  result,  no  auto¬ 
matic  downgrading  can  take  place  and 
positive  downgrade  action  must  be 
initiated  by  the  provisions  of  the  annual 
DD  254  review  and  the  review  of  the 
Master  Security  Guides  (if  they  are 
made  a  part  of  the  contract  by  refer¬ 
ence  in  the  DD  254). 

Let  us  consider  these  annual  reviews 
as  they  are  currently  being  provided  to 
industry.  The  current  cognizant  Con¬ 
tracting  Officer,  largely  a  victim  of  the 
requirement  to  comply  with  the  word 
of  the  regulation,  must  in  accordance 
with  AFISR  7-103  issue  an  annual  re¬ 
view  notice.  More  often  than  not,  this 
consists  of  a  letter  directing  the  change 
of  the  date  in  Section  3  a.  of  the  exist¬ 
ing  DD  254  giving  it  life  for  another 
year. 

The  circumstances  that  create  this 
situation  are  readily  understandable. 
Once  the  program  is  completed,  the 
cognizant  technical,  administrative, 
classification  (if  any)  personnel  and  the 
cognizant  security  liaison  officer  are 
dispersed,  leaving  the  contracting  offi¬ 
cer  with  the  administrative  requirement 
for  the  annual  classification  review  of  a 
complex  program.  This  officer  does  not 
necessarily  have  sufficient  technical 
knowledge  or  even  time  to  perform  a 
thorough  and  comprehensive  classifica¬ 
tion  analysis  of  the  changes  in  technol¬ 
ogy  or  application  that  have  developed 
during  the  past  year.  Let  us  not  forget 
the  usual  advances  in  the  state  of  the 
art  of  the  potential  enemy,  revelation 
of  program  information  through  official 
releases,  and  the  unclassified  applica¬ 
tion  of  technologies  by  non-military 
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users.  The  contracting  officer  has  no 
single  source  to  turn  to  that  is  docu¬ 
menting  these  changes.  Also,  to  com¬ 
pound  the  problem,  annual  DD  254 
reviews  are  required  to  be  furnished  by 
prime  contractors  for  subcontractors 
who  have  classified  material  attributa¬ 
ble  to  any  specific  contract;  however, 
authority  for  retention  is  not  always 
granted  by  the  same  agency  or  office 
as  the  one  charged  with  annual  review 
and  distribution. 

KEY  CONSIDERATIONS:  Contracting 
Officer  Representatives  may  be  desig¬ 
nated  to  sign  DD  254's  or  their  substi¬ 
tute  or  equivalent.  Classification.  Man¬ 
agement  Representatives  and  Technical 
Personnel  are  logical  sources  for 
designation  as  Contracting  Officer  Rep¬ 
resentatives.  A  central  information 
agency  at  military  department  level 
could  be  considered  as  a  point  for  issu¬ 
ance  of  post  contract  guidance.  A 
Master  Security  Guide  is  made  applica¬ 
ble  to  a  contract  only  by  inclusion  in 
the  DD  254 — does  it  too  become  obsolete 
after  a  year? 

RECOMMENDATIONS  BY 
PARTICIPANTS 

1.  More  meaningful  Final  DD  FORM 
254  is  needed 

The  workshop  discussion  centered 
about  the  large  amount  of  correspond¬ 
ence  required  to  fulfill  the  retention 
requirements  of  the  ISM  at  this  time. 
Several  of  the  participants  suggested 
that  a  possible  solution  could  be 
achieved  if  the  User  Agency  would  in¬ 
clude  the  amount  and  period  of  reten¬ 
tion  authorized  in  the  final  contract 
check  list. 

2.  Retention  Authority  Should  be 
Transferred  to  the  Cognizant  Security 
Office 

Many  of  the  workshop  participants 
expressed  the  view  that  the  intent  of 
the  ISM  classified  retention  authority 
requirement  could  not  be  properly  ful¬ 
filled  by  the  user  agency,  particularly  on 
closed  contract  situations  for  the  follow¬ 
ing  reasons:  It  imposes  an  additional 
burden  on  the  user  agency  to  provide 
for  annual  DD  Form  254  reviews,  which 
they  can  avoid  by  denying  retention. 
No  useful  purpose  is  served  by  the 
requirement  if  user  agencies  must  au¬ 
thorize  retention  (as  several  government 
speakers  claimed).  Only  the  DCASR  se¬ 
curity  inspector  is  able  to  determine  the 


overall  ability  ox  a  contractor  to  safe¬ 
guard  classified  information  and  he  is 
also  responsible  for  enforcing  paragraph 
51  of  the  ISM.  If  the  administrative 
determination  of  retention  were  handled 
by  the  DCASR,  then  a  direct  discussion 
could  ensue  instead  of  the  three-way 
DCASR-user  agency-contractor  situa¬ 
tion. 

3.  Time -Phased  Downgrading  Group 
Markings  should  be  revised  and  limited. 

Many  complained  that  there  is  a 
growing  tendency  by  user  agencies  to 
use  the  more  restrictive  Group  3  mark¬ 
ing  without  any  real  justification  for 
doing  so.  Some  of  the  members  sug¬ 
gested  that  perhaps  only  two  group 
codes  should  be  used — one  for  excluded 
material  and  the  other  for  everything 
else.  An  alternate  suggestion,  was  that 
the  use  of  the  Group  2  and  3  markings 
needs  to  be  more  closely  controlled  by 
user  agencies. 

4.  A  National  Clearing  House  is  need¬ 
ed  to  review  all  published  classified 
literature  on  a  realistic  basis 

Perhaps  the  most  severe  crticism  of 
all  was  directed  at  the  present  system  of 
annually  reviewing  DD  Form  254’s 
under  closed  contracts.  In  most  cases, 
little  or  no  changes  are  made  and  the 
classification  is  perpetuated  indefinitely 
if  the  material  does  not  fall  into  Group 
4.  Even  where  such  action  is  taken,  it 
is  an  excessively  costly  administrative 
process  to  notify  all  recipients,  particu¬ 
larly  when  the  report  is  in  DDC  distri¬ 
bution  channels.  A  few  members  went 
so  far  as  to.  suggest  that  the  various 
technical  indexing  centers  would  be  a 
logical  place  to  handle  the  annual  re¬ 
view  of  classified  reports.  This  system 
would,  in  effect,  competely  eliminate 
user  agency- contractor  communication 
on  the  classification  of  closed  contracts. 

PRECONTRACTUAL  ANALYSIS  OF 

CLASSIFICATION  SPECIFICATIONS 

Kenneth  E.  Wilson  was  discussion 
leader.  The  problem: 

Under  the  present  system  of  contrail 
award,  the  Classification  Requirements  are 
not.  considered  a  negotiable  item  and  often¬ 
times  are  issued  without  benefit  of  full  un¬ 
derstanding  of  their  impact  by  the  contruetoi 
who  accepts  them  as  a  Contract  Specification 
or  by  the  Customer  who  imposes  them. 

BACKGROUND:  The  current  accepted 
method  of  issuance  of  new  business  con¬ 
tracts  (as  opposed  to  follow-ons)  is  the 
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competitive  bid.  A  Request  for  Proposal 
iRFP)  is  generally  the  official  kickoff 
document  and  usually  is  accompanied 
by  a  DD  254  (and  sometimes  a  Master 
Security  Guide).  This  254  is  written  to 
cover  most  of  the  customer’s  concept  of 
what  he  anticipates  the  end  product 
will  be.  These  254’s  or  guides  cannot 
be  expected  to  anticipate  and  provide 
guidance  for  the  approach  each  con¬ 
tractor  will  take  in  his  solution  to  the 
problem  posed  by  the  RFP.  To  add  to 
the  area  of  confusion,  the  Work  State¬ 
ment  is  for  the  most  part  classified  by 
paragraph  and  is  capable  of  containing 
conflicting  classifications  within  itself 
as  well  as  with  the  DD  254.  Analysis  of 
the  intended  requirements  of  the  guid¬ 
ance  originator  results  in  confusion 
ending  in  the  proposal  being  classified 
“by  what  we  think  the  customer 
meant.” 

When  the  proposals  are  reviewed  and 
the  contract  awarded,  the  DD  254  ac¬ 
companying  the  contract  often  is  the 
j  same  one  prepared  for  the  proposal 
effort,  changed  only  as  to  date  and 
,  contract  identification.  At  this  point 
additional  classification  factors  may  be 
added  such  as  special  access,  etc.,  all  of 
which  could  have  a  bearing  on  the 
contract  cost  and/or  schedule. 

Too  many  times  authority  to  proceed 
is  given  before  a  written  contract  and 
the  first  look  at  the  Classification 
Specification.  This  could  require  review 
of  all  work  done  during  the  “authority 
:  to  proceed  period”  resulting  in  upgrad¬ 
ing,  possible  compromise  and  the  re¬ 
quirement  to  erase  accepted  terminolo¬ 
gies,  program  nicknames,  etc. 

All  of  these  problems  require  clarifi¬ 
cation  and  in  the  meantime  hundreds 
of  people  are  grinding  out  information 
;that  cannot  be  suppressed,  so  arbitrary 
and  usually  too  high  classification  is 
’assigned. 

It  is  obvious  to  us  in  industry  that 
a  positive  method  of  coordination,  un 
derstanding,  and,  if  you  will,  negotia¬ 
tion  of  Classification  Requirements  is  a 
vital  prerequisite  to  entering  into  the 
contractual  agreement. 

KEY  CONSIDERATIONS:  Should  the 
RFPDD  254  reflect  classification  require¬ 
ments  during  the  RFP  period  or  what 
will  be  required  during  the  anticipated 
contract  performance  period?  Should 
the  customer  solicit  classification  input 


as  part  of  the  RFP  package  the  same  as 
any  other  specification  to  the  contract? 
Upon  award  of  contract,  should  the 
Classification  Requirements  be  thor¬ 
oughly  discussed  or  negotiated  as  any 
other  specification?  Should  Classifica¬ 
tion  Management  be  an  advisor  to  the 
contract  negotiation  team  or  should 
they  be  a  member  of  the  negotiation 
team?  Should  proposed  classification 
requirement  changes  be  issued  as  a 
contract  change  notice  and  cost  dif¬ 
ferences  (when  they  are  significant)  be 
computed  and  negotiated  as  with  other 
contract  changes?  Should  writing  of 
master  guides  be  attempted  prior  to 
customer  review  and  acceptance  of  RFP 
inputs?  Current  experience  indicated 
that  rewrite  is  usually  required  on  con¬ 
tract  award. 

RECOMMENDATIONS  BY  THE 
PARTICIPANTS: 

1.  It  is  essential,  in  any  RFP/RFQ 
of  significant  value  or  complexity,  that 
the  Government  provide  a  DD-254  or 
other  form  of  security  classification 
guidance. 

2.  Procedures  must  be  developed  and 
implemented  by  any  company  sincerely 
interested  in  the  cost  reduction  poten¬ 
tial  of  classification  management  to 
get  the  guidance  to  the  classification 
management  personnel  without  delay. 

3.  If  the  classification  analyst  is  to 
function  to  the  benefit  of  the  company, 
he  must  be  included  in  the  proposal  or 
contract  team  if  there  is  significant 
value  or  complexity  involved. 

4.  At  the  very  least,  the  responsible 
government  classification  management 
individual  should  be  named  in  each  DD- 
254.  It  would  be  even  better  should  he 
be  the  authority  for  the  issuance  of 
such  guidance  and,  hence,  be  the  other 
end  of  a  direct  pipeline  from  the  in¬ 
dustrial  classification  management  per¬ 
sonnel. 

5.  The  biggest  single  difficulty  in  the 
field  at  this  time  is  communication.  It 
should  be  logical  and  frequent. 

PARAGRAPH  AND  ILLUSTRATION 

CLASSIFICATION  AND  MARKING. 

Under  leadership  of  Steve  B.  Dudley, 
the  problem  was  stated  as  follows: 

The  requirement  to  classify  and  mat/; 
classified  documents  and  reports  by  para¬ 
graph  and  illustration  content  is  a  reaiitv 
and  is  currently  being  required  by  contract¬ 
ing  officers.  Current  mid  proposed  instruc- 
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lions  on  the  methods  of  marking  me  , (in¬ 
flicting  and  do  not  provide,  for  all  the  things 
normally  found  within  a  document. 
BACKGROUND:  The  requirement  to 
classify  and  mark  each  paragraph  of  a 
classitied  document  based  on  its  content 
has  long  been  a  provision  of  DoD  reg¬ 
ulations  but  has  not  been  enforced  in 
the  military  or  required  of  industry. 
Today,  several  regulations  have  placed 
this  requirement  in  effect  under  certain 
contractual  circumstances.  It  is  rec¬ 
ognized  that  there  are  two  escape 
clauses  in  the  proposed  ISM.  This 
workshop  will  address  itself  to  the  prob¬ 
lems  of  complying  with  the  requirement 
to  mark  the  paragraphs  and  illustra¬ 
tions,  not  to  the  avoidance  of  the  re¬ 
quirement. 

We  must  face  the  fact  that  paragraph 
and  illustration  classification  is  a  tre¬ 
mendous  job.  A  recent  Request  For 
Proposal  invoked  the  provisions  of 
AFSCR  80-20  in  preparing  the  proposal 
documents.  The  finished  proposal  cov¬ 
ered  some  36  volumes  plus  appendixes. 
Present  instructions  are  not  adequate. 

Thy  ISM  concerns  itself  with  original 
artwork  and  makes  no  provisions  for 
illustrations  in  a  document.  Two  direct¬ 
ives  provide  that  the  classification  mark¬ 
ing  of  titles  will  precede  the  title;  the 
ISM  provides  that  the  marking  will  fol¬ 
low  the  title.  Other  examples  could  be 
cited. 

KEY  CONSIDERATIONS:  In  evalu¬ 
ating  a  paragraph  or  illustration,  should 
you  consider  it  a  single  item  on  an  un¬ 
identified  page  or  in  relationship  tc  the 
subject  matter  of  the  document  in  wl  ich 
it  occurs?  In  addition  to  document  or 

ANNUAL  REPORTS 

Northern  California  Chapter 
Fred  J.  Daigle,  Chairman 

Article  six,  section  nine,  provides  for 
the  submission  of  an  annual  chapter 
operations  report  by  the  chapter  chair¬ 
man.  Tills  requirement  was  not  com¬ 
plied  with  in  1965.  Therefore,  this,  the 
first  operations  report  from  the  North¬ 
ern  California  Chapter,  will  cover  the 
activities  from  the  pre-chapter  organi¬ 
zation  meeting  in  1964  to  1  August  I960, 
the  end  of  the  current  chapter  year. 
Copies  of  all  reports,  projects,  bylaws, 
etc.,  that  are  mentioned  in  this  report 
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report  titles,  we  are  faced  with  nmny 
volume,  chapter,  paragraph  and  sub- 
paragraph  headings;  how  best  to  mark 
them?  How  about  subparagraphs?  How 
do  you  treat  tables  within,  a  text?  Do 
you  mark  a  table  of  contents  or  Index 
by  each  entry  (title)  or  as  a  table? 
What  about  footnotes,  forms,  and  cap¬ 
tions  of  illustrations? 
RECOMMENDATIONS  BY 
PARTICIPANTS: 

1.  An  attempt  should  be  made  to  co¬ 
ordinate  and  standardize  the  paragraph 
and  illustration  marking  requirements 
as  the  ISM,  MIL  STD  874,  AFSCR 
80-20,  etc 

2.  Paragraph  classification  should  be 
further  defined  as  “classification  of 
each  paragraph  of  a  document  as  it 
stands  within  the  context  of  the  docu¬ 
ment  in  which  it  appears.” 

3.  A  table  should  be  considered  an¬ 
other  illustration  and  marked  accord¬ 
ingly. 

4.  Table  of  contents  be  considered  a 
table  and  marked  accordingly  as  op¬ 
posed  to  marking  each  table  entry. 

5.  Illustrations  should  be  separately 
marked  within  a  document,  with  the 
marking  a  full  word  classification  as 
opposed  to  single  letter.  The  location  of 
the  marking  should  be  the  lower  left 
hand  corner  if  possible.  Drawing  titles 
to  be  marked  per  the  requirement  for 
paragraph  or  subject  titles  (both  of 
which  could  be  consistent). 

(It  is  noteworthy  that  in  all  instances 
of  paragraph,  title,  subject,  illustration, 
table,  etc.,  desirability  of  classifying 
within  the  context  of  the  document  was 
constantly  reaffirmed.) 

OF  CHAPTERS 

are  appended  to  the  original  report  for 
inclusion  in  the  corporate  records  of  the 
society. 

In  December  1964,  at  the  suggestion 
of  the  national  President,  I  extended  ar 
invitation  to  the  then- 14  local  NCMS 
members  to  attend  a  get-acquainted 
meeting.  Twelve  of  the  members  plus 
seven  interested  parties  attended.  The 
first  order  of  business  was  to  nominate 
chairman  and  secretary  candidates. 
Ballots  were  mailed  to  the  members, 
and  I  was  elected  the  first  chapter 
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chairman  with  Jim  Patterson  of  Sandia 
Livermore  as  secretary- treasurer. 

In  May  1965,  as  the  first  item  of 
NCMS  business,  the  chapter  nominated 
candidates  for  election  to  the  national 
Board  of  Directors.  At  tills  same  meet¬ 
ing,  every  member  of  the  chapter  was 
appointed  to  and  accepted  responsibility 
for  service  on  organizing  committees 
which  included  finance,  bylaws,  mem¬ 
bership,  and  objectives.  A  policy  of  ro¬ 
tating  the  conduct,  planning,  and  or¬ 
ganization  of  the  meetings  among  the 
members  was  adopted  and  proved  to  be 
good  experience  for  those  members  who 
would  not  otherwise  necessarily  be 
brought  to  the  fore. 

In  June  1965  we  hosted  our  first 
guest  speaker,  Dr.  L.  H  Wilson,  Assist¬ 
ant  General  Manager,  Lockheed  Missile 
Systems  Division. 

As  a  result  of  committee  actions,  the 
following  results  were  accomplished 
during  the  year: 

Finance:  A  budget  for  chapter  opera¬ 
tions  was  established  for  fiscal  year 
1966.  The  membership  voted  to  assess 
themselves  a  one-time  assessment  of  $5 
to  establish  a  Chapter  cash  fund.  At  the 
present  time,  the  Chapter  has  the  fol¬ 
lowing  cash  position: 

Cash  on  hand  in 

the  bank  .  131.50 

Accounts  Receivable  50.00 

Net  Assets  .  181.50 

Accounts  Payable  80.00 

(dinner  bill) 

Net  Worth .  101.50 

Bylaws:  A  set  of  bylaws  for  the  chap¬ 
ter  were  written,  approved  by  the  Chair¬ 
man  of  the  National  Board  of  Direct¬ 
ors,  and  distributed  to  the  member¬ 
ship. 

Objectives;  The  following  objectives 
were  adopted  with  results  as  indicated: 
Membership:  Double  the  membership 
of  the  Chapter;  new  membership  to 
include  all  branches  of  the  armed 
forces.  Results:  The  committee 
drafted  a  letter  to  all  prospective  in¬ 
dustries  in  the  Bay  Area,  with  some 
50  letters  being  mailed.  Eight  replies 
were  received  and  follow-up  letters 
sent.  All  Interested  persons  were  in¬ 
vited  to  attend  a  meeting  as  a  guest, 
of  a  member.  However,  guest  night, 
was  wiped  out  by  flu  bug,  and  re¬ 
sults  were  negligible.  During  the  year, 
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the  chapter  lost  three  members  from 
the  original  14,  and  gained  eight. 
Objective  not  met. 

Chapter  Organization :  Establish 
standing  committees  and  write  by¬ 
laws.  Objective  accomplished. 

Chapter  Project  for  General  NCMS 
Benefit:  Complete  study  effort  in  two 
areas.  Effort,  to  include  research,  an¬ 
alysis,  and  publication.  One  subject  to 
be  selected  by  Chapter;  second  to  be 
requested  from  DoD.  The  presenta¬ 
tions  by  Mr.  Dudley  and  Mr.  Donovan 
at  the  end  of  the  Friday  workshop 
are  the  result  of  this  objective.  DoD 
declined  to  nominate  a  candidate 
subject.  Objective  accomplished. 
Workshop:  Develop  a  half -day  work¬ 
shop  to  be  conducted  by  the  Chapter 
at  the  1966  seminar  in  Los  Angeles. 
Objective  accomplished  (degree  of 
success  depends  on  your  attendance 
Friday  and  your  evaluation  of  the 
effort). 

Social  Affair:  Schedule  a  Spring  so¬ 
cial  affair.  Cancelled;  objective  not 
met. 

Chapter  Seminar:  Develop  the  No¬ 
vember  meeting  into  a  half-day  sem¬ 
inar  for  chapter  participation.  This 
objective  was  given  a  good  chance  to 
develop  when  the  Chapter  received  a 
request  from  the  Research  Security 
Administrators  to  conduct  a  program 
on  Classification  Management  for 
them.  We  accepted  the  challenge  and 
as  a  result,  put  on  four  hours  of  pro¬ 
gramming.  This  included  papers  on: 
“Historical  Development  of  Classifi¬ 
cation,”  John  Wise,  NORCAL  Chap¬ 
ter;  “NCMS  Contribution,  Society 
Purpose  and  Objectives,”  Lorry  Mc¬ 
Connell.  Los  Angeles  Chapter; 
“NORCAL  Chapter  Status  and  Ac¬ 
tivities,”  Fred  Daigle;  “Establishing 
Company  Classification  Manage¬ 
ment  Program,”  Steve  Dudley, 
NORCAL  Chapter;  “Improved  In¬ 
ventory  Management,”  John  Lulls, 
Lockheed  Missiles  <fc  Space  Co.; 
“Effective  Document  Disposition  or 
Contract  Completion,”  Ross  Webb. 
Stanford  Research  Institute;  “Re¬ 
alistic  Classification  Guidance,”  Jim 
Trosino,  NORCAL  Chapter;  “Dem¬ 
onstration  cf  Visual  Aid  Employee 
Indoctrination  Program,”  Fred 
Daigle;  “Future  Role  of  Classifica- 
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lion  Management,”  Bob  Rushing, 
NORCAL  Chapter. 

All  these  presentations  included  visual 
aids.  Correspondence  and  requests  for 
copies  of  material  presented  indicate 
that  tlio  seminar  was  successful.  Ob¬ 
jective  accomplished. 

Chapter  Projects  for  National  Mem¬ 
bers:  Develop  the  “NCMS  Story”  in 
short  form  suitable  for  printing  on 
pocket  size  cards  and  for  distribu¬ 
tion  to  all  members.  This  was  done, 
printing  paid  for  by  the  Society  and 
you  have  these  in  your  possession  as 
part  of  your  Seminar  package.  Ob¬ 
jective  accomplished. 

Develop  the  NCMS  Story  into  a  15- 
minute  presentation  for  showing 
where  requested;  established  a  speak¬ 
er  bureau  of  members  to  present  the 
NCMS  story  on  request.  Deferred  to 
1966.  Objective  not  met. 

For  meetings  when  no  speaker  is 
scheduled,  pre-select  a  discussion 
subject.  For  two  meetings  this  was 
done  and  three  chapter  members  des¬ 
ignated  to  present  a  maximum  of 
five-minute  discussion  on  the  select¬ 
ed  subject;  general  discussion  fol¬ 
lowed  controlled  by  the  chair.  Ex¬ 
tremely  successful.  Objective  accom¬ 
plished. 

We  ended  up  with  a  total  of  six  of 
nine  objectives  completed,  and  one  par¬ 
tially  completed.  All  in  all,  I  think  we 
had  a  good  record  for  the  first  year  of 
operation.  In  addition,  the  Chapter  as¬ 
sembled,  printed  and  mailed  (at  Society 
expense)  the  April,  1966  Membership 
list  which  you  received  with  your  1966 
Board  of  Directors  ballots. 

In  January,  the  Chapter  voted  to  es¬ 
tablish  the  Chapter  year  as  1  August  to 
31  July,  to  coincide  with  the  annual 
seminar  and  to  allow  the  outgoing 
Chairman  to  present  his  report.  The 
tour  of  duty  for  the  incumbent  officers 
was  extended  accordingly.  At  the  May 
1966  meeting,  nominations  were  made 
for  the  1966  officers,  and  in  June, 
ballots  were  mailed. 

Washington,  b.  C.,  Chapter, 

M.  D.  Aitken,  Vice  Chairman 
The  Chapter  engaged  in  a  number  of 
correspondence  projects  during  the  year, 
the  most  significant  of  which  were: 

Approximately  300  letters  were  sent 
to  contractors  in  the  New  York,  Bal¬ 
l-1  S 


timore,  Boston,  and  Washington.  DC., 
areas  in  an  effort  to  stimulate  in¬ 
terest  in  NCMS. 

A  series  of  special  letters  was  sent 
to  individuals  in  various  federal  agen¬ 
cies  including  Army,  Federal  Aviation 
Agency,  and  Air  Force,  as  a  part  ol 
the  membership  drive. 

Letters  and  promotional  material 
were  sent  to  Dan  Manning  in  Phila¬ 
delphia,  as  the  first  step  toward  an 
attempt  to  organize  a  NCMS  chapter 
in  the  Philadelphia  area. 

Numerous  inquiries  were  answered 
and  quantities  of  promotional  mater¬ 
ial  were  sent  to  various  organizations 
in  the  Midwest  and  South  with  en¬ 
couragement  for  establishment  of  lo¬ 
cal  chapters. 

Approximately  100  copies  of  the 
summary  of  the  NCMS  national  semi¬ 
nar  were  reproduced  and  distributed. 
(These  summaries  had  been  prepared 
by  Hal  Davis  of  the  Boston  Chapter 
of  ASIS.) 

Another  summary  of  the  NCMS 
1965  national  seminar  was  prepared 
by  Gene  Suto  of  the  Washington 
Chapter  and  submitted  to  the  Na¬ 
tional  Chairman. 

New  officers  for  the  Chapter  assumed 
their  positions  for  calendar  year  1966  in 
January.  These  officers  are:  Leo  Carl, 
OSD,  Chairman;  M.  D.  Aitken,  US 
Army  Materiel  Command,  Vice-Chair¬ 
man;  Gene  Suto,  Research  Analysis 
Corporation,  Secretary-Treasurer. 

Six  Chapter  meetings  were  held  dur¬ 
ing  FY  66,  the  highlights  of  which  were: 

In  October  the  Navy  Department 
hosted  the  meeting  at  the  Naval  Gun 
Factory  in  Washington  at  which  a 
critique  of  the  national  seminar  was 
conducted.  A  panel  of  Washington 
Chapter  members  discussed  various 
phases  of  the  seminar  and  of  classi¬ 
fication  management  in  general. 
Twenty-three  were  present. 

The  Army  hosted  the  November 
meeting  at  Arlington  Hall.  A  presen¬ 
tation  was  made  by  a  representative 
of  the  Army  Missile  Command,  cover¬ 
ing  a  report  on  an  Army  in-house 
study  of  classified  document  control 
by  automation.  Twenty-six  were  pres¬ 
ent. 

In  January  the  Office  of  the  Secre¬ 
tary  of  Defense  sponsored  the  meeting 
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at  Parchey’s  Restaurant.  A  panel  of 
classification  management  experts 
from  the  Air  Force,  Army,  Navy,  Arms 
Control,  discussed  classification  man¬ 
agement  policies  and  procedures  with¬ 
in  their  respective  agencies.  Attend¬ 
ance  was  38. 

The  Air  Force  sponsored  a  meeting 
in  March  at  the  Lawyers  Club  at 
which  a  paper  was  read  on  “The 
Technological  War”  by  Colonel  R.  S. 
Sleeper,  Deputy  Chief  of  Staff  for 
Foreign  Technology,  Air  Force  Sys¬ 
tems  Command.  Theme  was  the  sig¬ 
nificance  of  lead  time  protection.  At¬ 
tendance  was  38. 

The  Army  hosted  the  May  meeting 
at  the  Charcoal  Hearth  Restaurant. 
Dr  John  Ford  of  CIA  presented  a  talk 
on  “Soviet  Cybernetics.”  Fifty  at¬ 
tended. 

Our  last  meeting  of  this  fiscal  year 
was  conducted  as  a  joint  session  with 
the  Washington  and  Baltimore  Chap¬ 
ters  of  ASIS.  Several  panels  dis¬ 
cussed  such  topics  as  “Technical  Se¬ 
curity”  and  “Industrial  Security,”  and 
talks  were  made  by  George  McClain, 
Director  of  Classification  Manage¬ 
ment,  OSD,  and  Francis  Jahn,  of 
Westinghouse,  Baltimore.  Attendance 
was  about  150. 

In  March  1966  the  Air  Force  conduct¬ 
ed  a  Classification  Management  Sym¬ 
posium  at  Cocoa  Beach,  Florida.  Mr. 
Leo  Hodges,  Air  Force  Systems  Com¬ 
mand,  a  very  active  Washington  Chap¬ 
ter  member,  spearheaded  this  successful 
:  meeting. 

As  we  indicated  previously,  the 
Washington  Chapter  conducted  a  spir¬ 
ited  membership  campaign  during  the 
year,  particularly  among  contractors, 
s  Membership  was  increased  from  17  in 
,  July  1965  to  33  in  July  1966,  with  sev- 
i  eral  more  in  the  “prospect”  stage, 

Here  are  the  Washington  Chapter’s 
plans  and  goals  for  FY  1967: 

We  plan  to  continue  the  aggressive 
drive  for  new  members,  particularly 
among  contractors.  Additional  letters 
will  be  prepared  and  sent  to  various 
federal  agencies  in  addition  to  con¬ 
tractor  facilities. 

The  Washington  Chapter  will  con¬ 
tinue  the  series  of  professionally 
challenging  meetings  and  will  at¬ 
tempt  to  obtain  speakers  from  among 
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the  leadeis  in  the  scientific  and  se¬ 
curity  communities. 

Our  efforts  to  encourage  establish¬ 
ment  of  new  chapters  in  the  major 
metropolitan  areas  of  the  East  and 
South  will  be  stepped  up  and  all  ex¬ 
pressions  of  interest  in  NCMS  will  be 
followed  up. 

The  Washington  Chapter  plans  to 
initiate  a  newsletter  on  a  bimonthly 
or  quarterly  basis  covering  the  fol¬ 
lowing  subjects:  Articles  of  current 
interest,  notices  of  meetings,  data 
from  other  NCMS  chapters,  short 
biographical  sketches  of  NCMS  mem¬ 
bers,  financial  reports,  reports  from 
designated  representatives  in  various 
agencies  on  the  status  of  their  classi¬ 
fication  management  programs. 
Another  highlight  of  the  Washington 
Chapter  FY  67  program  is  the  partici¬ 
pation  in  a  classification  management 
pane]  at  the  ASIS  meeting  in  Philadel¬ 
phia  in  September  1966.  Several  mem¬ 
bers  of  the  Washington  Chapter  will 
participate. 

During  FY  67,  we  plan  to  seek 
methods  by  which  the  activities  of  the 
Washington  Chapter  may  receive  ade¬ 
quate  publicity  in  news  media  and  in 
security  Journals. 

Finally,  we  would  like  to  close  this 
report  with  a  short  list  of  problem  areas 
and  questions  which  are  suggested  for 
consideration  and  discussion  at  this 
time  during  this  seminar  at  the  discre¬ 
tion  of  the  National  Chairman: 

First,  there  is  a  problem  concern¬ 
ing  “orgaxiizationai  membership”  ver¬ 
sus  “individual  membership.”  Numer¬ 
ous  individuals,  particularly  among 
contractors,  have  not  committed 
themselves  to  membership  in  NCMS 
due  to  the  non-availability  of  or¬ 
ganisational  membership  and  the  in¬ 
ability  to  transfer  membership  from 
one  individual  to  another  when  the 
member  leaves  the  company. 

The  second  problem  relates  to  funds 
for  recruiting.  It  is  difficult  for  the 
chapter  to  maintain  continued  dis¬ 
semination  of  the  promotional  ma¬ 
terial  without  adequate  funding  from 
the  national  organization  Fifty  or 
$100  dollars  per  year  would  provide 
the  chapter  with  enough  support  to 
maintain  this  program. 

The  third  point  relates  to  the  lack 
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of  an  adequate  flow  of  information 
on  NCMS  activities  between  chapter?: 
and  from  the  national  organization  to 
chapters. 

Finally,  there  is  a  question  con¬ 
cerning  the  dissemination  of  the 

1965  national  seminar  report  which 
has  not  been  received  by  the  Wash- 
lngton  Chapter.  This  report  and  the 

1966  National  Seminar  Report  would 
be  of  considerable  assistance  in  the 
stimulation  of  interest  in  NCMS 
activities. 

Southern  California  Chapter, 
Richard  J.  Bobers,  Chairman 
I  purposely  aid  not  prepare  lengthy 
remarks  this  morning.  One  of  the  di¬ 
rectors  asked  me  last  night  what  I  was 
going  to  say  about  our  activities  during 
the  last  year  and  I  told  him  that  most 
of  the  last  six  months  was  spent  in 
preparing  for  the  seminar.  That  is  not 
altogether  true.  We  have,  and  very 
proudly  so,  some  40  active  members  at 
this  time.  I  think  this  makes  us  the 
largest  Chapter  In  terms  of  member¬ 
ship.  We  are,  of  course,  proud  to  host 
all  of  you  as  the  Host  Chapter. 

Our  format  is  somewhat  different 
from  those  you  have  been  exposed  to  by 
the  other  two  chapters.  Certainly  not 
necessarily  better;  it  just  happens  to 
be  ours.  We  meet  on  a  bimonthly  basis 
during  the  working  day  without  lunch 
or  dinner.  Wliat  we  do  is  ask  a  member 
facility  to  host  us  in  one  of  their  con¬ 
ference  rooms  and  we  have  a  business 
session,  generally  with  a  guest  speak¬ 
er.  For  instance,  during  our  last  meeting 
in  June,  we  were  honored  to  have  Mr. 
Willard  Thompson,  who  is  the  Head  of 
the  Classification  Division,  Space  Sys¬ 
tems  Division,  Air  Force  Systems  Com¬ 
mand,  whom  I  see  in  our  audience  today, 
who  spoke  to  us  about  recent  develop¬ 
ments  in  the  special  access  program. 
Following  that  we  had  heated  discus¬ 
sions  on  that  subject  as  well  as  pro¬ 
posed  changes  to  the  Industrial  Secur¬ 
ity  Manual  which  I  am  sure  you  are 
aware  is  now  published  and  in  your 
hands.  We  discussed  what  the  Impact 
will  be  on  the  various  contractors  and 


government  agencies  that  were  repre¬ 
sented  in  our  chapter,  and  how  we 
would  approach  it.  We  feel  that  the 
most  beneficial  approach  to  our  mem¬ 
bers  is  one  of  a  forum  much  as  this  is 
where  an  exchange  of  ideas,  approaches 
to  problems,  methods  of  solving  prob¬ 
lems,  are  made  and  given.  We  have  ex¬ 
perienced  a  tremendous,  and,  I  hope 
continuing  support  from  the  govern¬ 
ment  side  of  our  house.  We  have  a  num¬ 
ber  of  government,  DoD,  or  military — 
however  you  want  to  define  them — 
members  in  our  Chapter.  We  had  a  free 
exchange  of  information.  We  do  not 
publish  our  proceedings  because  of  the 
fact  that  much  of  this  exchange  is 
between  ourselves.  Our  plans  for  next 
year  Include  committees  for  taking  on 
some  of  the  projects  that  we  ourselves 
are  discussing  today— -downgrading  DD- 
254s— this  type  of  thing.  We  hope  to  be 
able  to  contribute  in  a  small  way  to  the 
overall  effort  to  help  the  classification 
management  effort.  We  are  very  proud 
of  the  fact  that  we  have  in  our  mem¬ 
bership  now  a  former  director  of  the 
National  Classification  Management 
Society,  Tony  Correia,  whose  term  ex¬ 
pired  last  night  and,  of  course,  the 
gentleman  you  have  already  been  in¬ 
troduced  to,  formerly  our  own  Chapter 
Chairman,  last  year  the  Secretary- 
Treasurer  of  the  national  body,  and,  as 
of  now,  the  current  Vice  President  of  the 
national  body,  Lorry  McConnell.  We 
would  welcome  with  open  arms  any  of 
you  or  any  one  that  you  know  of  who 
might  feel  that  membership  In  our 
society,  and  more  particularly  In  our 
Chapter,  would  be  beneficial  to  him. 
Again  I  want  to  emphasize  the  informal 
nature  of  our  meetings.  It  Is  an  ex¬ 
change  of  information  we  all  benefit 
from.  The  idea  of  having  our  meetings 
during  the  working  day  I  think  is 
somewhat  unique.  We  took  an  Informal 
survey  as  to  whether  we  should  con¬ 
tinue  with  this  and  membership  felt  we 
should.  They  felt  that  the  benefits  they 
got  professionally  and  the  benefits  that 
accrued  to  their  respective  employers 
certain)  justified  the  afternoon  that  we 
spent  on  this  every  other  month. 
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